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Preface

The sea is a vital ecosystem for life on our planet. It produces up to half of the
world’s oxygen, absorbs carbon dioxide from the atmosphere, provides nearly three
billion people with essential proteins, and controls the planet’s temperature. It also
provides a variety of other resources used by humans. Maritime transport is the
safest and most effective way to move goods and raw materials around the world;
therefore, it facilitates around 80% of global trade. However, significant pressures
from climate change, ocean acidification, rising sea levels, fluctuating fish stocks,
natural and man-made disasters, and other factors threaten the sustainability of
marine habitats and coastal communities. Furthermore, the maritime industry and
businesses face the challenge of their relative lack of digitalization compared to
other economic sectors. The aviation industry, for instance, is much further ahead
in terms of digitalization. Namely, there are millions of registered drones, but very
few autonomous research, passenger, cargo, and military vessels.

What could the reasons for this be? Maritime is older than aviation and more
conservative. The regulations in maritime are not unique, and even where they are
in place, they are not always adhered to. While almost all countries have signed the
Safety of Life at Sea (SOLAS) Convention, there are still many non-SOLAS vessels,
such as fishing boats, pleasure yachts, and small cargo vessels. Additionally, there is
intense competition in the shipping sector, with some participants reluctant to pub-
licly disclose information essential to their successful performance. Digitalization
also brings with it the risk of cyber-attacks. This could explain, to a certain extent,
the slow pace of digitization in shipping and port logistics on a global scale.

However, the acceleration of digitization in the maritime sector began with the
commercialization of the Internet. In the early 1990s, ECDIS (Electronic Chart
Display and Information System) appeared on ships as part of the IBS (Integrated
Bridge System). As navigation becomes more digital, so too does the ship’s
propulsion system, which is increasingly being driven and controlled digitally.
The navigation bridge and the ship’s mechanical complex are becoming more
and more like computer centers for collecting, processing, storing, and displaying
information to ensure safe, effective, and efficient navigation. In a relatively short
time, a diversification has emerged between IT (Information Technology) and OT
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(Operational Technology), but we are now moving toward their convergence. These
processes are monitored by land-based VTS (Vessel Traffic Service) centers, as
well as by advanced satellite CNS (Communication, Navigation, and Surveillance)
systems.

In some ports, administrative tasks and operational processes are being digitized
as physical and computer systems increasingly converge. Major ports today use
EDI (Electronic Data Interchange), PCS (Port Community System), SW (Single
Window), and ELM (Electronic Logistics Marketplace). The Internet of Everything
(IoE) emerged in the early 2010s, further connecting the virtual and real worlds,
while enabling micro- and macro-control and management simultaneously. Pro-
grams and data are being transferred from data centers on ships, in ports, and at
traffic control centers to the Cloud. Work is underway to develop cost-effective
underwater data collection and processing centers. Furthermore, the volume of data
collected in real time is growing exponentially, giving rise to a new field of study
known as Big Data. Big Data provides a more detailed and comprehensive insight
into real-world processes, including those in the maritime. This new discipline will
breathe new life into digital twins of ships and ports as well. This has been followed
by the development of automated expert systems based on deep and federated
machine learning and artificial intelligence algorithms.

The maritime digitization corps also includes surface and underwater vessels
with varying degrees of autonomy. These vessels can be remotely controlled, and
some can operate completely autonomously for a period. Most of those vessels
cooperate with air assets, such as drones and low-orbit pseudo-satellites.

Obviously, digitalization in shipping and port management is advancing in
several areas, with an increasing emphasis placed on ensuring the safe operation of
complex systems. As digitalization increases, so does the risk of safety and security
issues, including cyber-attacks. Consequently, efforts are being made to detect and
prevent such risks. The rapid pace of digitalization must be considered in the context
of technical, legal, ethical, and societal needs and preferences. This collection of
studies aims to raise readers’ awareness of the potential risks associated with cyber-
attack vectors in the maritime sector, while also increasing their cyber-awareness
and knowledge in technical and human domains. Therefore, I would like to express
my gratitude to the fellow contributors for their hard work and dedication to this
relatively new applied science discipline, which will become one of the top priorities
in the coming decades.

Tallinn, Estonia Sanja Bauk
2024
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The Future of Cybersecurity at Sea: ®)
Human vs Human or Al vs AI? e

Anatoli Alop

1 Introduction

All of us are witnesses to the fact that in recent decades, new information tech-
nologies have begun to penetrate our lives more and more rapidly and, in essence,
forcefully determine further developments in all areas. Artificial intelligence (Al) is
arguably the fastest growing technology in the world today [1]. The market size of
the artificial intelligence industry is growing exponentially every year, and forecasts
show exponential growth of the market in the future as well (Fig. 1).

Maritime is no exception. However, following the developments and trends, one
may get the feeling that somehow overly optimistic expectations and sometimes
even euphoria is taking place regarding digitalization. More and more people are
starting to say here and there that soon artificial intelligence (AI) will take over
everything and immediately all the worries of both humanity and individuals will
be solved, including in maritime— the level of maritime safety will immediately
jump to an unprecedented level, because such a source of making stupid mistakes as
human being will be removed from seafaring and the decision-making process; mar-
itime transport becomes nature’s best friend, because a smart artificial intelligence
can invent such ships, fuel types, navigation methods, supply chains and everything
else and put them to work, so that the negative impact on the marine environment
starts to decrease and reaches zero; digitalization will be every shipowner’s dream
come true, as those who adopts Al will be rewarded with significant economic gains
compared to those who don’t, etc.

Of course, these expectations are partially justified, and the widespread appli-
cation of Al in maritime industry will certainly bring many positive developments.

A. Alop (X)
Estonian Maritime Academy, Tallinn University of Technology, Tallinn, Estonia
e-mail: anatoli.alop @taltech.ee
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Fig. 1 The growth of the Al industry market size (2016-2025) in US million dollars. (Adopted
from [1])

At the same time, one must not lose one’s common sense and critical mind when
analyzing and predicting future trends. The digitalization of all areas of human
activity is characterized by several accompanying problems, which are waiting to
be solved effectively in one way or another; one of them is the issue of ensuring
cybersecurity. This problem is of course not only relevant for maritime, but now for
all areas of our life, because there is no longer any area that is far from digitalization.
Actually, we can’t say that the problem of cybersecurity at sea is somehow very
specific compared to all other areas of digitalization of human activity. If to look
for something important specifically for maritime, the negative effects related to
the realization of this problem may have sometimes more severe consequences
at sea than anywhere else. Therefore, although this chapter tries to look at the
problem in the context of maritime, above all shipping cybersecurity, the author’s
reflections and the conclusions drawn from them are unintentionally transferring
to cybersecurity more broadly. Namely, the main question that is being tried to be
answered is whether and if, how can the increasingly widespread use of Al affect
cybersecurity and what can be its further developments in this field? Is there any
hope that these effects will be positive only? Or does it not depend on the rate
and nature of the implementation of Al on ships, and the fight against cyber piracy
remains the same activity with difficult to predict results as it unfortunately appears
to be now? There is hardly anyone anywhere who would answer these questions in
the affirmative or in the negative with great certainty and conviction. The author of
this chapter also does not pretend to this but tries to offer his thoughts on this topic
to the reader in the more or less readable form.
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2 Problem Statement

Today, cybersecurity has undoubtedly become one of the most important and chal-
lenging problems in any kind of human activity, including maritime. Cybercrime,
like the adoption of Al, is also on the rise; only reported cybercrime losses have
grown strongly over the past decade, with exponential growth clearly visible in
2020-2022 (Fig. 2).

As has often happened in the history of mankind, every initially positive and
forward-looking development is accompanied by negative effects and consequences
caused by it or directed toward it. Some of them are caused by natural forces,
laws of physics, and other objective factors, but a large part of them are still
human-made ones. Their reason is mostly people’s not the most pleasant natural
ore acquired during life, especially during childhood, personal characteristics such
as greed, fear, pettiness, hatred, inferiority complexes, etc. There is always a certain,
sometimes even not very small number of people who try to use the achievements of
techniques and technologies to realize their personal, often illegal and even criminal
intentions—to get rich at the expense of other people, in one way or another to gain
power over other people and groups of people, etc. Considering the extent of the
global adoption of the Internet and digital technologies in recent decades, it is not
surprising that the number and severity of cybercrimes have reached unprecedented
levels in recent years and their growth trend continues. The author leaves aside
aspects related to real wars and geopolitical instability and deals with what happens
in “world of peace.” The expression “world of peace” has been put in quotation
marks, because it is difficult to call the struggle taking place in the field of digital

Reported Losses Due to Cyber Crimes in the Past Decade
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Fig. 2 Growth of cybercrimes in the period 2013-2022. (Adopted from [2])
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technologies something calm and positive, on the contrary, the words “cyber war”
perhaps best characterizes what is happening.

In this war, there is no front line, rather it runs everywhere and nowhere, there
is not clearly defined and unambiguously identified enemy, it is not governed by
internationally recognized conventions of warfare, and as sad as it sounds, in this
war it is not and is difficult to expect to be one and indisputable the winner. The
battles of this war take place all the time, now it can be said that every day and all
over the world, the opponents in this war are inventing and deploying more and more
new “weapons systems,” be they defensive or offensive systems, that is, there is a
genuine “arms race,” and accordingly sometimes one side wins battle, sometimes
the other. It may be said that it is a war of attrition, to which there is no end in
sight, whatever it may be, and in which it is difficult to hope that there will ever
come a moment when one side has won indisputably and definitively. Until recent
years, it has been a war with people fighting on both sides, let say the “good” and
the “bad” guys. They both sides have recently started to increasingly use smart
computer programs as assistants, eventually what is called artificial intelligence
(AI), but so far, they have mainly played the role of command executors and
technical aids, at least people hoped so. Recently, however, the recognition of Al
as an intellect, i.e., attributing to it some, if not many, characteristics and abilities
that are only characteristic of humans until now is taking place more and more. This
is inevitably accompanied by heightened expectations to the point that AI will soon
start to live (or to some extent already living?) a completely independent life, make
completely independent decisions, and in general successfully take over the mission
of advance the economy and even all the humankind prosperity. Some praise Al to
the skies and are sure that soon it will take over everything and eternal prosperity
and happiness for all will come, some see these perspectives in much darker shades
and are pessimistic about an Al-driven future. In the author’s opinion, both tend a
little to extremes, the reason being once again the emotions and beliefs that mainly
govern people’s attitudes and imaginations.

In the introduction, it was mentioned that in recent years, the use of Al in the
commission of cybercrimes has been growing at a tremendous speed. Attackers use
Al to create increasingly more perfect, complex, and effective cyber threats and
use them to achieve their goals. Even the best and highly qualified security teams
in companies and institutions are no longer able to successfully resist such attacks
using traditional security measures and defense mechanisms, so it is self-evident to
use Al on the defense side as well. Undoubtedly, a security system supported or
even controlled by Al can perform its tasks significantly more effectively, including
the fact that Al is able to act proactively in many cases, rather than reacting to
threats only after they are discovered, which is common for systems managed and
controlled by people. But the question is becoming more and more relevant: can we
still completely and fully trust artificial intelligence with our digital security?

Now, there is no yet serious talk about the possibility that the Al itself can become
“malicious” for some mysterious reasons, i.e., switch to the enemy’s side, but it
is also possible to hack into the Al itself and turn it against the user, producing
incorrect or dangerous instructions, whereas another Al system can of course be
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used for this purpose. Creators and developers of security systems based on Al
naturally recognize the existence of such threats and offer instructions such as “use
Al as a helper, not a replacement for human knowledge,” “keep sensitive details out
of Al systems,” or even “implement systems for human oversight and intervention
[3],” but this means a significant reduction in the effectiveness of the security
system, because every system is only as weak as its weakest link. By involving a
person in the system as a watcher and controller, the effectiveness of the system
inevitably comes down to the limited capabilities and possibilities of the person.
Another option is, of course, that to eliminate humans from the process, the Al-
controlled security system itself is secured by another Al-based security system, but
then according to the idea, the latter would also need a duplicative security system.
In this way, absurdity can be reached rather quickly, and such duplication and cross-
security do not seem to be very attractive and economically feasible.

So, the problem is that a human is less and less able to adequately control the AI’s
activity, especially where one Al attacks and another Al defends—the interaction
(otherwise, the fight) between them takes place so quickly and using such large
amounts of data and algorithms that even the identification of need for human
intervention and even more so the timely implementation of the necessary measures
is already now clearly beyond human power, and it is an ever-increasing trend. It
cannot be said that the developers and users of Al as a cybersecurity system do
not understand this. M. Oxenwald [3] says: “Evaluate the AI’s development process
and underlying algorithms for potential biases or ethical concerns.” This can even be
accepted in theory, but how to bring biases or ethical issues into play in the context
of AI “behavior” and developments and whether this is possible at all remains a
question for the author of this chapter, to which finding an adequate answer may be
difficult if not impossible, at least now. In the next section, we will try to see if and
how it would be possible to make an Al “think” and decide like a human, i.e., what
are the human qualities that allow a person to distinguish between bad and good and
act accordingly, and whether there is hope that Al will one day be able to do this as
well.

3 Human and Al in Interaction as Cybersecurity Subjects

As explained in the previous section, the battle in the field of cybersecurity is moving
more and more on the Als’ battlefield. If until recently human has been more in
the role of the creator, commander, and controller of Al or at least of computer
algorithms, then soon the center of gravity must inevitably shift to partnership
relations between human and Al. A real and functioning partnership, however,
requires trust between partners, considering trust in a human context. Currently,
we use the term “reliable” also for machines, devices, programs, forecasts, etc., but
by this we mean “working condition,” “reliability,” “provability” rather than trust in
the literal sense of the word. However, trust between people means that we believe
that our partner, friend, or whoever has the same beliefs and values as us and will

99 ¢
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not let us down in any case, without us constantly having to input or remind them
of anything. In fact, humans should develop a similar relationship with Al, where
we must be convinced that even in difficult and/or unforeseen or critical situations,
Al will be able find its own solutions that may not have been pre-programmed by
us and, more importantly, that these solutions are correct, perhaps suitable for us
and are the best in the given situation. It should be mentioned here that when saying
“we,” the author means the persons on the side of goodness. As we see, such human
concepts as “goodness” and “badness,” “good guys,” and “bad guys” have come into
play. Next, we will focus, among other things, on defining these terms, including in
the context of the inclusion of artificial intelligence.

3.1 The Psychology of Decision-Making

When we talk about the fight against cybercrime, we need to talk about the decision-
making process, because it is critical to make the right decisions quickly and then
implement the most effective measures just as quickly when countering cyber-
attacks. I emphasize that the decision must first be right, because the high speed
of making a wrong decision has a negative rather than a positive effect. In any
case, maybe not so quickly made, but the only right decision is better than a wrong
decision made quickly and then implemented just as quickly, the latter will most
likely only lead to negative consequences.

Let’s look at what factors influence people’s behavior and ultimately largely
determine what decisions people make. According to Rassmussen [4], human
behavior and thus decision-making are formed on three levels: knowledge-based,
rule-based, and skills-based. To behave correctly, that is to make the right decisions,
preparatory work is the most important at all these levels. Let’s note that we are
now talking about the right and wrong decisions made by the “good” ones, that is,
we are not talking about malice or crime-caused decisions. In this variant, where it
is necessary to choose the right behavior, including the right means and methods
of countering a cyber-attack, the advantage of Al over humans is indisputable.
According to such characteristics as the speed of gathering, analyzing, and acting on
information, as well as the ability to learn more, Al has a mountain height advantage
over human. Moreover, Al never gets tired, its attention is always in focus, and it is
never disturbed by any moods or negative emotions. So, in standard situations, i.e.,
those that are foreseen by Al algorithm or its algorithm allows to learn more all the
time, as well as, for example, possible cyber-attacks have been played previously
out on simulators, the Al is up to its tasks. It does not have to decide whether its
action is “good” or “bad,” it is always on the side of good for it a priori.

However, everything is not so clear-cut when the situation is uncertain, and right
choice must be made to make decisions. In this case, the process usually includes
several stages: identification of the decision, gathering the necessary information,
evaluating the options, making a choice, and implementing the decision [5]. The
first stage involves realizing that a decision needs to be made; it is based on the
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identification of a process or situation that requires a decision, such as a cyber-
attack, for instance. The second step, gathering information, is essential for making
informed choices; sources of information can be, in addition to what was learned
before, personal experiences, advice from others, or data obtained from the Internet
or even from various media channels. This applies to humans, but Al also gathers
information in a similar way, depending on what sources it has access to. The third
stage, or evaluating the options, requires an assessment of the possible outcomes and
consequences associated with each alternative; at this stage, psychological factors
come into play that influence people to give pros or cons to different options. These
factors are emotions, past experiences, and cognitive biases that make the evaluation
of options subjective. If in the case of Al, we can talk about past experiences
mainly with the algorithm in mind, then AI doesn’t have emotions and biases, at
least using the human dimension; in fact, this cannot necessarily be considered as
shortcoming of Al in standard or protocol-prescribed situations, where emotions and
biases would rather create confusion in the Al acting. The fourth stage, or making
a choice, means choosing one option from among several alternatives; this stage
is also affected by various psychological factors for people, such as risk tolerance,
emotional state, and personal values, these factors probably do not affect the choice
of Al as well.

3.2 “Good” People and “Bad” People

Everything would be fine if all people behaved according to laws, generally accepted
rules and moral and ethical principles. In that case, there probably wouldn’t be those
trying to do something against the laws and rules, but then there wouldn’t be a
reason to write this chapter either. Unfortunately, this is not the case, and as written
above, the “cyber war” is going on and is merciless and harsh; in this war, Al will
play an increasingly decisive role on both sides, until eventually it will take over
all control and decision-making. As it was also said, human intervention in it and
achieving even some kind of control over the processes have a big question mark and
will most likely prove to be impossible. The related question is—is Al capable of
making difficult decisions on its own, including in situations where there are several
choices and where, figuratively speaking, it is necessary to be able to distinguish
between good and bad?

Let’s first look and try to understand why some people are good and some are
bad? Rather, what are the factors and circumstances that keep most people from
killing or stealing; the most people are law-abiding citizens and loving and loved
family members. Perhaps the next question is, where do people get their moral and
ethical principles, beliefs, correct convictions, and values? The answer is obvious—
they get them over from their parents and other family members, teachers at school,
good books, and movies, but nowadays sometimes also from the Internet. It is
customary to call all this with two words “children’s room.” But then the question
arises—why aren’t all the people like that? All children have more or less access to
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all these sources of information, so why do some go down the wrong path? Because
just finding and collecting of information are not enough, the most important thing
is to give the right assessments and make the right choices on base of them. Loving
parents, kindergarten and schoolteachers, good friends, and others help to make the
right choices. But there are other influences, for example, movie heroes, models,
bands, and other youth idols, whose effects are not always positive; the internet isn’t
always the best indicator of the right path either, don’t speak about social media. Not
coincidentally, a law restricting the use of social media by young people is currently
to process in Australia [6]. So not for everyone becoming an adult might go very
well. But in conclusion, it can still be said that the right “children’s room,” that is,
upbringing, plays a decisive role in what a person becomes. If the upbringing has
gone wrong, any additional education will not help.

Why is the existence of a well-established system of values, beliefs, ethical and
moral principles of decisive importance for each person, but also for society in
general and even for all of humanity? Because without them, it is not possible to
make the right decisions in situations where there are no ready-made or tried-and-
tested solutions, or it can also be said even about people that these situations are not
pre-programmed. In addition to the right upbringing, a normal person has a whole
series of purely human qualities that do not allow him to deviate from the right path,
even if it may be difficult or unpleasant on a personal level. These are self-esteem,
a sense of shame, the need for recognition by society and closed people, empathy,
the desire not to sadden or disappoint people whose opinion is very important, etc.
These qualities are like a compass that helps you always look and move in the right
direction. For those for whom this compass does not work well, society has devised
indirect or direct instruments of coercion—religions, laws and other legislation, the
non-compliance of which is most likely to be followed by punishment, and the like.

3.3 “Good” Al and “Bad” AI?

The reader may ask: what do these reflections on human psychology have to do with
the topic of this chapter, which is Al and cybersecurity? The point is that the time
has come when we need to find those instruments and solutions that allow us to
hand over control and decision-making from humans to computers, or rather to Al,
including in the most difficult situations. In fact, Al is going to take over everything
very quickly in one way or another, whether we like it or not, the question is
whether we watch it happen without fully understanding or being able to intervene,
or whether we try to create trustworthy Al systems based on the right values and
ethical and moral principles. However, this would mean that Al would have to take
over more and more of the characteristics that so far only attributed to humans.
Al, of course, doesn’t have to do this formally, by collecting relevant information
from the Internet and imitating human feelings, but in a real and meaningful way, to
understand deeply what is good and what is bad, what is right and what is wrong,
why people behave this way or that way. How and whether it is even possible
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to achieve this is a matter of questions, it seems that at least now it is “mission
impossible.”

Returning to the role of upbringing in the development of human personality, we
ask whether it is possible to apply “upbringing methods” to AI? Not really, it seems,
even the question itself seems silly. The process of developing a human personality,
including raising a child, takes decades, during which a person develops the right
values, beliefs, and principles, largely thanks to the example of other people, first
parents, but also to other influencing factors. After all, the child is often simply told
that “no one does that,” “this is not good manner,” “you will embarrass yourself,”
etc., after many repetitions, and seeing that others do not do it, the child also
develops the right attitude and understanding. Can we imagine Al being taught that
one or another action is undignified or unethical? In principle, we can regarding
some specific things, but the need is rather that Al, like a human, must be able to
generalize and draw correct conclusions even in unknown situations or activities. Or
is it possible for an Al to take an example from someone? Theoretically, again, it is,
but what role models can Al find on the internet? Most of them will certainly not
be the most positive. So, a “children’s room” for Al is currently more of a science
fiction topic than something realistically possible.

We can imagine Al as a child a few months old, who does not know yet what
is good and what is bad, and who is essentially not held back by anything; the
development of the best human qualities would take years and years, and that
only in the right “children’s room.” However, unlike a human child, Al in “baby
shoes” has enormous power and abilities with which it can accomplish great deeds,
including, unfortunately, crushing and demolition, because it lacks moral and ethical
brakes. We can only hope that Al will also be able to develop these qualities, or
rather, it is inevitable if we finally want to see an Al that only makes the right
decisions. However, time is critical, because unlike ethics and morality, the technical
capabilities of Al are growing at a dangerously high rate, especially since some Al
“parents,” i.e., creators and users of programs with criminal tendencies, are happy
to exploit Al capabilities for very bad purposes.

3.4 Regulations for AI?

Since the idea of Al adopting ethical and moral principles and forming values does
not seem to be very realistic, we turn to the possibility of regulating AI’s activities
by establishing certain regulations. It should be mentioned here that we are not
talking about written laws or other conventional legislation made mandatory for
compliance at the level of countries and the international community. The reason is
simple, such legal regulations would be intended for people, but there is nothing new
in this, all countries have many laws that already regulate people’s activities and
behavior. If everyone and everywhere fulfilled them, then there would be no one
who uses Al to organize illegal activities, including cyber-attacks. We are talking
about such rules that could be adopted by Al itself, that is, included in one way
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or another in Al algorithms and thus prevent the illegal activities of Al itself or its
users. These would be certain imperatives that no Al could or should violate, i.e., Al
would always refuse in one way or another from contributing to illegal, unethical,
etc. activities, the more so directly committing them. This means that they should
be the most important part of the core Al algorithm, which determines the operation
of the entire algorithm. Again, the same question, is such an option even possible?
Unfortunately, it seems that not much either. This would require complete and total
control over the creation and use of Al programs on a global scale. If you even
imagine that some mystical “world government” could handle this, the probability
of such a government emerging is zero. Besides, it’s too late, this genie is out of the
bottle, and no one is going to be able to put it back in.

The first attempt to establish some rules of behavior for robots, or actually for Al,
was made by the American science fiction writer Isaac Asimov in his short story
“Runaround” in 1942, which he named the “three laws of robotics” [7, 8]. With
them, Asimov tried to create an ethical system for humans and robots. The laws are
as follows: “(1) a robot may not injure a human being or, through inaction, allow a
human being to come to harm; (2) a robot must obey the orders given it by human
beings except where such orders would conflict with the First Law; (3) a robot must
protect its own existence as long as such protection does not conflict with the First
or Second Law.” Later, Asimov added another rule, known as the fourth or zeroth
law, which takes precedence over the other three. It sounded like this “a robot may
not harm humanity, or, by inaction, allow humanity to come to harm.” It is clear that
in today’s world, which is essentially already full of robots, there is not the slightest
possibility that robots could even fulfill any such rules anywhere, firstly because
most robots (e.g., several kinds of drones, but not only) are developed and used by
military structures; their nature and use are in direct contradiction to Asimov’s laws.
In fact, these laws cannot be used as a basis for any regulation today, we bring them
here as an example of the first attempt to somehow reconcile ethical principles with
the world of robots or Al. Criticisms of these laws can also be read in source [9].

Apart from the mentioned reasons, which do not allow the application of
Asimov’s laws today, there would be great difficulties in their effective use even
in modern civilian life, considering the problem of cybersecurity. The “human”
mentioned in the first three laws is an abstract concept, i.e., all living beings with the
physical characteristics of humans would fall under it, regardless of their qualities,
i.e., basic values, ethical and moral principles, intentions, etc., that is, the rules do
not distinguish between “good” and “bad,” rather they assume by default, that all
people are good. We know that this is not the case, and one would have to be very
naive to hope that it ever will be. Even more general and vague is the subject of the
fourth or zeroth law, which is humanity as a whole; humanity cannot be viewed in
this context as a whole, it consists of individual human beings, who again can be
both good and bad, danger for other people or not and so on.

Unresolvable dilemmas are easy to arise. Let’s imagine a situation where, for
example, a cybercriminal deliberately uses the Al programmed by him to carry out
a cyber-attack on an autonomous tanker, as a result of which this tanker collides with
a manned ship; therefore, some people are killed, some are injured, in addition, a
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large marine pollution occurs, causing harm to many people and to humanity as a
whole. By carrying out a criminal order, the Al violates the first, second, and zeroth
laws. The dilemma is to refuse to fulfill it and to pass on the necessary information to
the authorities, which will allow them to arrest the criminal. Let’s say this happens
in a country where such a crime is punishable by death, in this way the Al is again
breaking the first law. It seems that getting these laws to work effectively would be
an unrealistic task.

We can imagine a situation at sea that is not directly related to cybercrime, but
still requires difficult choices to be made. We are talking about an Al-controlled
autonomous ship again. On a waterway with heavy traffic, a situation may arise
where a ship, complying with the COLREGs rules, puts itself and other ships
at greater risk; this happens, for example, when a ship, which according to the
COLREGs rules is obliged to give way, does not do so and there is a real risk of
collision between ships. In this case, COLREGs allows and, from a certain moment,
demands violation of the rules, i.e., giving way to a ship that should have given
way. However, it may happen that a collision can only be avoided by steering the
ship aground (for this, of course, the seabed in the area must allow it to be done
without major breakages and damages). But already here the problem of a difficult
choice can arise. Presumably, the Al is programmed to protect the interests of the
ship owner and the owners of the goods on the ship with all its actions and decisions.
Directing the ship aground definitely means acting against their interests, because
additional resources of money and time are needed to get the ship off the ground, for
possible repairs, and to eliminate possible pollution. The Al can analyze all possible
options at its huge speed and find that continuing to drive on the collision course and
driving directly into another ship will cause less damage to the owner of the ship it
controls. What decision will the Al make?

Situation may be even more complicated. For example, it is an autonomous
tanker controlled by Al, while the seabed at the scene is not flat and soft, there
may be stones and unevenness, and running aground may lead to extensive marine
pollution. But the damage to the ship itself in this case would be less than in the
case of continuing the course and colliding. Which turns out to be decisive, the
interests of the ship owner or the interests of society in a broader sense? There
are no easy answers to these questions. What should the captain of a manned
ship be based on when deciding in such a situation? Certainly, on his professional
knowledge, experience, good maritime practice, but also largely on what we called
above the “compass of ethical and moral principles”. Unwittingly, we are back
to the fact that Al cannot be allowed to make independent decisions based only
on economic expediency, “soft” values and moral and ethical principles must be
important influencing factors for AI’s decision-making process.
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4 Conclusion

Was the question posed in the title answered in this chapter? It must be admitted
that not a final and unequivocal answer was found. So to say, cybersecurity formula
currently contains too many unknowns for one most effective solution to be found,
rather different variants are introduced in different situations and by different players
may be used. Which of them will eventually become dominant or prove to be
the most effective, it is hard to say now. It is very likely that the situation will
continue in the coming years, where there are real people are behind both cyber-
attacks and cyber defense, but at some point, they may start to discover that they
no longer understand what is happening very well, even more so that they are no
longer able to intervene and change something. Depending on how well humans
can exploit and/or develop (or let them develop) Al capabilities to achieve their
goals, the aforementioned “arms race” will continue in one way or another. The
danger that the operation of Al on both sides will become more and more complex
and self-developing may lead to the situation that soon no human will be able to
keep up with it and human intervention in the processes will become increasingly
problematic. In the author’s view, one possible (if not the only) way out of such
a situation could be the forced introduction of a universal “moral compass” into
the programming process of all Al algorithms, although it is far from clear how
to develop and implement such programs, even if it is possible at all. Its success or
failure will likely determine whether we see more and more powerful and seemingly
well-protected systems, or even global networks, collapse in the not-too-distant
future, or will humanity manage to “get over the knife edge” this time too.
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Addressing Maritime Workforce )
Cybersecurity Skills Development Qe

Julia Grosschmid

1 Introduction

The maritime industry is becoming increasingly digitalised and ever more reliant on
digital technologies, making cybersecurity a critical concern. The workforce’s role
in maintaining cybersecurity has never been more in the spotlight. The safety and
security of maritime operations are directly tied to the competence, knowledge, and
skills of those working both at sea and on shore, for which seafarers are educated all
over the world. From seafarers navigating vessels to shoreside personnel managing
complex logistical networks, today every member of the maritime workforce plays
a vital role in safeguarding against cyber threats as well. With the rise in digital
technologies, the maritime sector is facing an expanding number of cyber risks,
where the recent years have seen a marked increase in cybersecurity incidents,
exposing vulnerabilities within the whole sector such as vessels, ports, and entire
organisations fall victim. The challenges are rooted in the growing complexity of
interconnected systems, the slow adoption of new processes, and the potentially
shrinking workforce, making cybersecurity skills development an urgent priority.
As the cyber threat landscape continually evolves, so tries the maritime sector’s
resilience to adjust, yet new threat vectors and opportunities for development
will always arise. Some of the new emerging threats in this evolving landscape
are the rise of unapproved IoT devices, unsupervised third-party software, and
shadow Al—where Al tools and services are utilised without the oversight of
essential corporate teams. This phenomenon introduces unpredictable risks that
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can undermine cybersecurity (and safety) efforts, particularly if the workforce is
undertrained or unaware of the implications.

As digitalisation continues to reshape the maritime industry ensuring that the
workforce is equipped with the necessary cybersecurity awareness and skills are
essential for maintaining its resilience and safeguarding the future of maritime
operations. The current era can be considered as a transitional period where the
active workforce is composed of digital natives—those who effortlessly navigate
digital tools and online spaces creatively—and those with a more traditional
mindset, relying on acquired knowledge, experience, and verbal communication.
Between these extremes lie various degrees of adaptation and traditional and IT
proficiency. Intergenerational relationships have evolved, making it essential to
reassess how skills development is approached. Digitalisation and interconnectiv-
ity brought ease and simplicity; however, it is important not only to focus on
convenience but also to address the associated risks and side effects adequately.
Cyber risks are omnipresent, meaning that any business can become a target,
and cyberattack on critical infrastructure can have unforeseeable, far-reaching, and
severe consequences.

Within the maritime sector, safety has always been paramount, and this has
obviously been strongly embedded in education as well. Yet, this hierarchical
industry, which has historically been slow to adapt to digitalisation, has become
a prime target in cyberspace in recent years. The rapid rise of digital adoption and
internet connectivity in this sector (IT—information technology, loT—Internet of
things, OT—operational technology, and [oE—Internet of Everything, automations,
autonomous vessels, etc.) has not been matched by a corresponding emphasis on
cybersecurity or even by enhanced digital proficiency. The cyberattack on Maersk
served as a stark reminder of the potential damage a single attack can cause. This
article will focus on how to prepare the people working in this domain for this
highly vulnerable, yet critical sector, where up to 90% of the international trade
takes place (according to the International Maritime Organisation—IMO) to meet
the new digital challenges while considering cybersecurity [1, 2].

It is not enough to rely on the assumption that the next generation will inherently
understand these challenges better. Digital natives are not born with an innate under-
standing of cybersecurity, especially in the context of maritime; they are simply
confident and bold users of technology, with all the benefits and drawbacks of this
trait. Therefore, education and practical training will remain crucial. Moreover, there
is a pressing need for regulatory guidance from organisations like the IMO and
international regulatory bodies, as the cost of implementing cybersecurity measures
will be avoided until it is enforced. Efforts as such can drive the goal of ensuring
that the industry has a unified global resilience, recovery, and response capabilities
ensuring safety, security, and business continuity.
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2 Threats, Incidents, and Counter Actions

Maritime cybersecurity has become a very important issue, due to the several
cyberattacks hitting the sector and resulting in significant financial losses, critical
assets as well as lowering reputation-based trust for the affected organisations.
Cyber incidents involving navigation, movement of cargo, and other processes
threaten lives, the environment, property, and considerably disrupt maritime trade
movement. Compared to other areas of security, managing cyber risk in the maritime
domain is more challenging due to the lack of information about the nature and
impacts of these attacks [3].

Since the start of the COVID-19 pandemic, cyberattacks on maritime systems
have surged by 400% between 2020 February and June, while ports and harbours
have seen a 900% increase in attacks between 2017 and 2021, with threats such as
ransomware, phishing, and malware targeting both vessels and port infrastructure.
For instance, the Port of Houston experienced a breach due to vulnerabilities in
password management systems that allowed attackers to gain network access [4—6].

Incidents naturally prompted the sector to take countermeasures and regulatory
bodies like the IMO have established guidelines, the EU has revised Network and
Information Systems (NIS) directive, and NIS2 is also soon in force to help counter
these risks and emphasise the importance of robust cybersecurity measures. Despite
these efforts, cyber incidents are still on the rise in 2024, largely due to human error
and in many cases non-compliance. Although the number of attempted attacks do
not incline so steep any more, the ransom payouts by maritime organisations have
significantly increased [3].

Stakeholders of the maritime cybersecurity domain view cybersecurity problems
through different lenses. This article will approach maritime cybersecurity from
a civilian point of view that lies in the cross-section of the full spectrum of
the maritime cyber domain: operations and management, economic and financial
aspects, data challenges, policies and regulations, and training and education of the
active workforce and decision makers. Whichever aspect is examined more closely,
the role of human factor cannot be overlooked.

2.1 Economic and Financial Aspects

Economic studies highlight the severe financial impact of cyberattacks on the
maritime industry. Maritime sector is still less prepared compared to other sectors
like banking or aviation. Cybersecurity breaches are often underreported, leading
to a lack of comprehensive data on the financial losses. A proactive approach,
including scenario-based planning and updated insurance practices, is necessary to
address uncertainties and aid stakeholders to more conscious operations. The World
Economic Forum reported substantial financial losses due to cyberattacks across
sectors, including maritime. The NotPetya cyberattack on Maersk in 2017 alone
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resulted in losses of approximately USD 300 million. Furthermore, major ports
globally have faced an average of 12 attacks per day, and ship owners typically pay
about USD 3.1 million in ransom per attack. The overall economic impact extends
beyond immediate financial losses to include operational disruptions, compromised
safety, environmental damage, and reputational harm. The 2021 blockage of the
Suez Canal, even though not related to a cyberattack, cost as much as 12% of global
trade, meaning that should a cyberattack on such a ship at the Suez Canal occur, a
similar loss would be incurred [4, 7].

Ransom demands have increased by more than 350% in 2022 compared to
previous year. The total costs of cyberattacks can be attributed to ransom payments,
system recovery, and business interruption, underscoring the growing financial
burden on the maritime sector [8].

In 2024, it is no longer true that shipping companies are simply not investing
in cyber risk management. Progress is being made, even if this is still in the early
stages of maturity. To reveal deeper insights, an analysis has been performed across
shipping companies worldwide to get a better understanding of where defensive
measures are being strengthened, and which areas still require significant work. It
was found that beyond the obvious costs of implementing cybersecurity measures—
like antivirus software, consulting, network security, and training—hidden costs
often go unnoticed. These can include additional satcom bandwidth, extra cloud
storage, and the expense of added human resources needed to manage cybersecurity.
Such factors significantly contribute to the overall cost of cyber protection but are
often overlooked [8].

The main costs of cybercrime come from business interruptions, delays, and the
expense of restoring or replacing systems. However, the impact on a company’s
reputation can be even more damaging, with long-lasting effects that can be slow or
even impossible to recover from.

2.2 Risk Appetite

Experts argue that the costs of consequences can be minimised by dedicating
the right resources to security operations. However, within the maritime domain,
matching the necessary cyber experts with those who understand this niche industry
is a very present challenge. Many ship owners are used to tolerating high risk in
general, and it seems this applies to cyber risk as well. For some, the approach is
simply to meet the standards at minimum requirement.

As costs associated with cyberattacks are on the rise, shipping operators too are
turning to insurance; however, uncertainty around cyber risks complicates policies
and claims. Research shows that 72% of companies lack cyber insurance, and 92%
of maritime cyberattack costs go uninsured. Incident resolution takes on average
57 days, slightly longer compared to non-maritime domains, due to the need for
coordination between offshore experts and onboard crews. Behind these statistics,
the probable reason is that ship owners do not meet insurance requirements to
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be eligible for insurance, or prefer to accept high risks, opting to meet only the
minimum standards. The challenge with this cost-based approach is that it focuses
on avoidance or at least shifting the financial responsibility to mitigate the cyber
incident’s cost, but does not invest in human cyber capacity building that could
enable more resilient and sustainable operations, while, with poor visibility and slow
responses increasing the risk of incidents escalating and leading to greater losses
[5, 9]

Quantifying the total cost of cyber risk remains challenging, making it hard
to secure resources for effective management, since it focuses on reducing risks
rather than boosting revenue or cutting costs. UK government research shows
that boards often struggle with cybersecurity due to gaps in knowledge, training,
and time, underscoring the need for cyber professionals to make strong business
cases, particularly to finance leaders [10]. The result of a 2023 survey illustrate the
challenge in shipping: 33% felt that one of the biggest challenges in improving cyber
risk management is understanding the level of risk and 30% said that it was difficult
to understand best practice [11].

Smaller operators may manage ships as complex as industry leaders, facing equal
risks of cyberattacks. However, with fewer resources, they must rely on external
help or accept higher risk tolerance compared to larger counterparts. Investing
in inadequate or inappropriate resources can negatively impact an organisation in
less obvious ways. Ship operators often focus on the initial costs of cybersecurity
solutions but overlook the on-going resources needed to maintain these systems.
For instance, setting up individual logins and passwords seems like a sound security
measure, but in practice, it incurs on-going costs to keep credentials updated amid
changing crews and visitors illustrating how maritime is different from other sectors.
There is already an obvious need for combined maritime and cyber skills, but
attracting cyber talent into shipping is a major issue at present [12].

2.3 Human Element

There is no technical solution for bad culture. A lack of talent or human failure will
be responsible for over 50% of all significant cyber incidents by 2025, according to
Gartner [13]. The shipping industry needs a major refocus on people to minimise
the chance of this predicted statistic becoming a reality. Challenge is present for
several reasons. Firstly, cyber professionals are expensive, and with their booming
job market, which has less than 1% unemployment, maritime companies would need
to offer high salaries to attract them. Secondly, maritime cybersecurity differs from
traditional IT, often involving outdated systems and requiring flexible, practical
solutions that may clash with standard cybersecurity controls, making the field less
attractive to specialists. Lastly, cybersecurity roles in shipping are usually part of IT
and often involve travelling to remote and harsh locations, which does not appeal to
professionals accustomed to working remotely.
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Cybersecurity is a horizontal function that connects all tasks; this way ensuring
the safety and integrity of every operation, both on- and offshore. Rather than
treating it as a separate responsibility, cybersecurity skills and capabilities should be
embedded into every process, making it a core element of daily operations, decision-
making, and risk management within the maritime workforce. This should entail
extended training curriculum.

2.4 Training, Education, and Curriculum Development

Poorly trained staff in all maritime-related organisations increases the risks of
cybersecurity of the sector. Studies conducted in the past 5 years reveal a critical
need for proper employee training within maritime institutions, as well as need for
implementing organisational frameworks. Even though plans exist, failing to imple-
ment them makes organisations ever more vulnerable to cyberattacks. Training is
viewed as a proactive defence measure that enhances overall resilience. Researchers
emphasise the need for updating training programmes to equip marine cadets, future
seafarers, and professionals with relevant skills. In this regard, Larsen and Lund
(2021) conducted a review of how the human dimension perceives cyber risk. They
employed psychological models to accomplish their goal. The review showed that
there is currently a lack of studies on the human behaviour towards cyber risk within
the maritime industry. Designing effective training programmes to adequately equip
maritime professionals is only possible with a thorough understanding of the psyche
of the participants [14].

Already in 2015, Caesar and Choon highlighted the need for Maritime Edu-
cation Training (MET) institutes to sample the psychological profiles of cadets
when admitting them to tailor training packages that meet the expectations of all
stakeholders. They argued that there is a need for a conscious departure from the
orthodoxy that characterises the training of maritime industry experts to provide a
more holistic and future-ready skill set that strategically positions them to deal with
the growing complexity of maritime cybersecurity threats [15].

A recent study from 2021 already demonstrated how training could potentially
evolve for maritime cyberspace. Using the development of an interactive environ-
ment for educational purposes, simulated environment was created for training with
cyber threats mainly for vulnerability analysis and other maritime cybersecurity
exposures, like traffic eavesdropping and GNSS/AIS spoofing. At present, only
very few such environments are available worldwide. In terms of training, there
is a need for renewal. It is not enough to only instruct, having the right people
with the right skillset may require different approach in preselection of the future
seafarers, to be able to deal with maritime cybersecurity threats. Some literature
on training conclude that the vulnerabilities lie in the human element of maritime
system management, and state that many people working in the maritime sector
today have limited knowledge of cybersecurity issues. This indicates the need for
increased training to improve awareness levels as a form of defence against future
cyberattacks [4].
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2.5 Operations and Management

There are numerous studies on the operations and management aspects of cyber-
security. Generally, maritime organisations tend to be weak in their cybersecurity
activities, poorly integrating organisational structures against cyber threats. There
are systems and applications created to perform threat identification, but system
design should start from a systems approach. Maritime systems are highly complex
and include legacy elements, where any unvetted third-party partner can increase
risks in the supply chain. For example, some major problems may arise when indi-
vidual company systems are not properly maintained, thereby exposing numerous
vulnerabilites which expose them to attacks. To counter these concerns, interface
training, hardware replacement, and the introduction of security measures must be
implemented, along with a collaborative approach between experts and end users of
maritime cyber systems. Studies show that most companies have not yet conducted a
cybersecurity audit to identify how their systems perform in the face of new threats
and may not do so in the foreseeable future unless prompted by an actual attack
[4]. This indicates the ‘opting for the minimum’ approach of many ship owner
companies.

2.6 Policies and Regulations

Numerous existing maritime cybersecurity policies and regulations are outdated
and often inadequate. Studies suggest the need for comprehensive international
frameworks, stricter enforcement, and better communication of threats. There is
a call for updated regulations to address emerging challenges, such as Internet of
Things (IoT) devices and autonomous ships, and for collaboration among global
stakeholders to strengthen cybersecurity laws. Policymakers’ and regulators’ roles
are important in providing incentives to motivate corporations towards engaging
in activities and adoption of relevant measures to lessen the chances of deliberate
cyberattacks on supply chains [4].

This certainly will be a long process which will take place gradually. Existing
policies include the IMO Resolution MSC.428(98) implemented in 2021 that
requires owners, operators, and managers to consider overall cyber risks, and to
implement cybersecurity across all levels of their management system, in line with
International Safety Management (ISM) Code.

International Association of Classification Societies’ (IACS) new unified require-
ments (URs) for cybersecurity in effect from 1 July 2024 oblige owners, yards, and
suppliers to build cybersecurity barriers into their systems and vessels, requiring
compliance across the full spectrum of critical on-board control and navigation
systems. Its two sets of rules involved (IACS UR E26. governs system integration,
while UR E27 applies to essential on-board systems) are technical regulations aimed
at ensuring the security of computer-based systems on board ships. They mention
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human oversight in implementation and compliance, system integration, operation
and management, and third-party verification. However, it does not specifically
mention or encourage training on the human element.

The EU NIS2 Directive implemented in October 2024 obliges EU member
states to adopt cybersecurity strategies and establish competent cybersecurity
structures across their jurisdictions. Under NIS2, the maritime sectors, specifically
entities such as ports, shipping companies, and other maritime transport operators,
are recognised as essential services. These entities are required to implement
appropriate security measures and report significant cybersecurity incidents. The
goal is to strengthen the overall cybersecurity resilience of critical infrastructure,
including the maritime industry, which is integral to global trade and economic
stability. The NIS2 already advocates security and awareness trainings, incident
response exercises, and cybersecurity skills development in general. Thus, maritime
organisations operating within the EU must comply with NIS2 requirements,
including implementing robust cybersecurity measures and reporting incidents, or
they may face penalties and sanctions for non-compliance.

Similar legislation is expected to take effect in other key regions over the coming
years [16].

2.7 Data Issues

Data quality is a critical issue in maritime cybersecurity, affecting decision-
making and risk assessments—just take the example of how inaccurate Automatic
Identification System (AIS) data can negatively affect the decision-making of the
shipping crew. Data is being created every minute. Ship sensors provide real-time
information on vessel performance and condition, from weather reports through
sailing routes, to port information on cargo data, berthing schedules, and more.
The data owner will have to decide how to handle, store, safeguard, and use this
continuously generated data. However, reluctance to share sensitive information
hinders research, making qualitative approaches to be less precise. It is important
to note that consequences of data breaches could be severe; therefore, better data
management and independent assessments are essential to maintain and strengthen
cybersecurity in the field.

3 The Way Ahead

The maritime sector’s escalating dependence on digital technologies, coupled
with the increasing complexity of cyber threats, necessitates a proactive and
multi-dimensional approach to address the cybersecurity skills gap. To ensure the
long-term security and resilience of maritime operations, the following strategic
initiatives are recommended.
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3.1 Development of Continuous Cybersecurity Training
Programmes

The initial and most essential step in addressing the cybersecurity skills gap within
the maritime domain is the development of continuous and structured training
programmes specifically tailored to the sector’s unique needs. Traditional, one-time
training sessions are inadequate in the context of rapidly evolving cyber threats, and
they do not give the ‘sets and reps’ but provide an ad-hoc experience. Instead, there
is a critical need for a dynamic training ecosystem that evolves in parallel with the
threat landscape and ensures continuous engagement with practical outcomes.

These training programmes should be designed to address the needs of all
workforce levels, from entry-level seafarers to senior shore-based personnel. A
tiered training approach ensures that each group receives instruction that is relevant
to their specific roles, whether it involves fundamental cybersecurity practices, such
as safe password management or more advanced threat detection and response
strategies. Moreover, these programmes should incorporate practical, scenario-
based exercises that replicate real-world cyber incidents, just like the maritime
industry is conducting its safety drills.

3.2 Integration of Cybersecurity into Maritime Education
and Training

While continuous training programmes; and drills are essential for the current
workforce, a long-term solution requires embedding cybersecurity education within
the foundational training provided by maritime academies and higher education
institutions (HEIs). The current curricula in many of these institutions do not
sufficiently address the specific cybersecurity challenges that maritime professionals
will encounter in their careers, partially for the lack of cybersecurity competence
and experience among the maritime domain professors and educators. This gap
must be bridged by revising and expanding educational programmes to include
comprehensive cybersecurity modules, and by educating HEI educators on the topic
as well.

These modules should cover a wide range of topics, from basic concepts like
understanding cyber threats and vulnerabilities to more advanced subjects such
as incident response and the protection of critical maritime infrastructure. The
curriculum should be developed in close collaboration with industry experts to
ensure that it remains relevant and aligned with the latest industry standards.
Moreover, the curriculum must be flexible enough to adapt to the fast-changing
nature of cyber threats, with regular updates that reflect the latest developments
in both technology and threat intelligence. As the digital transformation continues
such modules will serve as a core foundational layer to the emerging technologies
like always-on-connectivity, automation, and autonomous decision-making in the
maritime sector.
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3.3 Strengthening Industry-Expert Collaboration

Collaboration between the maritime industry and cybersecurity experts is essential
for developing training programmes and educational content that are both relevant
and effective. Such partnerships can help bridge the gap between theoretical
knowledge and practical application, ensuring that maritime professionals are
well-prepared to handle the specific cyber threats they are likely to face. One
proposed initiative is the establishment of cybersecurity mentorship and exchange
programmes. Through these programmes, cybersecurity experts could work directly
with maritime personnel, providing hands-on training and sharing best practices.
This close collaboration would allow for the customisation of cybersecurity strate-
gies to meet the unique needs of different maritime organisations, whether they
operate large fleets or manage critical port infrastructure.

3.4 Implementation of Regulatory and Incentive-Based
Approaches

The role of governments and international regulatory bodies, such as the IMO, is
crucial in setting global standards for maritime cybersecurity. These entities should
take the lead in developing and enforcing comprehensive cybersecurity frameworks
that ensure a consistent level of security across the industry. Regulatory standards
should be designed to address the full spectrum of cyber risks, from protecting
individual vessels to securing the entire supply chain, but allowing the flexibility
of addressing future challenges.

In addition to setting standards, governments and industry leaders should provide
financial incentives to encourage the adoption of robust cybersecurity practices.
For example, tax breaks or grants could be offered to companies that invest in
cybersecurity training programmes and infrastructure. These incentives would lower
the financial barriers to implementing necessary cybersecurity measures, making
it easier for smaller operators to comply with new regulations and improve their
overall security posture. Another incentive is penalising non-compliance, such as
the mechanism established by the NIS2 directive in the EU, where organisations
that fail to meet mandated cybersecurity standards can face substantial fines and
other regulatory sanctions.

Moreover, regulatory bodies should consider introducing mandatory cybersecu-
rity audits and certifications for maritime organisations. These audits would assess
an organisation’s adherence to established cybersecurity standards and identify
areas where improvements are needed. Certification could then be used as a
benchmark of cybersecurity maturity, with certified organisations being eligible for
certain benefits, such as reduced insurance premiums or preferential treatment in
contracts.
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3.5 Leveraging the Insurance Industry

The insurance industry can play an important role in promoting better cybersecurity
practices within the maritime sector. Insurance companies have the unique ability to
influence organisational behaviour by linking insurance premiums to cybersecurity
performance. Companies that demonstrate strong cybersecurity measures and a
history of low cyber incident rates could be rewarded with lower insurance
premiums, creating a financial incentive for continuous improvement. To support
this, the development of a cybersecurity certification process for maritime organisa-
tions could be implemented (as mentioned in the paragraph above). Additionally,
insurance companies could offer tailored cybersecurity insurance products that
address the specific risks faced by maritime operators, further aligning financial
incentives with improved cybersecurity outcomes.

3.6 Encouraging a Culture of Continuous Improvement

Finally, fostering a culture of continuous improvement is essential for maintaining
a high level of cybersecurity readiness in the maritime sector. Just as safety drills
are a regular part of maritime operations, cybersecurity drills should be conducted
routinely across all levels of an organisation. These drills would help ensure
that all personnel are familiar with their roles in responding to cyber incidents
and that the organisation is prepared for the eventuality of an attack. To support
this culture, maritime organisations should also encourage on-going professional
development in cybersecurity. This could include providing access to advanced
courses, certifications, and workshops that keep maritime professionals up to date
with the latest developments in the field. By embedding cybersecurity into the daily
operations and decision-making processes, organisations can ensure that it becomes
a core component of their overall risk management strategy.

4 Conclusion

The maritime sector is at a critical point where prioritising cybersecurity skills
development is crucial for protecting its infrastructure against increasingly complex
cyber threats. While innovative training methods and addressing current challenges
can significantly boost the sector’s resilience, the role of maritime organisations
and stakeholders in enforcing regulations and providing top-down guidance remains
essential. Key organisations like the IMO, classification societies, and national mar-
itime authorities are instrumental in setting standards, providing guidance on best
practices, issuing directives, and ensuring compliance across the industry. However,
despite all efforts, gaps in cybersecurity readiness are expected to persist, ranging
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from inconsistent adoption of standardised training protocols, regional variations
in regulatory enforcements, and the rapid evolution of cyber threats that outpace
security measures. The integration of new technologies like artificial intelligence
and automation may introduce unforeseen vulnerabilities that the workforce is not
yet fully equipped to handle. To bridge gaps, future research should aim to develop
standardised, globally recognised cybersecurity training protocols and continuously
evaluating the effectiveness of these to adapt to the changing threat landscape.
Regulatory bodies will provide a necessary framework, but the responsibility
for sound cybersecurity decisions ultimately lies with the workforce operating
within this critical infrastructure, it will never be only technology. Achieving a
cyber-resilient sector requires a collective effort from all stakeholders, with the
adoption of regular cybersecurity exercises alongside the traditional safety drills.
Comprehensive training with updated operational practices, regulatory reforms, and
improved data management will all be vital components for enhancing maritime
cybersecurity.
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Rethinking Seafarer Training )
for the Digital Age Qe

Dan Heering

1 Introduction

The maritime industry plays a vital role in global trade, with over 80% of the world’s
goods transported by sea [1]. As of January 2023, the global maritime fleet includes
105,493 vessels with a combined capacity of 2.27 billion deadweight tons (dwt),
underscoring its vast scale and essential role in sustaining the global economy [2].
By 2030, the global maritime digital technology industry is expected to be worth
$345 billion, up from a previous estimate of $279 billion [3].

In recent years, the maritime industry has made significant advancements includ-
ing the increased use of digital systems, improvements in satellite communications,
the development of IoT-enabled port infrastructure, and trends towards autonomous
shipping [4—7]. While much attention has been placed on technological progress, a
critical area that remains under-addressed is cybersecurity. The increasing reliance
on interconnected technologies, such as IoT networks, automated systems, and
advanced telecommunications, has significantly increased the maritime sector’s
exposure to possible cyber threats. As ships, ports, and other maritime infras-
tructures become more digitised, they present numerous vulnerabilities that can
be exploited by malicious actors. While these technologies have greatly enhanced
efficiency and operational capacity, they have also introduced new vulnerabilities,
making the industry more susceptible to cyberattacks such as ransomware, phishing
schemes, and system breaches.

For example, the 2017 NotPetya attack, which disrupted A.P. Mgller-Maersk’s
operations, highlighted the significant impact cyberattacks can have on the shipping
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industry, endangering the safety of vessels, crew, and cargo [8]. Several other
cyberattacks demonstrate the vulnerability of maritime systems:

e In July 2018, COSCO Shipping Lines experienced a ransomware attack that
affected its operations across the Americas. While the company was able to
isolate the attack, it caused significant delays and disrupted communication
systems between COSCO’s U.S. offices and its worldwide shipping network [9].

* The Port of San Diego and the Port of Barcelona suffered ransomware attacks
in 2018 severely disrupting their IT systems. The attacks not only delayed
port operations but also raised concerns about the broader vulnerability of port
infrastructure to cyberattacks [10].

e Similarly, in February 2020, the International Maritime Organization (IMO)
itself was targeted by a cyberattack that took its public website and internal
systems offline. Although the attack did not compromise core operational
systems, it served as a wake-up call regarding the cyber resilience of international
maritime institutions [11].

Naval Dome, an Israeli cybersecurity firm specialising in maritime systems,
conducted in 2017 a series of cyber penetration tests on critical systems aboard
various ships, including tankers, container ships, and cruise ships. These tests,
performed with permission from system manufacturers and owners, revealed how
easily hackers could access and override key systems such as navigation, radar,
and machinery controls. One test involved altering a vessel’s reported position via
email, misleading the crew into thinking the ship was on course, when in reality, it
could have run aground. Another attack disrupted machinery operations, tampered
with fuel and ballast systems, and erased radar targets, all while the ship’s systems
continued to show normal functionality on their displays [12]. These tests exposed
serious vulnerabilities, showing that even sophisticated maritime security systems
could be compromised with relative ease, often through routine operations like
system updates.

These incidents highlight the growing sophistication of cyber threats in the
maritime industry and emphasise the need for robust cybersecurity measures
onboard ships and across maritime infrastructures. Cyber threats are not limited to
targeting corporate offices but can affect ships at sea, making it crucial that seafarers
themselves are equipped to manage these risks.

Despite these risks, cybersecurity awareness among seafarers remains alarmingly
low. Many seafarers are still unaware of the potential cyber risks they face, both in
their personal lives and their professional roles onboard ships. Recent studies reveal
that a large portion of seafarers have not received any form of cybersecurity training,
despite the growing threats they face while at sea [13—16]. This lack of awareness
is further compounded by a weak cybersecurity culture within many shipping
companies, where cybersecurity practices are often seen as secondary to operational
concerns [17, 18]. Without a strong foundation of cybersecurity practices, seafarers
may unknowingly expose critical systems to attack through simple mistakes, such
as plugging an unsecure USB into a navigation system or falling victim to phishing
schemes.
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The situation is further complicated by the easy access to the internet that
seafarers now can have onboard the ships. The Maritime Labour Convention (MLC),
which advocates for better living and working conditions for seafarers, has made it
possible for crew members to have greater access to internet services while at sea
[19, 20]. While this has been a significant improvement for the welfare of seafarers,
allowing them to stay in touch with family and friends, it also widens the possibility
of future cyber incidents onboard ships. Many seafarers use their personal devices
to connect to the ship’s network, which, if not secured properly, can lead to the
introduction of malware or other security breaches. The recent petition for free
internet access for seafarers has further fuelled the debate, with some arguing that
greater internet access could lead to more exposure to cyber risks, while others
emphasise the importance of connectivity for crew morale [21].

This weak focus on cybersecurity creates gaps in awareness and readiness,
leaving the maritime industry highly exposed to advanced cyberattacks. Without
strong leadership and prioritisation of cyber resilience, the sector is at greater risk
of facing more disruptions.

The International Maritime Organization (IMO) has responded to the rise
in cyber threats with guidelines such as Resolution MSC.428(98) on Maritime
Cyber Risk Management, urging companies to include cyber risks in their Safety
Management Systems (SMS) [22]. However, the practical implementation of these
guidelines is uneven across the industry. While some companies have begun to
adopt more robust cyber risk management practices, many others lag behind,
leaving their operations exposed. Furthermore, the International Convention on
Standards of Training, Certification, and Watchkeeping for Seafarers (STCW) still
lacks comprehensive provisions for cybersecurity awareness, making it clear that
cybersecurity training for seafarers is not yet seen as essential [13]. While the STCW
convention has provided the framework for essential maritime training, its current
provisions lack the comprehensive cybersecurity guidelines needed for today’s
digital maritime environment. For true cyber resilience, the STCW convention will
need to adapt and introduce compulsory cybersecurity training that covers both
technical skills and behaviour-focused models.

To address these challenges, this chapter proposes a novel approach to cyberse-
curity education for seafarers. By focusing on behaviour change models, we aim
to foster a more proactive attitude towards cybersecurity, encouraging seafarers to
adopt better practices both at sea and in their personal lives. Rather than relying only
on theoretical knowledge, the proposed training framework seeks to transform how
seafarers respond to cyber threats, developing practical habits that promote cyber
resilience.

A detailed case study from TalTech Estonian Maritime Academy demonstrates
how compulsory cybersecurity training can foster a security-conscious culture
among future maritime officers. The case study highlights the importance of
integrating behaviour-focused training into maritime curricula, showing how future
seafarers can develop the skills needed to navigate the digital risks of modern mar-
itime operations. This chapter offers practical insights and strategies for reshaping
maritime cybersecurity education to meet the challenges of the digital age.
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2 Cybersecurity Challenges in Maritime Operations

Until recently, cybersecurity in the maritime domain was not seen as a significant
issue. However, as the industry has become increasingly reliant on digital technolo-
gies such as IoT (Internet of Things), automation, and advanced communication
systems, cyber threats have grown exponentially. These advancements, while
improving operational efficiency, have also introduced new vulnerabilities that can
be exploited by cybercriminals. The interconnected nature of modern maritime
systems, from ships to ports, presents an extensive attack surface for malicious
actors.

The European Union Agency for Cybersecurity (ENISA) carried out a study
on cybersecurity challenges in the maritime industry in 2011. The study aimed to
help the sector better understand its key cybersecurity risks, targeting organisations,
national authorities, government bodies, and private companies involved in maritime
activities [23]. The report provided several key findings:

* Low cybersecurity awareness: Awareness of cybersecurity risks is either at a very
low level or non-existent across the maritime sector. This applies at all levels,
including government bodies, port authorities, and maritime companies.

e Complex ICT systems: Information and Communication Technology (ICT)
systems supporting maritime operations, from port management to ship commu-
nication, are highly complex and incorporate various specialised technologies.
The rapid pace of technological development, coupled with the trend towards
increased automation, has led to a reduced focus on security features in many
cases. It was noted that several maritime governance stakeholders relevant to EU
Member States exist. However, there is an apparent lack of coordination between
these organisations regarding cybersecurity and the risks associated with cyber
threats.

* In the current regulatory context (in 2011) for the maritime sector on global,
regional, and national levels, there is very little consideration given to cybersecu-
rity. Most security-related regulation only includes provisions relating to safety
and physical security concepts. These are found in the International Ship and Port
Facility Security (ISPS) Code and other relevant maritime security and safety
regulations. Regulations such as (EC) No 725/2004 on enhancing ship and port
facility security do not consider cyberattacks as possible threats of unlawful acts.

* No holistic approach to maritime cyber risks exists. It was observed that maritime
stakeholders are setting and managing cybersecurity expectations and measures
in an ad hoc manner. Not all risks are being considered, such as the disruption of
critical telecommunication means or the exposure of cargo information.

* The key stakeholders of the maritime sector still lack the necessary incentives
to improve their overall cybersecurity posture. This results from a combination
of fragmented and insufficient regulatory frameworks that do not adequately
address security aspects. These range from a lack of good security baselines to a
poor range of direct economic incentives to implement good security.
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* Despite the lack of a holistic and comprehensive approach towards cybersecurity,
several initiatives are being implemented that may contribute to national Critical
Information Infrastructure Protection (CIIP) efforts.

One of the high-level recommendations made in the ENISA study was the need
for the development and implementation of awareness-raising campaigns. These
should specifically target the maritime sector and include cybersecurity training for
relevant stakeholders, such as shipping companies, ship crews, and port authorities.

The Maritime Unmanned Navigation through Intelligence in Networks
(MUNIN) project explored between 2012 and 2015 the feasibility of unmanned bulk
carriers during intercontinental voyages. While the study identified and classified
65 hazards based on their consequences and likelihood of occurrence, risks related
to the cyber domain were not included [24].

Fitton et al. address cyber operations in the maritime domain by focusing on three
key elements: information, which involves safeguarding data and communication
systems; technology, which requires securing hardware, software, and networks;
and people, who must be trained to recognise and respond to cyber threats.
Ship crews now require constant internet access to relieve the challenges of long
periods at sea, but this increased connectivity also makes them more vulnerable to
cyberattacks. The authors emphasise the need for education, training, and regular
drills to prevent, identify, and defend against cyberattacks, ensuring that operations
can continue even under attack. They also highlight the importance of understanding
social engineering tactics and recommend specialised training to mitigate these risks
[25].

Di Renzo et al. explore the vulnerabilities present in shipboard systems, oil
rigs, cargo handling, and port operations. They emphasise that shipowners must
ensure their personnel are adequately trained and equipped to both prevent and
swiftly recover from cyberattacks. This preparation should be an integral part
of a comprehensive risk management strategy that identifies potential threats,
vulnerabilities, and their consequences. The study highlights key issues such as
insufficient awareness at the management level, a lack of detailed information on
cyberattacks and vulnerabilities, and inadequate cybersecurity training for personnel
[26].

The significance of cybersecurity training for shipping companies and personnel
began to receive more substantial attention from researchers around 2016-2017
[27-35]. A pivotal moment came with the A.P. Mgller-Maersk cyber incident in
June 2017, which highlighted the severe vulnerabilities of shipping companies and
port infrastructures to technological failure [8]. This incident acted as a wake-
up call for the maritime industry, prompting a surge in academic and industry
publications focused on identifying and addressing cyber threats and vulnerabilities
in shipping operations. Following 2017, there was a noticeable increase in research
and initiatives aimed at strengthening maritime cybersecurity practices.

Articles published between 2018 and 2020 offered preliminary recommenda-
tions for improving maritime cybersecurity training, focusing on addressing the
industry’s growing vulnerability to cyber threats [36—42]. These studies identified



34 D. Heering

several critical gaps in cybersecurity awareness among maritime professionals and
emphasised the need for practical, scenario-based training, as well as the incorpo-
ration of cybersecurity into maritime education curricula. Early recommendations
highlighted the importance of training ship officers to recognise and respond to
cyber threats, particularly phishing attacks and malware, while also fostering a
culture of cyber hygiene onboard vessels.

The vigilant seafarer onboard is arguably the most critical security asset for any
shipping company, as they are directly responsible for monitoring and responding to
potential cyber threats. Hareide et al. emphasise the need for a high degree of cyber
situational awareness, particularly for navigators [38]. To make well-informed deci-
sions, navigators must maintain a comprehensive understanding of their IT systems,
including their capabilities and limitations. Without this knowledge, operators may
become a risk factor, introducing vulnerabilities rather than mitigating them.

Building the human capacity to serve as the strongest link in the maritime
cybersecurity chain requires a focus on education and training. Lund et al. highlight
the importance of enhancing a navigator’s competence through increased system
awareness, which is essential for reducing cyber risks onboard. This involves not
only technical training but also fostering a culture of vigilance and proactive defence
measures to prevent and respond to cyber threats effectively [43].

Roolaid hypothesised in his dissertation that maritime educational institutions
have not placed sufficient emphasis on specialised cybersecurity education in the
training of deck officers, potentially compromising their ability to operate ships
safely in the face of growing cyber threats [44]. To explore this, the author conducted
a series of surveys and interviews with European maritime educational institutions
to assess their approach to cybersecurity training for seafarers. The study focused
on analysing the curricula, courses, and learning outcomes related to cybersecurity
across these institutions. The research gathered information from approximately
35 maritime educational and training (MET) institutions, with the following key
findings:

¢ Only 2 out of 35 institutions provided specific cybersecurity education tailored
for ships’ officers.

e Three institutions offered general cybersecurity awareness education for ships’
officers.

e Of the 19 institutions that responded fully to the survey, 11 considered it
necessary to teach cybersecurity to ships’ officers.

e About 7 out of 19 institutions believed that cybersecurity education would be
essential in the future.

* One institution did not see the need for cybersecurity education for ships’
officers.

These findings suggest a significant gap in the cybersecurity preparedness of
maritime professionals. The limited focus on specific cybersecurity training for
ship officers indicates a pressing need for maritime educational institutions to adapt
their curricula to meet the challenges of a digitised maritime industry. The results
of the survey concur with the reports and industry guidelines that recommend
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educating and training of students and active seafarers. However, the collaboration
between shipping companies and educational institutions in Europe is still lacking
the cybersecurity component.

Roolaid’s research identifies several significant obstacles to provide effective
cybersecurity training for seafarers. These include the excessive workloads already
borne by educators, a lack of available study materials in native languages, an
overburdened curriculum, and the absence of specific requirements in the STCW
Code to mandate such training. Similarly, [39] also highlight these challenges,
pointing out that the current structure of maritime education does not adequately
support cybersecurity readiness.

To address these gaps, Roolaid recommends implementing a concise, 2-day
cybersecurity course specifically for ship officers. This course would provide a
combination of theoretical knowledge on maritime cybersecurity, focusing on key
concepts such as threat identification and risk assessment, alongside practical
training. The practical component could leverage a model-based framework for
maritime cyber risk assessment developed by the University of Plymouth, enabling
officers to apply risk scenarios to real-world shipboard operations [45].

Research within the CYMET project analysed 10 different bachelor’s degree
programs in navigation across various European maritime universities [46]. Alarm-
ingly, none of these programs offered specialised courses in maritime cybersecurity,
despite the growing reliance on digital systems in the maritime industry. Only
two programs included basic computer science courses with minimal cybersecurity
content. The researchers concluded that the current offerings were insufficient,
especially considering the increasing importance of cybersecurity awareness and
effective cyber risk management in modern maritime operations.

A key aspect of managing cyber risks and detecting cyber incidents onboard
ships is forensic readiness. As highlighted by [47], the forensic requirements of
ships differ significantly from those in traditional IT systems, primarily due to
the complexity of maritime operations and the unique challenges of working at
sea. Unlike conventional systems, where established procedures for cyber incident
detection and investigation are in place, ship crews typically receive little to no
training in identifying cyber threats or handling digital evidence.

Currently, the IMO does not mandate any regulations regarding the retention of
cyber-related evidence, leaving a significant gap in the maritime sector’s ability to
respond effectively to cyberattacks. As [31] suggest, improving forensic readiness
is essential for ensuring that ships can handle the aftermath of a cyber incident, from
securing evidence to investigating the root causes of attacks.

To address these gaps, [47] recommends a set of actions aimed at improving
the sector’s forensic readiness. These include comprehensive training programs
for ship staff, crew members, and management that focus on raising awareness of
cyber risks, equipping personnel with the skills to detect cyber threats, and ensuring
secure handling of digital evidence. This proactive approach is crucial as maritime
operations increasingly rely on digital technologies, making ships more vulnerable
to cyberattacks.
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Several researchers have conducted surveys among shipping companies and
maritime professionals to assess the state of cybersecurity within the maritime sector
[15, 48-53]. These surveys aimed to evaluate the attitudes, actions, and preparedness
of companies regarding cybersecurity, while also identifying the educational and
training needs of maritime personnel, both ashore and afloat.

The findings revealed that maritime systems and ships, often perceived as
cyber-secure, exhibit significant vulnerabilities in critical components. Research
conducted in Estonia specifically highlighted the very real and potentially damaging
nature of cyber threats at sea [15]. The most reported incidents included malware
infections in ship computers, phishing attacks, email spoofing, GPS interference,
ransomware, and network malfunctions.

A study by [54] reinforces these findings, revealing that maritime cybersecurity
preparedness is still lacking in many organisations, particularly in terms of incident
response and recovery planning. The study also identified common attack vectors,
including weaknesses in crew training, human error, and social engineering, further
stressing the need for enhanced cybersecurity education across the sector.

Chupkemi and Mersinas [55] identified 18 key challenges related to maritime
cybersecurity training and compliance. These challenges, validated through a survey
of over 200 maritime professionals, point to human factors, such as limited training
resources and resistance to new technologies, as the primary barriers to effective
cybersecurity education. Their findings underscore the importance of integrating
compliance programs with comprehensive training to address human risk in the
maritime sector.

Research published by [56] adds that the increasing reliance on digital platforms
and automation in ship operations has widened the attack surface for cybercriminals,
making it essential for shipping companies to adopt a more structured approach
to cyber risk management and align with industry best practices. Additionally,
maritime-specific concerns such as GPS spoofing, interference with automated
systems, and vulnerabilities in operational technology are particularly alarming for
the sector.

According to the feedback from shipping companies, the most significant cyber
threats originate from third parties such as hackers, suppliers, passengers, and port
officials. However, internal risks were also noted, including vulnerabilities in IT
systems onboard and insufficient security procedures. These findings are consistent
with broader research, such as a study that highlights the growing importance of
cyber risk management in maritime operations and underscores the critical role of
human preparedness in mitigating cybersecurity threats [57].

The CyberOwl and HFW report highlights the significant financial impact of
cyberattacks in the maritime industry, with the average ransom paid by shipowners
reaching US $3.2 million. Despite these high costs, many companies continue to
under-invest in cybersecurity, with over 50% of respondents spending less than US
$100,000 annually on cyber risk management. Additionally, 25% of the survey
participants indicated that they do not have insurance coverage for cyber risks,
further emphasising the industry’s vulnerability to cyber threats [58].
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Maritime companies are increasingly recognising the importance of cyber
hygiene and cybersecurity awareness training. Many have shown interest in imple-
menting cybersecurity drills and integrating cyber incident response into their
broader risk management strategies. This proactive approach is crucial, especially
as cyberattacks targeting operational technologies grow more sophisticated, as
highlighted by various recent reports and surveys [54, 55, 59-61].

The maritime industry, traditionally conservative, has lagged other sectors in
adopting new technologies. Several studies have identified significant deficiencies in
maritime education, particularly regarding seafarers’ digital skills. The EU-funded
project SkillSea was launched to address this issue, aiming to equip maritime
professionals with essential digital, green, and soft management skills to meet
the demands of the evolving maritime labour market. According to the project’s
reports, the maritime sector faces several key challenges in adapting to future
technological advancements [62]. Research conducted within the SkillSea project
revealed that over 50% of seafarers believe the STCW Convention lacks critical
topics, while one-third consider the current training framework to be “overburdened
with obsolete knowledge” [63]. Additionally, around 30% of seafarers indicated that
STCW competencies for marine engineering and operational control are insufficient
for onboard duties. About 24% identified gaps in navigation skills, and 20% pointed
to inadequate training in radiocommunications. The survey also highlighted four
major areas where seafarers see the most significant skill deficiencies:

* About 62% cited the need for creative thinking and problem-solving skills.

* About 61% pointed to a lack of familiarity with digital technologies, including
cybersecurity.

* Around 55% noted gaps in teamwork and interpersonal relations.

e About 54% saw deficiencies in subjects related to maritime law, insurance, and
P&I coverage.

As the industry increasingly relies on digital services, these skills are becoming
more critical. This includes not only general digital proficiency but also the specific
skills needed to maintain cybersecurity both onboard ships and in shore-based
operations.

3 Cybersecurity in Maritime Education and Training

Maritime Education and Training (MET) institutions play a crucial role in shaping
the future workforce of the maritime industry by equipping maritime professionals
with the essential skills and knowledge necessary for their careers at sea. These
institutions are integral to the educational ecosystem, providing a pathway for
individuals to acquire the qualifications required for various roles within the
maritime sector. Central to the MET framework is adherence to international and
regional regulatory standards, notably the International Convention on Standards
of Training, Certification, and Watchkeeping. This convention establishes the
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minimum requirements that MET programs must comply with to ensure the
preparedness and competency of maritime personnel. The supervision of maritime
educational institutions in the EU, in relation to STCW requirements, is primarily
conducted by the member states themselves. They are responsible for ensuring
that their seafarer training programs comply with the international standards set
by the STCW Convention. Additionally, the European Maritime Safety Agency
(EMSA) supports and oversees the member states by conducting regular inspections
and assessments to ensure compliance with Directive 2008/106/EC and related
international standards.

As the maritime industry continues to integrate more advanced digital technolo-
gies, the importance of cybersecurity training has become increasingly evident.
However, current maritime education is lagging other sectors in addressing these
new challenges. Research shows that many maritime training institutions offer little
to no formal cybersecurity education, leaving seafarers underprepared for the threats
they face at sea [44, 62].

The SkillSea project highlighted that more than 50% of seafarers believe critical
topics such as digital and cybersecurity skills are missing from the STCW Conven-
tion. Furthermore, one-third of seafarers stated that the current training curriculum
is overburdened with outdated knowledge. This suggests that the existing maritime
education framework, while comprehensive in traditional safety and operational
training, lacks sufficient focus on modern digital threats.

Maritime Cyber Security (MarCy) program offers a modular training approach
tailored to the specific roles of seafarers and shore-based staff [64]. Developed using
the Critical Events Model (CEM), MarCy provides 11 modules covering topics like
basic cyber hygiene, regulatory requirements, and advanced cyber risk management.
This role-based training ensures that personnel receive only the knowledge they
need for their duties. Expert evaluations confirmed its effectiveness in filling gaps
in maritime cybersecurity training.

The International Maritime Organization has recognised the increasing cyber
threats facing the maritime sector and is working to address these challenges
through education and regulatory updates. One key initiative was the adoption of
Resolution MSC.428(98), introduced in 2017 [22]. While this resolution mainly
targets companies, it highlights the importance of training seafarers to recognise
and mitigate cyber risks in their daily operations.

To support this, cyber risk management guidelines were developed by the
industry organisations (BIMCO, ICS, ITUMI, OCIMF, and others) that provide high-
level recommendations on maritime cyber risk management to safeguard shipping
from current and emerging cyber threats and vulnerabilities and include functional
elements that support effective cyber risk management. The guidelines focus on
risk identification, mitigation strategies, and incident response, emphasising the
critical role of human factors in managing cybersecurity onboard ships [61]. By
emphasising the need for trained personnel, these guidelines underline the necessity
of integrating cybersecurity training into Maritime Education and Training (MET)
programs.
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The IMO has also initiated steps to update the STCW Convention to include
mandatory cybersecurity training. These updates will introduce specific modules
on cyber risk management, digital safety, and incident response, ensuring that
all seafarers receive the necessary education to tackle modern cyber threats [65].
According to the current timeline, the IMO plans to finalise these STCW updates by
2027, making cybersecurity a formal part of seafarer certification and training.

4 The Role of Behavioural Change Models in Cybersecurity
Training for Future Seafarers

The maritime industry, with its increasing reliance on digital technologies for
navigation, communication, and cargo management, faces growing threats from
cyberattacks. The interconnected nature of maritime operations, from ship systems
to port facilities, makes the industry particularly vulnerable. For future seafarers,
cybersecurity is not just a technical challenge but also a behavioural one. To ensure
that these future ship officers can protect their vessels and the broader maritime
ecosystem, it is essential to focus on their behaviour in response to cybersecurity
threats.

Cybersecurity awareness training for maritime students must move beyond
theoretical knowledge and develop secure behaviour that can be sustained over
time because theoretical knowledge alone does not guarantee the correct application
of security measures in real-life situations. The maritime industry is unique in its
operational challenges, with ships often being isolated at sea, dependent on digital
systems for navigation, communication, and cargo management. A cyber incident in
this context could result in severe operational and safety risks, including disruptions
to navigation, engine control failures, or loss of communication with shore-based
authorities.

Without developing secure behaviours, students may understand the importance
of cybersecurity but fail to consistently apply best practices under pressure in
maritime environment or in day-to-day operations [66]. The ability to react appro-
priately to the cyber threats requires habitual behaviour that has been reinforced
through practical, scenario-based training. Secure behaviour must be instinctive,
not just intellectual, especially in environments where quick decisions are often
required.

Furthermore, the threats faced by the maritime industry are constantly evolving.
Cybercriminals and hackers are continually developing new techniques, meaning
the students need to not only understand the threats as they exist today but also
develop the mindset and habits that will help them adapt to emerging threats in
the future. Therefore, introducing long-term secure behaviours helps future ship
officers remain vigilant and proactive, ensuring the safety of their vessel, crew, and
the broader maritime ecosystem, even as cyber threats evolve.
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This is where behavioural change models come into play. By understanding what
motivates behaviour, what enables it, and what triggers action, training programmes
can be designed to introduce the right cybersecurity habits in future maritime
officers. Two of the most relevant models for this purpose are Susan Michie’s COM-
B model and BJ Fogg’s behaviour model [67, 68]. Several other behavioural change
models have been applied across different industries to improve cybersecurity
practices.

The Health Belief Model (HBM), originally developed to explain health-related
behaviours, suggests that individuals assess the benefits and barriers of taking action
to avoid risks [69, 70]. However, HBM lacks a focus on the specific capabilities or
environmental factors that influence behaviour, making it less comprehensive for
developing consistent secure behaviour among seafarers.

The Theory of Planned Behaviour (TPB) explains that behaviour is driven
by intentions, which are influenced by attitudes, social norms, and perceived
control over the action [71]. For future seafarers, their intention to comply with
cybersecurity protocols might be shaped by how they view the importance of these
protocols, the expectations of their superiors, and their confidence in following
through with secure actions.

While TPB provides insights into how students may form intentions, it does
not fully address the external factors, such as training opportunities or available
resources that might enable or hinder secure behaviour onboard ships.

The Transtheoretical Model (TTM), also known as the Stages of Change Model,
explains that behavioural change happens gradually, moving through stages like
pre-contemplation, contemplation, preparation, action, and maintenance [72]. For
maritime students, this could mean recognising that their current cybersecurity
practices are inadequate (contemplation), learning new skills (preparation), and then
applying these skills onboard (action). While this model highlights the gradual
nature of behaviour change, it does not provide guidance on how to develop the
capabilities or create the environmental opportunities that make secure behaviour
more likely, particularly in complex maritime environments.

The COM-B model and Fogg’s behaviour model are well-suited for the maritime
context because they consider not only the individual’s motivations but also their
abilities and the environment in which they operate. These models are practical
frameworks that can help future seafarers develop and maintain secure behaviour in
high-risk and high-stress maritime settings [73, 74].

The COM-B model, developed by Susan Michie, provides a holistic view of
behaviour by considering capability, opportunity, and motivation. For students, this
model is highly relevant as it acknowledges that secure behaviour is not only a
result of knowledge but also of the environment and motivation within which they
operate.

e Capability: For future seafarers, capability involves both the technical skills
needed to navigate cyber threats and the cognitive skills to understand the risks.
Cybersecurity training for students should include hands-on exercises where
they can practice responding to cyber incidents, such as detecting malware or
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responding to a phishing attempt either on the ship’s network or on personal
devices. Scenario-based training can build these capabilities by simulating real-
world cyberattacks in a maritime setting.

e Opportunity: Opportunity involves creating an environment where secure
behaviour is encouraged and possible. Onboard ships, this could mean having
the right cybersecurity tools, such as regularly updated software, access to cyber
threat intelligence tools, secure communication channels and file exchange,
available backups, and supportive leadership that prioritises cybersecurity.
Maritime training programmes must also emphasise the importance of
organisational culture in fostering secure behaviour, ensuring that all crew
members understand their role in maintaining cyber hygiene.

* Motivation: Motivation is crucial for encouraging seafarers to engage in secure
behaviour. In the maritime industry, demonstrating the real-world consequences
of cyberattacks—such as the loss of control over navigation systems or cargo
handling—can be a powerful motivator. Students must see the connection
between cybersecurity and the safety of the ship, its crew, and its operations.
Motivation can also be enhanced through rewards, such as recognition for good
cybersecurity practices or successfully completing cybersecurity drills.

BJ Fogg’s behaviour model simplifies behaviour change by focusing on three
elements: motivation, ability, and triggers. For maritime students, these three factors
are critical in ensuring that secure behaviour is adopted and maintained.

e Motivation: Maritime students can be motivated by showing them the potential
consequences of a cyber breach at sea or in port. For instance, a ransomware
attack that locks down ship systems could result in not only financial losses
but also physical dangers, such as collisions or cargo losses. Demonstrating
these risks during training helps increase the motivation to engage in secure
behaviours.

* Ability: In the Fogg model, ability refers to how easy it is to perform the
behaviour. In the maritime industry, simplifying cybersecurity processes is
crucial. If secure behaviour, like updating software, using two-factor authenti-
cation or using password manager, is made simple and accessible, seafarers are
more likely to adopt it. Training should focus on reducing the complexity of
cybersecurity tasks to ensure that students feel capable of performing them.

» Triggers: Triggers are prompts that remind students to act securely. In a ship
environment, this could be as simple as automated reminders to update pass-
words, warnings when insecure connections are detected, or alerts that prompt
the crew to check for software updates. These triggers can be integrated into the
ship’s daily operations, ensuring that cybersecurity becomes a routine part of life
onboard.

Several other sectors have successfully integrated these behavioural change
models into their cybersecurity training. In healthcare, the COM-B model has been
used to help pharmacy professionals improve secure data handling and patient care
practices [75]. This model focuses on capability (ensuring staff have the skills to
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handle data securely), opportunity (providing the necessary systems and environ-
ments for secure practices), and motivation (reinforcing secure behaviour through
feedback and support). This approach has been shown to improve confidence and
capability in applying learned skills, even in complex environments like community
pharmacies. Maritime training can adopt similar approaches by ensuring seafarers
have the technical skills and secure systems to handle sensitive ship data and
communications.

In the maritime industry, where cyber threats can have significant operational
and safety impacts, it is essential that future ship officers are equipped with not
only technical skills but also the right behavioural habits. The COM-B model and
Fogg’s behaviour model provide practical frameworks for developing these habits.
By focusing on capability, opportunity, and motivation, as well as simplifying secure
actions and providing regular triggers, maritime cybersecurity training can prepare
maritime students to navigate the cybersecurity challenges they will face at sea.

A significant challenge to cybersecurity awareness training for the maritime
professionals is the persistence of a blame culture, where crew members are hesitant
to report issues, errors, or potential anomalies due to fear of criticism or punishment
[76]. This cultural mindset can severely impact cybersecurity, as it discourages
open communication and timely reporting of potential threats. In cybersecurity,
where rapid response is critical to mitigating risks, this reluctance can leave vessels
vulnerable to undetected threats.

To successfully apply behavioural change models in cybersecurity awareness
training for future seafarers, it is crucial to address underlying cultural barri-
ers. Models like the COM-B and Fogg’s behaviour model emphasise the need
for creating the right environment and motivating individuals to adopt secure
behaviours. While awareness of cyber threats is important, ENISA’s findings
point out that focusing solely on fear-based approaches is largely ineffective at
changing cybersecurity behaviours [77]. This insight is particularly important when
motivating future seafarers. Instead of focusing on the dangers alone, training
should emphasise coping mechanisms and skills-building, ensuring that students
feel confident in responding to cyber threats. This approach resonates with Fogg’s
behaviour model, which highlights that a sense of self-efficacy, the belief in one’s
ability to act securely, is critical in motivating behaviour change.

Therefore, training programmes should focus on building an environment where
reporting potential cyber risks is seen as a positive and responsible action, rather
than as a sign of failure. Moving away from a blame culture will encourage students
to develop proactive reporting habits, which are critical for effectively managing
cyber threats in the high-risk maritime industry.

A key element in overcoming a blame culture onboard ships is strong support
from leadership. Ship officers should actively encourage crew members to report any
unusual digital activity, whether it involves the ship’s systems or personal devices
that are being used in ship’s network. By fostering open communication, leaders
can create a safe environment where crew members feel comfortable reporting
cybersecurity risks without fear of being blamed. The Fogg behaviour model, which
focuses on motivation and making actions easy, can be applied here. When reporting
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is simple and reinforced with positive feedback, seafarers are more likely to follow
secure practices.

Additionally, cybersecurity awareness training should include specific modules
on how to report threats effectively. Incorporating these skills into regular exercises
and simulated cyberattacks will help normalise reporting, making it a routine part of
seafarers’ duties. This approach aligns with the COM-B model, which emphasises
the importance of capability, ensuring that seafarers have the skills and confidence
to report cybersecurity threats.

By incorporating behavioural change models into the cybersecurity awareness
training programme, it is possible to break down the traditional blame culture and
promote a reporting culture. This ensures that future seafarers are not only aware
of cyber threats but are also empowered to act by reporting anomalies, leading to a
more secure and resilient maritime environment.

5 Case Study: TalTech Estonian Maritime Academy

Tallinn University of Technology (TalTech) is Estonia’s leading institution for engi-
neering and IT education. The Estonian Maritime Academy, a part of TalTech, is the
country’s only institution providing multi-level maritime education and conducting
professional research in marine sciences [78]. There are four higher education
programmes of applied studies, two master’s and one doctoral study programme.
The academy aims to train skilled maritime professionals and contribute to research
and development, striving to be a centre of maritime excellence and a reliable
partner in international projects.

Key features of the academy include an advanced simulator centre that offers
high-tech solutions for innovative cross-border training, optimising learning time
and cost. The academy employs around 100 lecturers and instructors with diverse
expertise and hosts approximately 500 students across applied higher education,
master’s, and doctoral programs. The comprehensive training provides a 5-year
study period for future navigators and ship engineers, combining academic learning
with seagoing practice.

TalTech Estonian Maritime Academy recognised the growing importance of
cybersecurity in the maritime industry. In the academic year 2020-2021, the
academy introduced a new course titled “Introduction to Cybersecurity” as a
mandatory subject for students pursuing navigation studies [79]. This initiative
was inspired by research highlighting the critical need for cybersecurity knowledge
among seafarers [35]. Despite cybersecurity training not being required by the
STCW Convention at that time, the Estonian Maritime Academy proactively
addressed this educational gap.

Initially, the six ECTS course (16 weeks) was exclusive to navigation students.
However, over the subsequent years, it expanded significantly. In 2021, 18 naviga-
tion students enrolled. The following year, enrolment increased to 38. By 2023, the
course became an elective for Port and Shipping Management and master’s students,
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attracting 44 participants. In 2024, enrolment grew to 53 students from various
programs. Recognising future needs, the academy made the course mandatory for
ship engineering students in 2022, with the first cohort set to take it in the spring of
2025, leading to even higher enrolment compared to the previous year.

The primary goal of the course is to provide students with a solid understanding
of cybersecurity principles and practical skills to manage cyber risks aboard
ships. The curriculum aims to help students understand basic security concepts
and terminology, recognise major cyber risks and threats to ships and maritime
organisations, and become familiar with cybersecurity guidelines and legislation
specific to the maritime sector. Additionally, students learn about threats to the
information society, the consequences of information security breaches, and best
practices in cyber hygiene. Ethical aspects of cybersecurity are also emphasised.

The course covers a wide range of topics. It begins with an introduction to the
fundamentals of cybersecurity, including key terms and general concepts. Students
independently complete an online cybersecurity course provided by CISCO to
build foundational knowledge. The curriculum delves into cryptography and secure
communication, teaching principles of cryptography, how to use PGP for secure
emails, and data backup strategies. Legislation and guidelines are examined,
covering national and international laws and maritime cybersecurity guidelines.

A significant portion of the course addresses cyber threats in maritime operations.
Real-world cyber incidents in the maritime sector are analysed, along with vulnera-
bilities in IT and operational technology (OT) systems on ships. Discussions include
future trends in maritime digitalisation and their implications for cybersecurity.
Students receive information about cyber exercises, such as those organised by the
NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE), to gain an
understanding of their purpose and execution.

The concept of Security Operations Centres (SOC) is introduced, highlighting
their role and function in maritime and other sectors. The course also covers digital
forensics and incident handling, teaching procedures for managing cyber incidents,
preserving evidence, and reporting. Cyber risk management is emphasised, instruct-
ing students on integrating cyber risk into Safety Management Systems (SMS) and
effectively communicating with company IT departments.

Last 2 years (2023-2024), the course has emphasised developing new habits as
a core element. These habits aim to enhance both personal life and IT behaviour.
Throughout the course, students are required to track their new habits daily and
record their progress in a table created by the lecturer. Students choose suitable
habits from a list provided by the lecturer. The habit-tracking table includes
information such as the “trigger” for completing the habit that day, the student’s
mood and stress levels, how automatically the habit was performed, reasons why the
habit wasn’t completed that day, and the Self-Report Habit Index [80]. Additionally,
at the beginning and end of the course, all students take the HAIS-Q test [81]. Other
tests are also conducted to assess the student’s knowledge of cybersecurity in the
maritime sector.

Human factors and psychology are integral components of the curriculum.
Topics such as awareness of social engineering tactics, overcoming a blame culture
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to encourage incident reporting, personal experiences, and psychological aspects
of cybersecurity are explored. An innovative aspect of the course is the focus
on developing new habits. Throughout the course, students choose personal and
IT-related habits to adopt, such as regularly updating software or using strong
passwords. They track their progress daily using habit-tracking tools, which helps
to develop automatic secure behaviours that extend beyond the classroom.

To engage students, the course employs various teaching methods. Online
lectures and recorded sessions using platforms like MS Teams allow all students
to participate simultaneously and review content as needed. Students are required
to complete the online CISCO course independently and must pass it within
the first month of their study program. Group work and presentations encourage
collaboration and peer learning. Reading academic articles by other researchers
plays a crucial role, offering the opportunity to explore emerging trends in maritime
cybersecurity. Practical exercises provide hands-on experience in tasks such as
setting up secure email communication and creating data backups. Guest lectures
from industry experts and cybersecurity professionals enrich the curriculum by
sharing real-world insights.

Understanding that changing behaviour is key to improving cybersecurity, the
course incorporates behavioural change models like the COM-B model and Fogg’s
behaviour model. These models help students develop long-term secure habits by
focusing on building the necessary skills through practical exercises, creating an
environment that supports secure behaviour, and highlighting the real-world impact
of cyber threats to motivate students to adopt secure practices.

According to ENISA’s Cybersecurity Culture Guidelines, one key finding is that
increasing threat awareness alone is insufficient for fostering secure behaviours
among workers, especially in high-risk environments like maritime operations.
Instead, interventions that focus on enhancing users’ capability and providing the
tools to cope with cyber threats are more effective [77]. This aligns directly with the
COM-B model, which stresses the importance of developing both the capability and
opportunity for secure actions. For maritime students, this means practical, hands-
on training, enabling them to manage cyber incidents effectively and ensuring they
have access to the necessary tools and resources onboard ships to apply what they
have learned.

Feedback from students has been overwhelmingly positive. They appreciated the
practical focus of the course and found the real-world case studies engaging. Some
initially found technical aspects challenging, like using PGP encryption, but felt that
overcoming these challenges was rewarding. The habit-tracking exercise, though
initially seen as time-consuming by some, ultimately helped them develop good
habits. Students valued the guest lectures from industry experts, which provided
insights into real-world applications of cybersecurity. Many expressed intentions to
continue practicing the new habits they developed during the course.

The course has had a significant positive impact. Students have a better under-
standing of cyber threats and how to manage them. They have adopted new
behaviours that enhance cybersecurity, both personally and professionally. The
course also improved their responses to simulated phishing attacks, demonstrating
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enhanced incident recognition and appropriate reactions. The increasing enrolment
indicates the growing relevance and importance of cybersecurity in maritime
professions.

Conducting such a course requires solid knowledge of both cybersecurity and
maritime operations. Since the field is very broad, several guest lecturers from Esto-
nia and abroad, who are experts in their field, have been invited to provide students
with their years of experience in a way that is engaging and offers practical value.
Additionally, collaboration with local institutions provides necessary information,
such as insights on cyber incidents and expectations that future employers have for
their new hires.

Furthermore, online classes sometimes serve as a meeting point for students,
guest lecturers, and representatives from maritime companies. In such cases, even
representatives from ports or shipping companies benefit by gaining new insights
into cybersecurity developments from researchers or learning about the challenges
faced by penetration testers who assess the IT and OT systems of ships, ports,
or offshore platforms. These interactions foster engaging discussions that provide
valuable learning opportunities for students.

Since the course is important for all young people entering the maritime sector,
interest in it has only increased. In addition to the teaching materials currently
used in the classes (such as cybersecurity guidelines, Hak5 hacking tools, etc.),
there are plans to make greater use of the Wirtsild ship bridge simulator at the
maritime academy and to implement the maritime cyber lab, which is currently
under development as part of the EU funded Horizon 2020 project MariCybERA
[82].

5.1 Enhancing Cybersecurity Awareness Through the Level
of Paranoia (LoP)

Level of Paranoia (LoP) refers to a heightened state of vigilance that maritime
students are encouraged to cultivate during cybersecurity training. One of the key
goals of this training is to raise the LoP, enhancing students’ awareness and caution
when interacting with digital systems. The intention is to help them avoid careless
errors without introducing excessive fear or mistrust. In cybersecurity, especially
in high-risk environments like maritime operations, maintaining an elevated LoP
is essential for preventing threats such as phishing, ransomware, and system
breaches. Through scenario-based exercises, students are trained to approach digital
interactions with healthy scepticism, encouraging them to pause, question, and
verify actions that might expose vessel systems to cyber threats. Similar methods
have been applied in other sectors, such as healthcare, where heightened alertness
is critical for managing high-stakes situations. This increase in LoP helps students
develop alertness, allowing them to make quick but careful decisions in the fast-
paced and high-pressure maritime environment.
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6 Challenges in Developing Cybersecurity Awareness Course
for Maritime

Developing and implementing such a cybersecurity awareness course for maritime
students have its own challenges. The biggest issue may be the lack of specialists.
Teaching cybersecurity for maritime sector requires experts who have both a
technical background in cybersecurity and knowledge of the maritime industry.
Finding such specialists can be difficult, especially considering that many experts
prefer to work in the private sector or as consultants, where salaries are higher than
in the education system. Additionally, instructors need to continuously train and
update their skills, as the field of cybersecurity evolves rapidly. Offering training
opportunities and staying up to date with new threats can be resource- and time-
consuming.

Curricula and training materials for maritime cybersecurity are still in the
development phase. Most traditional cybersecurity programs are focused on land-
based systems and may not meet the specific needs of the maritime sector. Maritime
training institutions need to invest in their own tailored educational programs or
develop them in collaboration with other organisations specialising in IT security.
The learning materials being developed must cover various aspects of cybersecurity,
such as the protection of ship ICT systems, information management, cybersecurity
procedures and controls, incident management, and cyber risk assessment.

In addition, a challenge in teaching the new course lies in the fact that traditional
seafarer training has been very hands-on and focused on mechanical and operational
skills. Most maritime students may not have a strong background in IT, making
it difficult to grasp cybersecurity concepts. Furthermore, some future seafarers
may view cybersecurity as something that doesn’t fall directly within their job
responsibilities, leading to low motivation to learn it. Raising awareness and
changing the mindset about the importance of cybersecurity in their daily work are
crucial but a challenging task.

The lack of international standards for cybersecurity training for seafarers makes
it difficult to create unified and widely recognised educational programs. Maritime
academies often must develop their own programs without clear guidelines, which
means that the quality and content of the courses can vary.

If the course is mandatory for both navigation and ship engineering students, it is
important to consider that due to their different roles, they face different cybersecu-
rity threats. Navigators are responsible for the ship’s navigation and communication
systems, while engineers work with operational systems and automated technology.
For example, navigators need knowledge about disruptions in navigation systems
and the risks of cyberattacks that affect the ship’s manoeuvrability, whereas
engineers need practical skills in protecting the automation and control systems used
to maintain the ship’s operations. Cybersecurity training must be role-specific, but
developing such a differentiated program can be complex and time-consuming.

In conclusion, TalTech Estonian Maritime Academy’s approach to integrating
cybersecurity into maritime education demonstrates a proactive response to the
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challenges of the digital age. By focusing on practical skills, behavioural change,
and collaboration with industry experts, the academy prepares future seafarers
to navigate the evolving cyber threats in maritime operations. This case study
highlights the importance of adapting maritime education to include cybersecurity,
ensuring the safety and security of maritime activities in the digital era.

7 Conclusion

The maritime industry’s shift towards digitalisation has greatly improved connectiv-
ity and operational efficiency. However, this technological progress has also opened
the door to numerous cyber threats, posing serious risks to the safety and security
of maritime operations. This chapter highlights the urgent need to rethink seafarer
training to address these new cybersecurity challenges.

The analysis shows a significant gap between the rapid digital transformation
of maritime activities and the current level of cybersecurity awareness among
seafarers. The absence of comprehensive cybersecurity provisions in the STCW
Convention, along with inconsistent application of IMO guidelines, highlights the
necessity for fundamental changes in maritime education and training.

By introducing behaviour change models like the COM-B model and Fogg’s
behaviour model, we can bridge this gap effectively. These models focus on
developing secure behaviours by enhancing individuals’ capabilities, providing
opportunities, and boosting motivations to adopt and maintain best practices in
cybersecurity. Integrating these models into maritime curricula allows training pro-
grammes to move beyond mere theoretical knowledge, fostering lasting behavioural
changes among future seafarers.

The case study of TalTech Estonian Maritime Academy demonstrates the
effectiveness of this approach. By making cybersecurity training compulsory and
embedding behaviour change principles into their programme, the academy has
successfully cultivated a security-conscious culture among its students. Positive
feedback from students, increased cybersecurity awareness, and the adoption of
secure habits all attest to the programme’s success.

In conclusion, strengthening the maritime industry’s resilience against cyber
threats depends on proactively adopting innovative training methods that prioritise
behavioural change. Maritime education institutions need to involve this new
approach to equip future seafarers with not only the necessary knowledge but
also the established practices required to navigate the complexities of the digital
age. This commitment is essential for safeguarding maritime operations, protecting
critical infrastructure, and ensuring the safety of vessels, crews, and cargo in today’s
increasingly interconnected world.
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Ports of Tallinn and Koper Comparative )
Analysis Including Cybersecurity Qe

Sanja Bauk, Bojan Beskovnik, and Secil Giilmez

1 Introduction

As digitalization increases, so does the threat of cyber-attacks. This applies to
all areas of life and business. Shipping and port logistics are no exception. The
maritime economy and industry involve complex activities, so the possibilities for
cyber-intrusions are many and varied. Researchers in this field are looking for
appropriate protection measures and mechanisms. These are at the intersection of
human factors, cybersecurity awareness, and skills of ports’ employees, seafarers,
and other involved parties. Here, it is important to consider technology vulner-
abilities related to port infrastructure, including manned and unmanned vessels
that the port services, as well as related internal and external cyber-security attack
vectors and countermeasures. Seaports are “microcosm” of maritime transportation
system (MTS). Any vulnerability in any segment of the MTS can be found at a
port. Concerning cyber safety and security, it is to be highlighted that emerging
cyber regulations focus on operational technology (OT), but most attacks affect
information technology (IT). Although OT and IT are converging, most port security
managers come from a physical security, and most ports do not have a Chief
Information Security Officer (CISO) [1].

Some port authorities have reacted to cyberthreats in a proactive manner. For
instance, the first U.S. port to open a Cybersecurity Operations Center (CSOC)
was the Port of Los Angeles in 2014. The CSOC is certified to comply with the
International Organization for Standardization (ISO) 27001 information security
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standard [2]. The port proposed a Cyber Resilience Center in early 2019, signed
an IBM contract in late 2020, and opened for operation in early 2022. To support
its stakeholders, which include ocean carriers, terminal operators, freight and
cargo haulers, and other members of the maritime supply chain, this second-
generation maritime cyber facility is designed to offer threat detection, attack
analysis, information sharing, and threat response strategies.

Furthermore, the Maritime Cybersecurity Operations Center (MSOC) was estab-
lished by the Maritime and Port Authority (MPA) in Singapore in May 2019.
The center’s mission is to protect maritime critical information infrastructure from
potential cyber-attacks by providing early detection, monitoring, analysis, and
response. There is also a regional Information Fusion Center (IFC) run by the
Republic of Singapore Navy. Established in 2009, the IFC unites delegates from
over 20 countries to oversee maritime security incidents, encompassing everything
from illicit fishing and human trafficking to piracy and smuggling. In 2020, the IFC
saw the addition of cybersecurity as a topic of interest.

Here is a summary of the most significant cyber-attacks that have been reported
on ports worldwide between 2012 and 2021 to highlight the necessity of protecting
the port from cyber-attacks (Table 1).

2 Environmental Scan

Digitalization is increasingly present in shipping. It is also present in ports, which
act as hubs between sea, land, and air transport. As a result, all aspects of
port operations will be at the forefront of the industry’s digital transformation.
As digitalization increases, so does the risk of cyber-attacks. One of the most
important tasks is to build a bridge between theory and practice in this area.
The knowledge gained should be used to bring the maturity of the system to a
proactive and predictive level and to continuously improve security in the ports.
Transport companies and port stakeholders in the maritime industry are at different
stages of digital transformation. While the most successful examples of digital
transformation can be seen in highly digitalized ports and companies (such as
the ports of Singapore and Rotterdam), many other ports and port stakeholders
and companies involved in maritime supply chains are lagging behind [7]. While
many attacks have been reported in recent years and cybersecurity is a concern
for port operators and practitioners, the scientific community has not paid much
attention to the topic and has produced few scholarly contributions. Following an
evaluation of current regulations, legislators should introduce and enact warning
systems and procedures to respond to cyber incidents. They should also create a new
organizational framework for assessing these risks, encourage more research, and,
from a transnational perspective, facilitate cooperation between all parties involved
in the global supply chain [8]. Port technologies allow port officers to perform a
variety of tasks and manage them from a remote-control station. These operations
include, but they are not limited to cargo handling, control of automated vehicles and
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different handling equipment, entrance procedures, optical character recognition
on vehicles, scanning systems (X-ray and gamma ray), and hybrid electronic
technologies, including electronic tracking and tracing services via various wireless
devices and networks. Port operators must have specific knowledge and skills to
fulfil these tasks successfully. Senarak [9] specified 24 knowledge and 26 skills
indicators, which he divided into four groups: technology and network cyber
risk prevention, cybersecurity and threat management, cyberthreat and security
management, and information and system management. In particular, the connected
technologies have hurriedly ushered ports into the digital era, necessitating the
acquisition of digital skills and knowledge by port personnel now more than ever.
The results indicate that there is currently a significant gap in the literature because
real-time data on maritime cyber-attacks are lacking, which makes it challenging
to model and predict such attacks in the future. Furthermore, there has not been
much discussion of the financial effects of maritime cyber-attacks. The capacity of
the curriculum and educational system to prepare maritime professionals to counter
present and emerging cyber threats is limited. Besides, the existing legal frameworks
at the national and international levels are insufficient to effectively govern the
maritime cyberspace. Senarak [10] investigated the relationships between port
cybersecurity organization and cyber threats and he proposed three levels of
the port cybersecurity organization model based on human, infrastructure, and
procedure factors to help policymakers in developing cybersecurity measures. Cyber
terrorism may arise from human weakness, while cyber criminality may result from
inefficient infrastructure. If the factor of the port’s cybersecurity procedures was
poorly implemented, container ports were likely to be affected by cyber espionage.
Therefore, to ensure a culture of cyber threat awareness at all organizational levels,
it is essential that all port employees, including executives and manager levels are
trained and educated. Munyai and Govender [11] recommend to enhance human
resources and cybersecurity tools to limit unauthorized access to sensitive business
information and maintain its security. Moreover, stringent adherence to ISPS Code
protocols and other preventive measures is also necessary. On top of this, the legal
framework is crucial for safeguarding against cyber-attacks. The insufficiency of
International Maritime Organization (IMO) legal instruments pertaining to maritime
cybersecurity was brought to light by Karim [12]. A framework for the cybersecurity
of ships and ports has been established by the IMO Guidelines and Resolution
MSC.428(98) in the margins of the ISM and ISPS Codes. While it is overshadowed
by a legal instrument such as the SOLAS Convention, the existing IMO initiatives
offer much good and are an important factor in raising awareness of cybersecurity
among stakeholders. It also calls on national maritime administrations to provide
measures that cyber risks are adequately managed in port security systems. The
resolution makes it mandatory under the ISM Code to incorporate cybersecurity
into the current safety management system. Nevertheless, the port ecosystem still
has a lot of space for strategic, tactical, and operational advancements in both
preventing and responding to cyber-attacks. Given that ports and terminals are
vital infrastructures that are necessary for the local, regional, and international
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economies, policymakers should take a serious look at this problem and collaborate
with the industry to guarantee the highest level of cyber protection.

3 Problem Statement

This study deals with the topic of cybersecurity in seaports. After the introductory
section, we have provided an overview of recent major cyber-attacks on ports
around the world. These and similar attacks should be a lesson in how important
the fight against cyber-attacks is. We have given a brief overview of the relevant
literature sources in this field and then we have focused on the experiences related
to cybersecurity in two ports in the European Union (EU): the ports of Tallinn
(Estonia) and Koper (Slovenia). We have described the ports in terms of their
traffic volume and capacity, focusing on container, Ro-Ro and passenger flows,
as these flows can be categorized as more vulnerable as they are more complex
to monitor and identify the potential threat. This is especially true for containers,
as each shipment has a different shipper, consignee, transport route, etc. We also
described the level of digitalization in the ports and their roles, i.e., the services they
offer to terminal operators, freight forwarders, passengers, and other stakeholders.
We found that both ports are very vulnerable to cyber-attacks due to their high
level of digitalization. Our goal was to identify cyber threats and vulnerabilities.
Using this information, we aimed to create a risk assessment matrix based on our
own knowledge and the experience of the experts we interviewed. To this end, we
analyzed relevant academic and media literature and conducted in-depth interviews
with key information security officers in the ports of Tallinn and Koper.

4 Methodological Approach

Considering potential cyber risks, we examined the volume of traffic and the degree
of digitalization at the ports of Tallinn and Koper. We used these ports’ annual
reports for this purpose. Additionally, we conducted a desktop literature review for
this study using ScienceDirect and ProQuest literature sources in relation to the
environmental scan. Then, we identified cyber threats and vulnerabilities matrix,
based on [13]. Afterwards, we conceived the interview and survey questions for the
ports’ IT/OT security officers, who are experts in the field of cybersecurity in the
considered ports. These questions were sent to two external experienced colleagues
in research methodology to evaluate them. Their valuable suggestions in refining
the questions were taken into the account. Based on our knowledge, experiences,
and logical framework we employed, we have categorized each question into the
groups of potential cybersecurity risks (Table 2) to better link the questions with
the threat and vulnerability matrix later. The applied approach was mixed one,
based on the qualitative analysis of the interview questions and quantitative analysis
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Table 2 Matrix of cyber-threats and vulnerabilities in the port

Threats

T1. Terrorist attack

T2. Sabotage

T3. Malicious destruction of data
and facilities

T4. Denial of service

T5. Unauthorized software changes
T6. Unauthorized data access

T7. Web site intrusion

T8. Theft and fraud

T9. Failure of outsources operations
T10. Vermin (adware, malware,
phishing, pop-ups, spyware,
viruses, Trojans, and worms)

Adapted from [13]

Vulnerabilities
Lack of physical security

61

Lack of a uniform physical security policy enforcement

Lack of environmental protection

Inadequate policy and procedures for physical and
environmental security

Inadequate monitoring of the facilities

Lack of logical access security

Inadequate audit logs to detect unauthorized access of
the premises

Lack of a formal procedure to verify the access rights
of employees on the premises

No uninterruptible power supply system

No power conditioning equipment

The site is located in an area prone to power outages
The site is located in an environmentally susceptible
area (electronic interference, extreme temperatures,
humidity, pollution, etc.)

Insufficient monitoring of environmental conditions
No specific allocation of roles and responsibilities in
relation to continuity or disasters

Inadequate procedures for managing changes to
infrastructure components, etc.

Inappropriate assignment of roles and responsibilities
in relation to continuity or disasters

Missing formal/informal disaster and recovery plans
Missing business continuity plans for the data recovery
Inadequate recovery procedures

Improper or inadequate technical facility maintenance
Inadequate backup policy

Inadequate backup processes for software and data
Unavailable backup files and systems

Lack of backup facilities and processes

Lack of maintenance of equipment and facilities
Lack of careful planning and routing of cables

Lack of cryptographic means for the data integrity
protection, etc.

Inadequate network management (routing resilience)
Missing documents for policies and procedures for
physical control of software and hardware

Lack of a firewall

Improper or inadequate maintenance of technical
equipment

Missing documents and test security plans to protect
systems and networks

Lack of a formal process to review employee access
rights to the premises

Lack of a comprehensive security awareness and
training programme, etc.
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Table 3 Risk assessment matrix for a seaport environment (own research)

Severity
Not . .
- Minor Moderate Major Severe
- significant
8 Almost certain
= Likely T10 T8
= Possible T4, T5, T6
- Unlikely
Rare T9 T2 T1

of some of the survey questions. In the Appendix at the end of the chapter are
given both interview and survey questions. Having in mind that we have had in-
depth interviews and administered surveys with only two specialists in charge of
information safety and cybersecurity for the ports under consideration, the collected
information was manually cleaned up, edited, coded, and analyzed. The following
sections encompass the results and conclusion remarks.

We did our best to identify some common threats and vulnerabilities regarding
information safety and cybersecurity in the considered ports of Tallinn and Koper
with reference to [13] propositions. Namely, based on the threats identified, we have
proposed a risk assessment matrix (Table 3; see Table 2 as well). This matrix is
based on the extensive literature review and on our experience but may be subject
to further investigation and adjustments.

According to our assessment, there are no “red” threats, but there is also only one
“green” threat. Most of the issues analyzed are in the “orange” and “yellow” zones.
For example, we have assessed the failure of outsourced operations as rare but with
medium severity for port operations if the port outsources some IT/OT services.
The yellow zones contain most of the identified threats, including terrorist attacks,
sabotage, denial of service, unauthorized software modifications, unauthorized data
access, website intrusions, malicious destruction of data and facilities, and malware
(adware, malware, phishing, pop-ups, spyware, viruses, Trojans, and worms). The
orange-colored zones are, in our estimation, occupied by threats such as theft and
fraud, denial of service, and malicious destruction of data and facilities. We have
proposed this matrix to give professionals an idea of how to access the threats and
to give researchers a basis for upcoming more comprehensive investigations.

The relationships between the analyzed factors of cybersecurity in the port
container terminal and the questions asked in the interviews and surveys are shown
in Table 4. The criteria relevant to cybersecurity in the port were determined after
a detailed review of the relevant literature. On the other hand, the questions were
formulated after taking note of the recommendations in [1, 11]. The interview and
survey questions can be found in the appendices (Interview Questions and Survey
Questions) at the end of the manuscript.

Below we have described the ports of Tallinn and Koper in terms of turnover and
level of deploying IT/OT solutions. We then conducted interviews via MS Teams
with two information safety and cybersecurity experts in these ports and sent out
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questionnaires by email. The results of the study are presented in the following
sections.

5 The Port of Tallinn

The Port of Tallinn is developing a balanced business model with a strong customer
focus. It carries out several activities in parallel, including passenger and cargo
services, shipping services, and supports real estate development in the immediate
hinterland of the port. It is also a part of the offshore wind farms project in terms
of providing a maintenance vessel service. The port is a constituent of a green
shipping corridor—a climate neutral ferry route for passengers travelling between
Estonia and Finland. In 2023, it has 8 million passengers, 564 ferry calls, 13 million
tons of cargo, and 1380 cargo ships calls. It provides services to passengers and
cargo traffic, and development of port infrastructure for both cargo handling and
its transportation. It has capacities to provide services to dry bulk, containers, Ro-
Ro, liquid bulk, and general cargo. The port aims to make its services smarter
and more efficient while considering the impact on the environment. This includes
economic and social impacts. More specifically, the port looks at innovation, R&D-
based development, sustainable business, attractiveness as an employer, better
quality of public space and regional development, health and safety, corporate
social responsibility, energy efficiency, sustainable consumption, a clean Baltic Sea,
increased recycling, clean air, water, and soil [14].

5.1 Port Throughput and Digitalization

Due to the sanctions against Russia and the general economic downturn, cargo
handling in the Port of Tallinn approximately decreased from 18 million tons in
2022 to 13 million tons in 2023. This is the lowest level of the throughput in
recent decades. Liquid bulk decreased in 2023 by 3.5 million tons, dry bulk by
0.8 million tons, and Ro-R by 0.5 million tons compared to the past year. The
volume of pulpwood and steel products fell, resulting in a decrease of 0.2 million
tons in breakbulk cargo. Despite a 13% decline in volume in 2023 after 9 years
of growth, Ro-Ro cargo remains the most common type of cargo. Most of the Ro-
Ro growth is reflected in the revenues of the passenger segment. Ro-Ro cargo is
mainly transported on the routes between Estonia and Finland (Tallinn-Helsinki and
Muuga-Vuosaari), and most of it is carried by passenger ferries on the Helsinki route
(Fig. 1).

The decline in sales, along with the unfavorable conditions on the financial
markets led to a 38% drop in profit. The profit of the Port of Tallinn fell from 25.6
million euros in 2022 to 15.9 million euros in 2023 (Fig. 2).
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Fig. 1 Cargo volume of the largest ports on the eastern coast of the Baltic Sea, excluding Russia
from 2021 [3]

The general economic downturn and the Russia-Ukraine conflict, which had a
major influence on the transit of cargo to and from Russia, had the greatest effects
on cargo transport last year [14]. Despite the unfavorable market situation and the
crisis caused by the wars in Europe and Asia, the Port of Tallinn is working hard to
improve the quality of services and the user experience, with a focus on innovation,
the green agenda, and digitalization.

Passengers/Ro-Ro Terminal The Port of Tallinn is working toward a single data
entry point to improve the customer experience for passengers and shippers.
Electronic boarding signs, simple check-in procedures, shorter waiting times, and
efficient vehicle and truck queues are all provided by the port [15]. The Port of
Tallinn’s Old City harbor is the fourth busiest passenger port in North Europe [16].
This port is conceived and developed as a smart one. Smart port is an intelligent
system for passengers, which automates the vehicles traffic and shortens the time
passenger cars and trucks spent on harbor premises. It enables automatic detection,
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Fig. 2 Profit of the Port of Tallin per year 2019-2023 [14]
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Fig. 3 Taking snapshots of the vehicle and reading its key physical parameters (a); digital displays
for guiding the vehicles to the right gathering zone and waiting line (b) [16]

guidance, and check-in and loading processes of vehicles. Smart port is a globally
unique concept, which automates vehicles traffic (Fig. 3).

This concept of a smart passengers/Ro-Ro terminal combines various technolo-
gies, starting with number plate recognition, the barrier and automation system,
various sensors, and a check-in system that guides passengers and drivers to the
assembly and (dis)embarkation areas. Such a port has a significant impact on the
environment, as vehicles spend less time on the port site with their engines turned
on. This reduces emissions. Smart system enables the recognition of vehicle license
plates, both front and rear, pre-gate check-in, and guidance to the assembly area.
The system measures the weight, height, width, and length of the vehicle and
takes snapshots from different angles. This is important for safety and loading.
It enables the correct positioning of the vehicles on the ferries. This information
is then sent to the port management server. If the vehicle has a booking and all
the information is correct, it is routed to the automatic check-in line. If not, the
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Table 5 Port of Tallinn

. : . Feature Value
container terminals’ integral A Sh
features [16] rea a

Sheltered warehouses 8000 m?
Reefer containers 404 units

Vessel loading/unloading | 55-60 units/h
Queues total length 1 km
Trains traffic 4 per day

vehicle is routed to the manual check-in line. The vehicles are routed via intelligent
LED displays. By automating these processes, the port saves around 320,000 labor
hours per year. All of this optimizes the port’s operating costs and simplifies the
passenger experience by avoiding queues, reducing congestion and improving the
overall logistical process.

Container Terminals Muuga Harbor and Paldiski South Harbor are the two harbors
in the Port of Tallinn where containers are handled. With a capacity of 600,000 TEU
annually [17], the Muuga Harbor free zone is home to the most advanced container
terminal in the Baltic States region. Muuga Harbor is in an ideal location for a
container terminal, with easy access to highways, trains, and logistical hubs in the
hinterland. A larger free zone allows for more accommodating customs processes.
Additionally, the free zone contains an industrial park that permits the construction
of distribution centers. A mobile crane in Paldiski South Harbor can lift to 100
tons, which is used for loading and unloading containers. A considerable number
of containers are loaded onto roller trailers and cassettes and transported by Ro-
Ro ships through Paldiski South Harbor. The terminals key features are shown in
Table 5.

The timetable of cargo ships in the ports of Muuga and Paldiski can be viewed
on the web portal of the Port of Tallinn. However, actual arrival times may change
depending on the requirements of the shipowners, terminal operators, or the port.
The largest container, Ro-Ro, and general cargo terminal in Estonia is operated
by HHLA TK Estonia, which was established in 1996. HHLA TK Estonia’s state-
of-the-art facility is situated in the Muuga Harbor free trade zone, which is easily
accessible by water and land. This attracts the good’s flows across international
borders. To promote seamless and fast trade, HHLA TK Estonia offers its customers
a comprehensive range of services for the management of local and transit cargo via
the port in accordance with the widely accepted single-window system [18]. The
terminal’s management aims to guide development in a manner like Estonia’s post-
independence management, moving directly from analogue to fiber, while bypassing
some development stages [19]. Besides, Estonia and the German autonomous truck
developer Fernride are testing a special kind of autonomous port truck at Muuga
Harbor, and if the tests are successful, the Muuga project has the potential to
completely change how port operations are organized [20]. Fernride’s autonomous
port trucks are fully integrated into the routine port operations at the terminal, which
serves as a real-world test site. The remotely controlled trucks transport containers
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from the terminal to the ship and back again alongside conventional, human-driven
trucks.

6 Port of Koper

The Port of Koper is managed and operated by Luka Koper Ltd. Co., which was
granted a 35-year concession to manage the port in 2008. In 2021, the regulation on
the management of the cargo Port of Koper, performance of port activities, granting
of a concession, which came into force in July 2008, was amended to increase the
concession area of the port by more than 36 hectares (21 hectares for the maritime
part and 15 hectares for the land part of the port) and by 11.6 hectares in 2022. The
total port area measures 288 hectares, of which 117 hectares are open storage areas
and 51.8 hectares are closed warehouses. The quayside is 3475 m long, with berths
in three basins. There are 38 km of railway tracks in the port area, connecting each
terminal with the Koper freight station.

The Port of Koper is the most important port and logistics center in Slovenia
and is situated at the very northern point of the Adriatic. The strategic location
of the port is important for the national economy and at the same time provides
employment opportunities and contributes to the growth of regional and national
trade. From an international perspective, it represents an important maritime and
intermodal gateway for the markets in Central Europe.

The Port of Koper handles a variety of cargo types, including containers,
automobiles, liquid and dry bulk, and general cargo. It offers a wide range of
cargo handling, warehousing, and logistics services and places great emphasis on
customer satisfaction by providing customized logistics solutions that meet the
specific requirements of its customers and are delivered in a timely and reliable
manner. Luka Koper Ltd. Co. operates 12 specialized terminals, each of which is
designed for the efficient handling of different types of cargo. These terminals are
divided into five profit centers according to their operational and technological char-
acteristics. Among them, the Container Terminal (CT) is particularly noteworthy for
its technical, technological, and developmental advances. It is one of the largest and
most important container terminals in the Adriatic region, although it is relatively
small on a global scale. The Ro-Ro terminal is also very important at European
level, as it is the largest in the Mediterranean, ahead of Barcelona and Valencia,
which were years ahead.

6.1 Port Throughput and Financial Data

In 2023, the Port of Koper handled 22.3 million tons of cargo, a decrease of 5.8%
compared to 2022 (Fig. 4). The decline is due to general cargo handling, which
fell to 1.1 million tons. There were also less dry bulk and liquid cargo, as 5.29
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Fig. 4 Port throughput in 2019 till 2023 by type of commodity [21]

million tons of dry bulk cargo and 4.5 million tons of liquid cargo were handled.
However, growth was achieved in two key segments of port development, namely
containers and cars. Container handling totaled 1.066 million TEU, an increase
of 4.7% compared to 1.017 million TEU in the previous year. Growth in vehicle
handling was exceptionally high. With 916,728 vehicles handled, this segment grew
by 14.5%. Namely, in 2022, 801,036 vehicles were handled. A total of 1642 ships
arrived at the port, a similar volume to 2022. Additionally, 20,609 trains arrived at
and departed from the port, with 262,583 wagons being unloaded and loaded. The
share of goods transported by rail was 52%, and the share of goods transported by
road was the remaining 48%, with 422,811 trucks entering the port. Net revenue
in 2023 remained almost at the same level as in 2022 at EUR 312.8 million. The
EBITDA fell by 18% to EUR 93.7 million in 2023. The EBITDA margin fell to
30%. The EBIT was also lower in 2023 at EUR 60.9 million. Investments totaled
EUR 41.5 million, a decrease of 18% compared to the previous year [21].

Container, Ro-Ro, and Passenger Terminal Container, Ro-Ro, and passenger ter-
minals can be categorized as more vulnerable. They are traversed by complex cargo
and passenger flows. This is particularly pronounced in container transport, as each
container is a separate shipment and special security procedures are required to
recognize the potential threat. The container terminal covers 27 hectares and has
694.5 m of operational shoreline. The storage area measures 18 hectares, which can
store around 20,700 TEU in the offshore part of the terminal and 15,000 TEU in the
empty container depot. The maximum sea depth at berth is 14.5 m, which allows
the berthing of ships with a capacity of 15,500 TEU. There are a total of 11 STS
cranes, 4 super post-panamax, 4 post-panamax, and 3 panamax at the berths. For
the transshipment in the hold, there are 27 RTG cranes, while 4 RMG cranes are
used for the transshipment on the handling rails. The terminal has 5 handling tracks
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Fig. 5 Container and Ro-Ro terminal throughput in 2019 till 2023 [22]

of 700 m each. Trucks with containers and vehicles can enter the port through three
gates (gate 1 close to the city center, gate 2 in Sermin, and gate 3 in Bertoki).

Container throughput is increasing. In 2023, 1,066,096 TEU were handled
(Fig. 5). The 52% of the total TEUs were discharged, i.e., 552,629 TEUs. Compared
to 2019, throughput in 2023 increased by just over 11%. In addition to basic
handling from ship-terminal-vehicle and vice versa, several different services are
offered, such as stripping and stuffing of containers, cleaning, repairing, and
pre-trip inspecting of containers. Specialized services are also offered for reefer
containers and in combination with general cargo terminal stuffing and un-stuffing
of perishable goods. For reefer containers, they offer 24-h container monitoring,
the repair of containers, and the management of power generators (maintenance,
assembly, and disassembly).

A wide range of services is also offered at the Ro-Ro terminal. This terminal has
840 m of operational waterfront, with six berths and five Ro-Ro ramps. The terminal
offers 67 hectares of open storage space, where 34,000 vehicles can be parked. In
addition, there are 22.5 hectares of covered storage areas where 10,000 vehicles can
be parked. As rail transport is developing rapidly, the terminal has 15 tracks with a
total length of 7.1 km. In addition to loading and unloading services, the terminal
also offers its customers vehicle washing, pre-delivery inspections, repair services,
and services for the installation of additional equipment.

In 2023, 916,728 vehicles were handled at the Ro-Ro terminal (Fig. 5). A larger
proportion of the vehicles are loaded onto an RO-RO ship in the port. In 2023, this
amounted to 555,195 vehicles, i.e., 60% of the terminal’s throughput. Compared to
2019, when 705,993 vehicles were handled, the terminal achieved growth of 30%. In
2019, the ratio between inbound and outbound vehicles was almost equal, with 48%
of vehicles being inbound. The terminal is thus increasingly focusing on the export
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direction of European vehicles production, which come from factories in Hungary,
Slovakia, the Czech Republic, and Germany.

In addition to the container terminal and the Ro-Ro terminal, it is worth
mentioning the passenger terminal, which is developing rapidly and is subject to
higher security measures, as over 120 thousand passengers enter Slovenia via the
port of Koper every year. The terminal has a 420 m long quay and is located in
the very south of the port, close to the city center. The terminal does not currently
have an operational terminal building, but it is due to be built by 2028. As part of
this, new security measures and equipment will be installed as the cruise market is
expected to continue to grow [23].

6.2 Security Measures

The security measures in the Port of Koper are regulated by the Rules on Internal
Order at Luka Koper, which have been in force since April 2011. The port has
established a security system for the entire port area, which is managed by Luka
Koper Ltd. Co. The following physical security services are constantly provided
by port security specialists and by the national authorities: access control for all
vehicles and vessels upon arrival at the port, including intrusion prevention system,
7/24 video surveillance of the port area boundaries, and fire and accident prevention.
Only persons who have applied for and received a security pass in advance are
authorized to enter the port. The passes are issued to employees of the port, external
users, providers of agreed services and visitors and are non-transferable. Permits
are also issued for motor vehicles, which are linked to the owner of the vehicle. The
personal check at the entrance to the port includes a check of the validity of the pass,
and a search of personal belongings, a search of clothing, and a search of the vehicle
interior may also be ordered [24].

There are special restrictions in the border crossing areas by sea, which include
a 10-m-wide space next to the berth of an international ship and 50 m seaward.
Authorized persons with legitimate reasons are allowed to stay there. Only ships
that have received prior authorization from the Slovenian Maritime Administration
may enter the port. Ships may only moor at the designated berth unless there are
labor requirements or safety/security circumstances.

Specific measures are aimed at anti-terrorist measures, which are in accordance
with the SOLAS Convention, the ISPS Code, and the Regulation of the European
Parliament and the Council of Europe on increased protection of vessels and ports.
Photography of infrastructure and goods is prohibited in the port. Exceptions must
be requested from the security service. It is forbidden to bring weapons, explosives,
and dangerous substances into the port. Such entry also requires a permit, which is
usually issued to authorized persons from the state authorities.

Cybersecurity is also important for the smooth operation of the port and the
security of vehicles, people, and cargo. This refers to the transfer of information
between stakeholders via the Port Community System (PCS) and other telecom-
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munication links such as banking, e-mail, etc. To develop and test the operation of
cybersecurity, several international projects have been carried out in recent years,
such as 5SG-LOGINNOV, Infrastress, and LUKA.DT. The 5G-LOGINNOV project
has temporarily set up and tested a 5G network in the port. In collaboration with
actual IT, a replacement data center was set up and tested at a different location
as part of a project approach. This is a backup protocol in the event of a failure
of the primary data center in Koper to ensure the smooth operation of the port.
As part of the LUKA.DT project, a 3D model of the port was created to improve
video surveillance of the port and ensure a higher level of security processes. The
Infrastress project worked with partners to test cyber threat scenarios for liquid cargo
passing through the port, that is stored in the port’s hinterland. This expands the
scope of cybersecurity in the port, also in line with the requirements of Directive
(EU) 2022/2555 of the European Parliament and of the Council on measures for a
high common level of cybersecurity across the EU.

7 Findings from the Interviews and Surveys

After a detailed analysis of the available data in the businesses and security measures
related to IT/OT operations and cybersecurity in the ports of Tallinn and Koper, the
results of interviews and surveys with two experts leading the information safety
and cybersecurity teams in these ports are analyzed and presented in the following
sub-sections of the work.

7.1 The Interview Analysis

A Cybersecurity Expert at the Port of Tallinn The interviewed expert told us that his
job description includes everything related to the implementation of cybersecurity
standards, or rather information security standards, the handling of information
security incidents and information security education. When asked about the biggest
challenges in his job, the respondent said that it was the lack of human resources.
Administrators are usually busy, and it takes some time for some of them to
accept information security management and actions as a part of their regular job.
In response to our question about the level of digitalization in the port and the
correlation between digitalization and the risk of cyber-attacks, the expert told us
that the level of digitalization in the port is very high. He exposed that the Port of
Tallin is a smart port. They have digital displays with automatic signs for cars and
passengers; in terms of which lane to follow (i.e., where to go), automatic check-
in and therefore smooth embarkation and disembarkation. They have automatic
docking for some ships, while the contractors handle the cargo in the port. When
asked what model of cybersecurity management they use, he replied: “Mostly in-
house, while we outsource some services, such as penetration testing of some
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systems in the isolated environment.” To our question: how do you check the cyber-
security risk level of the port?>—Through internal or external audits? he replied:
“Through both internal and external ones. We do everything in accordance with the
Estonian Information Security Standard (E-ITS).” The E-ITS is a basis for dealing
with information security. The standard is written in Estonian and is compatible
with the Estonian legal system. It corresponds to the internationally recognized
ISO/IEC 27001 standard for information security management [25]. When we asked
about initial reports and recovery measures, the expert explained that they inform
the Estonian Information Systems Authority in real time if something happens.
They use a common platform for immediate reporting. If an incident could have
legal implications, they report it to the police. They have regular reporting twice a
year when they prepare and submit comprehensive reports. They avoid reporting
small incidents as these can statistically reduce the real indicators of the level
of security. When we asked him how he is informed about cybersecurity risks
and mitigation measures; through private companies, national bodies, professional
bodies, chambers of commerce, industry associations of professional bodies (such
as IMO, EMSA, etc.), the Internet, the press and/or scientific publications, he
replied: “All together.” He has mailing lists, shipping companies provide him and
his colleagues the information on technological developments, etc. Besides, there is
a very good cybersecurity community in Estonia through which they share relevant
information and knowledge.

A Cybersecurity Expert at the Port of Koper According to the Port of Koper’s
cybersecurity expert, the most important cybersecurity topics in the port are
education, compliance with regulations, the Internet of Things (IoT) segment, and
the implementation of additional measures for users and outsourcing partners. The
biggest challenges in securing the port’s cybersecurity processes were identified
as orchestrating all solutions, optimizing incident response times, implementing
new security measures for outdated solutions, and improving cybersecurity threats
regarding information sharing with other ports, terminals, and critical infrastructure
companies. The expert considered the port to be highly digitalized, but with a lot
of room for improvement. In his opinion, security is an important part of the digi-
tization process due to the high availability of the services offered and sometimes
even the lack of alternative non-digitized procedures. The port uses a combination
of in-house and outsourced cybersecurity management. The port conducts regular
penetration tests, social engineering exercises, and external and internal audits to
assess the level of cybersecurity risk. Cybersecurity incidents are reported to the port
management and the national cybersecurity body “SICERT” (only if an incident
has an impact on critical infrastructure services). Risk assessment is carried out
on an annual basis. Reporting to the executive board is weekly. The cybersecurity
expert is informed about cybersecurity risks and mitigation measures through
the national unit SICERT—IOC MISP integration, Security Operational Center
providers, security solution provider mailing lists, threat intelligence sources, and
Internet OSINT tools. According to the expert, the port has physical security of data
centers, access control management (MFA, PAM, etc.), staff awareness (training and
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internal rules), backup management, regular security audits, encryption capabilities,
IT risk management, antivirus, antimalware, antispam solutions, etc.

7.2 The Survey Analysis

A Cybersecurity Expert at the Port of Tallinn The Port of Tallinn has a high level
of digitization; on a scale of 1-5, the expert rated it 4. On the same scale, his
rating of port employees’ knowledge of cybersecurity was 3. When asked how much
attention the port pays to cybersecurity, he gave the maximum estimate. He expects
the number of cyber-attacks to increase in the future as digitalization increases. The
main reasons are political (e.g., war in Ukraine), financial, the maliciousness of
hackers, or a combination of all of these. The main problems with cybersecurity are
the lack of knowledge and willingness of stakeholders to adopt new technologies,
as well as the lack of legislation and regulation, due to his opinion. When asked
how he would rate the risk of a cyber-attack on disruption of ship and/or fleet
operations, theft of ship/cargo, damage to port/cargo handling equipment, harm to
the environment, a ground of a vessel, ship collision, and physical injury or loss of
life, on a scale of 1-5, he gave a score of 1 in all cases. He mentioned that level
of ships autonomy is still at relatively low level. Consequently, it can be concluded
that the level of risk of a cyber-attack on the Port of Talin is under constant control
and therefore the danger is reduced. The port has a well-defined cybersecurity
plan with more than 1500 measures, some of which are ready for implementation
and some of which are in the preparatory phase. The following security schemes
are applied in the port: ISO 9001, ISO 27001, NIS2 directive (extended version;
based on German standards), Estonian Information Security Standards (EISS), and
Information Technology Infrastructure Library (ITIL). The interviewer is familiar
with the following standards ISA/IEC-62443, ISO/IEC 17799:2005, ISO 20858,
ISO/IEC 27001, Information Security Forum, CobIT and Information Technology
Infrastructure Library (ITIL). All of this is evidence of the port’s good preparedness
in terms of cybersecurity prevention and response.

A Cybersecurity Expert at the Port of Koper The Port of Koper has a well-defined
cybersecurity management plan. The following security schemes are covered under
the Cybersecurity Plan: ISPS, ISO 9001, SOLAS/MARPLE standards (more on the
physical side), including customs and financial authority regulations. The respon-
dent is familiar with security standards such as ISO/IEC 17799:2005, ISO/IEC
27001, CoblT, and Information Technology Infrastructure Library (ITIL). Accord-
ing to the respondent, there will be a rise in maritime cyber-attacks in the future.
Concerning the query: how likely is each of the (listed in the survey) outcomes in
the event of a cyber-attack on the Port of Koper? He came up with the following
assessment on the scale 1-5: theft of ship/cargo (4), damage to port/cargo handling
equipment (4), harm to the environment (3), physical injury or loss of life (2), and
disruption of ship and/or fleet operations (1). On a scale of 1-5, he rated the level
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of overall awareness of cyber risks in the Port of Koper as 4. On the same scale, he
rated the level of cybersecurity knowledge of the port employees at 4. He rates the
Port of Koper’s attention to cybersecurity as very high (4 out of 5).

8 Conclusions

The Ports of Tallinn and Kopar are in different geographical locations, function in
different geo-political environments, and have similar yearly throughput but they
achieve different performances in container and passenger business. Both ports are
highly digitalized and therefore exposed to a significant degree to the risks of cyber-
intrusions. In discussions with the main information safety and cybersecurity experts
at these ports, we found that both ports attach great importance to protection against
cyber risks. They have regular internal and external audits, follow procedures,
and strive to keep up to date with the latest legal, operational, and technological
standards for early detection of intrusions and neutralization of the attacks. Experts
believe that the key to cybersecurity is people, their level of education, cybersecurity
skills, and clearly delegated responsibilities. The question also remains whether
to train all port staff in cybersecurity measures, or to specialize a certain number
of people, who would deal exclusively with cybersecurity, or to find an optimal
combination of both processes running in parallel.

The experts believe that there are many overlapping laws and regulations, while
some areas of cybersecurity are under-researched and not driven by appropriate
solutions. However, there should be greater harmonization of standards and leg-
islation. There should also be closer cooperation between scientific institutes and
ports, both nationally and internationally. Penalties for cyber-attacks and insurance
against them are a major issue and deserve more attention in upcoming research.
All this opens a whole range of cybersecurity sociological, psychological, and
ethical concerns that are currently quite unresolved and should attract more research
attention in the future.
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Appendix
Interview Questions

Q1. You work on cybersecurity topics at the Port of Tallinn. Can you briefly tell us
what your job entails?

Q2. What do you consider to be the biggest challenge in your work?

Q3. How would you rate the level of digitalization of the Port of Tallinn on a scale
of 1 (lowest) to 10 (highest)? According to your experience, in what kind of
correlation are the level of digitalization and the level of cyber risks? Can you
elaborate on this?

Q4. Which model of cyber-security management do you adopt?—In-house, out-
source, or other.

Q5. How do you check the cyber-security risk level of the port?—Through internal
or external audit?

Q6. Do you report on the cyber-security risks and incidents? If yes, can you tell us
how often (daily, monthly, trimester, semester) and to whom (port management,
police, customs, insurance companies, banks and financial institutions, contrac-
tors and stakeholders, chamber of commerce, etc.).

Q7. How do you get informed about cyber-security risks and mitigation
measures?—Thanks to security consultants (private companies), national bodies,
professional bodies, chamber of commerce, industry associations of professional
bodies (like IMO, EMSA, etc.), Internet, press, scientific publications?

Q8. What are your plans for closer cooperation with your partners in terms of
cybersecurity?

Survey Questions

Q1. How would you rate the level of awareness of cyber risks in the Port of Tallinn?
(1-5).

Q2. How would you rate the Port of Tallinn employees’ level of knowledge in
cybersecurity (1-5).

Q3. How much attention does the Port of Tallinn pay to cybersecurity? (1-5).

Q4. Do you expect the number of cyber-attacks in maritime to increase in the future?
Y/N
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Q5. In your opinion, what are the main motives for cyber-attacks?

Money

Political motives

Malicious hackers’ mental issues
Combination

Other

Q6. Kindly rank (1-3) the following cybersecurity concerns:

Lack of regulations 1 (less important, if two other are in place)
Lack of knowledge and understanding regarding cybersecurity issues
Lack of the stakeholders’ support in developing cybersecurity infrastructure

Q7. How likely is each of the consequences in the case of a cyber-attack in the Port?
(1-5)

Disruption of ship and/or fleet operations
Theft of ship/cargo

Damage to port/cargo handling equipment
Harm to the environment

A ground of a vessel

Ship collision

Physical injury or loss of life

Q8. Does the Port of Tallinn offer a well-defined cyber-security management plan?
Please select the correct answer.

Yes
No
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Q9. Which security schemes does your cyber-security plan cover? Please select the
appropriate items.

ISPS (more on the physical side)

ISM (more on the physical side)

1SO 9001

I1SO 17779

1SO 27001

1SO 28000

NIS2 Directive (EISS extended version; based on German standards)

Council Directive 2008/114/EC on the identification and designation of European critical
infrastructures and the assessment of the need to improve their protection

SOLAS/MARPLE standards (more on the physical side)
Secured regulations (e.g., PCI Data Security Standard)
Customs and financial authorities’ regulations

Other

Estonian Information Security Standards (EISS)
Information Technology Infrastructure Library (ITIL)

Q10. What is the port’s status regarding the following security activities? If the item
is covered, please tick the appropriate box.

Physical access using smart cards
Physical access using plastic-based ID cards
Physical access—automatic check-in (tickets)

Use of different authentication technologies for physical access (e.g., proximity cards,
smart cards, biometrics)

Use of intrusion detection systems

Up-to-date antivirus and antispam filters

Use of firewalls

Other: Automatic—security log analytic server
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Q11. Which security standards are you aware of? Check the appropriate box(es).

SIRE/ATB Inspections

ISA/IEC-62443

US Barge and Inland ATB Inspection Request
EBIS Inspection

ISO/IEC 17799:2005

ISO 20858

ISO/IEC 27001

Information Security Forum

CobIT

Information Technology Infrastructure Library (ITIL)
Capability Maturity Model Integration (CMMI)
SEISMED

None of the above

Other
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Simulating Cyber-Attacks ®)
on the Unmanned Sea-Surface Vessel’s Chck for
Rudder Controller

Igor Astrov and Sanja Bauk

1 Introduction

The sea is an ecosystem that is vital to life on our planet. It produces up to
half of the world’s oxygen supply, absorbs carbon dioxide from the atmosphere,
supplies nearly three billion people with essential protein, controls the planet’s
temperature, and provides a variety of other resources that are used by humans.
Maritime transport is the safest and the most effective in moving goods and raw
materials around the world, and therefore it facilitates about 80% of world trade.
However, significant pressures from climate change, ocean acidification, sea level
rise, fluctuating fish stocks, natural and man-made disasters, and other factors pose a
threat to the sustainability of marine habitats and coastal communities. Furthermore,
a dilemma facing the maritime industry and business in the current digital era
is its relative lack of digitalization when compared to other spheres of economic
activity. For instance, the aviation industry, being the closest to the maritime one,
has a significant advantage in terms of digitalization. Namely, there are millions of
registered drones, but very few autonomous research, passenger, cargo, and military
vessels [1-3].

What could be the reasons for this? Maritime is older than aviation and
consequently more conservative. The regulation is not unique, and even where it
is in place, it is not always adhered to. Almost all countries in the world have
signed the SOLAS (Safety of Life at Sea) Convention, but there is about a third
of non-SOLAS vessels like fishing boats, pleasure yachts, and small cargo vessels
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sailing in international sea waters. In addition, there is a lot of competition in the
shipping sector, and some players are hesitant to publicly disclose information that
is essential to their sustainability performance. Digitalization also brings with it
the risk of cyber-attacks. Investments in digital assets are huge, while the return on
revenue is vague. Therefore, the stakeholders are reluctant toward faster diffusion of
emerging technologies. This could explain, to a certain extent, relatively slow pace
of digitalization in shipping and port logistics on a global scale.

However, the acceleration of digitalization in the maritime sector began with
the commercialization of the Internet. In the early 1990s of the twentieth century,
ECDIS (Electronic Chart Display and Information System) appeared on ships as
an interface to the integrated bridge system. With the digitalization of navigation,
the ship’s propulsion system is also becoming increasingly digital. The navigation
bridge and the ship’s mechanical complex are increasingly becoming like computer
centers for collecting, processing, storing, and displaying data for safe, effective,
and efficient navigation. In a relatively short time, there has been a diversification
between IT (Information Technology) and OT (Operation Technology), and now we
are moving again toward their convergence. These processes are monitored by land-
based remote operation centers (ROC) and VTS (Vessel Traffic Service) centers
as well as satellite CNS (Communication, Navigation, and Surveillance) systems.
In ports, administrative tasks and some operational processes are being digitized
and/or digitalized as physical and computer systems increasingly merge. Today,
major seaports are using EDI (Electronic Data Interchange), PCS (Port Community
System), SW (Single Window), and ELM (Electronic Logistics Marketplace). The
Internet of Everything (IoE) appears in the second decade of the twenty-first century,
further connecting the virtual and real worlds while allowing parallel micro and
macro control and management [4]. Programs and data are being moved from
data centers on ships, traffic control centers, and ports to the Cloud. As a result,
the amount of data collected in real time is growing exponentially, opening new
fields of big data and OSINT (Open-Source Intelligence). Big data and OSINT
open opportunities to gain a more detailed and comprehensive insight into real-
world processes in general, including in the maritime industry. Work is underway to
develop underwater data collection and processing centers to make them more cost-
effective and energy-efficient. Big data and OSINT will enhance the development
of digital twins of ships and ports (sub-) systems, further strengthening the link
between the real and virtual worlds. This is followed by the development of
automated expert systems based on machine learning and artificial intelligence. The
maritime digitalization corps includes surface and underwater vessels with varying
degrees of autonomy. These vessels are remotely controlled, and some can operate
completely autonomously for a period. Most vessels cooperate with underwater
and air assets such as drones and low-orbit pseudo-satellites [5]. Digitalization in
shipping and port logistics is moving in several directions, with increasing emphasis
on the hazardous operation of complex systems in maritime. As digitalization
increases, so does the risk of cyber-attacks. As a result, efforts are being made to
detect and prevent various types of cyber-attacks in maritime.
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The following parts of this chapter are structured to provide a brief overview
of the ECDIS, integrated navigation bridge, e-navigation, recently developed
autonomous sea-surface vessels, and autopilot concept as verticals toward maritime
industry digital transformation. Finally, the cyber-attacks, on the rudder’s controller
of the USV “Nymo” with a known mathematical model are simulated and countered
by optimizing the rudder’s control system as an example of avoiding a tentative
cyber-attack.

2 Electronic Chart Display and Information System (ECDIS)

Navigation has been revolutionized by ECDIS (Electronic Chart Display and
Information System). An ECDIS is a system that displays hydrographic information,
which is combined with information provided by electronic position-fixing systems,
GNSS (Global Navigation Satellite System), radar (Radio Detection/Direction
and Ranging), ARPA (Automatic Radar Plotting Aid), etc., to assist in the safe
navigation of the vessel. An ECDIS consists of the Electronic Navigation Chart
(ENC) as a data file, and the Electronic Chart Display Equipment (ECDE) hardware.
In addition, ECDIS is a system that can store and use information from a List
of lights, Sailing directions, Tide tables, etc., together with the electronic charts.
An Electronic Chart System (ECS) is a generic term for equipment that displays
electronic charts, but which does not satisty the SOLAS Convention requirements.
The IMO (International Maritime Organization) stated that ECDIS shall be a
system that contributes to safer navigation; can replace ordinary paper charts;
shows all the necessary information for safe navigation; contributes to simpler chart
updating; reduces the workload on the bridge; gives the necessary alarms regarding
system error; integrates navigation information such as those obtained by GPS
(Global Positioning System), radar, ARPA, AIS (Automatic Identification System),
gyrocompass, echo sounder, VDR (Voyage Data Recorder), and alike; and, has at
least the same availability and reliability as paper charts [6—11]. More specifically,
some of the key features of ECDIS are as follows:

e At any time, it shows the ship’s position on the chart, in true motion with or
without radar overlay or ARPA integration in one display.

* Uses the chart information necessary for safe navigation.

e Updates the chart by satellite or VHF (Very High Frequency) link and thereby
increases the speed of updating.

¢ Allows automatic chart updating.

* Provides anti-ground warning.

* Gives tide-corrected depth contour.

» Offers storing in a “black box” the ship’s navigation data for a certain period.

* Gives detailed information about lights, buoys, beacons, etc., by pointing to the
chart symbol.

e Varies the chart scale according to navigation conditions.
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e Varies the chart colors depending on the day or night navigation.
* Shows the ship in true size in narrow and difficult areas and conditions, etc.

Presenting navigational chart information on radar displays and or on special
navigational displays is not a new idea. In the 1970s of the past twentieth century,
several manufacturers offered such a system. Due to the technical limitations and
high prices, even the most sophisticated of these early systems were only delivered
in small numbers to ships. The Nordcontrol Databridge was one of the early systems
providing limited chart information on the radar display. Another system with
this capacity was the Mitsubiski Tonac. The early integrated navigation systems
which had the possibility of displaying a limited amount of chart information used
the Navy Navigation Satellite System (NNSS), Decca, Loran, radar positioning,
astronavigation, terrestrial navigation, or Dead Reckoning (DR) to position the
ship. The more advanced of these earlier integrated navigation systems consider the
position information from several sources, for example, NNSS and Decca, NNSS
and Loran, NNSS and DR, etc. For the professional navigators, who knew the
system’s limitations and always took these into account, these systems provided
great assistance to navigation on many ships and certainly made navigators’ jobs
easier and more interesting. The early systems like today’s ECDIS, if used by
untrained/unqualified personnel, pose a threat to the ship and crew and other ships
and the environment. Unfortunately, the new systems have not been made easier to
use than the earlier ones. The complexity of today’s system poses a threat and far
more attention and resources must be put into Human Machine Interface (HMI)
to make the system more user-friendly for the navigator. Electronic charts have
been used in military applications for several decades. However, it was not until
November 1988 that the International Hydrographic Organization (IHO) set up a
working group to develop specifications for chart symbols and color definitions that
could be evaluated by the hydrographic offices, ECDIS users, and manufacturers.
Considering the many occurrences of running aground because the navigator had
lost an overview of the position, the authorities started several projects to investigate
the possibilities of developing a new navigational concept based on electronic
charts. This was regarded as an anti-grounding system, which in coordination with
the anti-collision system (radar/ARPA) was to be the “perfect” navigation system.

An ECDIS is just as reliable as the user’s knowledge. The ECDIS must be
connected to the ship’s position-fixing system like GPS, to the gyro compass, and
the speed log. If one of these sensors is not active, the ECDIS is not compliant
with the IMO Performance Standard. Depending on the ship’s type and age
additional equipment such as a Voyage Data Recorder (VDR), Bridge Navigation
Watch Alarm System (BNWAS), and Bridge Alarm Management System (BAMS)
might be mandatory, while supporting systems such as DGPS (Differential Global
Positioning System), radar/ARPA, autopilot, echo sounder, AIS or VDES (VHF
Data Exchange System), Navtex (Navigational Telex) or NAVDAT (Navigation
Data) [12], communication systems (satellite/mobile), wind sensor, slave ECDIS
display, SW-key (or so-called dongle), external data files, etc., might be included.
One can choose between many different designs of ECDIS.
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Today the ECDIS system is often connected to an integrated bridge system or
forms a part of this system, which integrates radar, ARPA, autopilot, positioning,
routing, log, gyro, etc. An integrated bridge system allows these systems to work
as “one system,” while several options for “automatic sailing” became available
to the navigator. In such an arrangement, ECDIS should not be considered as a
separate functional block. Instead, chart functions are embedded in a multisensory
multifunctional navigation environment which pre-selects correlated information
for presentation. The appearance of integrated navigation has resulted in a more
sophisticated approach to systems in terms of increased functional capabilities.
However, the increased degree of integration between previously independent
systems and equipment means that there are complex linkages, dependencies, and
inter-relationships with an integrated navigation system.

3 E-Navigation

E-Navigation is an IMO initiative that aims to integrate existing and new ship-
board and shore-based navigational tools into an “all-embracing system.” It is an
operational concept for marine navigation as a collaborative arrangement between
onboard and land-based navigational facilities continually cooperating via broad-
band communication channels. The core objectives of e-Navigation approved by
IMO have the following tasks:

» To facilitate safe and secure navigation of vessels having regard to hydrographic,
meteorological, and navigational information and risks.

e To facilitate vessel traffic observation and management from shore/coastal
facilities, where appropriate.

¢ To facilitate communications, including data exchange, among ship-to-ship, ship-
to-shore, shore-to-ship, shore to shore, and other users.

» To provide opportunities for improving the efficiency of transport and logistics.

» To support the effective operation of contingency response, and search and rescue
services.

* To demonstrate different levels of accuracy, integrity, and continuity appropriate
to a safety-critical system.

e To integrate and present information onboard and ashore through a human—
machine interface which maximizes navigational safety benefits and minimizes
any risks of confusion or misinterpretation on the part of the user.

» To integrate and present information onboard and ashore to manage the workload
of the users, while also motivating and engaging the user and supporting
decision-making.

» To incorporate training and familiarization requirements for the users throughout
the development and implementation processes.

» To facilitate global coverage, consistent standards, and arrangements, and mutual
compatibility and interoperability of equipment, systems, symbology, and oper-
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ational procedures, to avoid potential conflicts between users, and support
scalability, to facilitate use by all potential maritime users.

If we go back now to the on-board decision-making, depending on the ship posi-
tion, i.e., at open sea, coastal, or restricted waters, the navigator may select between
several sailing options. Here are some examples of possible sailing solutions found
on an integrated ship bridge system (possibly within the e-Navigation framework):

* Course Mode: 1t is a sailing mode normally used in open waters and for long-
distance sailing, as this mode will give the shortest distance between two points.
No correction for offset is made, but the ship will head to the destination.

* Corrected Course Mode: 1t is used in waters where it is necessary to correct
for wind and current. Correction of offset is made, but no attempt to follow the
original planned track is made.

* Track Mode: In this mode, the system will calculate the optimal path back to the
planned track. Track mode is used in restricted waters whenever it is important
to stay exactly on the planned route.

For a professional navigator, it’s a matter of course that the route selected for
actual sailing is properly checked before it is activated and used for actual sailing.
Parameters used when planning the route must still be valid to maintain required
safety margins, if not the route may have to be changed before it can be used
safely. Examples of parameters, that may have changed after the selected route was
programmed, are ship draught, position accuracy, engine reliability, steering gear
reliance, etc.

Navigation with an ECDIS system, especially when the ECDIS is connected to
an integrated bridge system, and e-navigation facilities, changes the work situation
for the navigator a lot. A good working ECDIS reduces the navigator’s workload
a lot, especially when connected to a properly working integrated system, then the
navigator’s role is changed from actually doing the various tasks to monitoring these
tasks. Seen from a safety point of view, this should be very good since it gives the
navigator more time to check important parameters and monitor the traffic more
closely. Sailing with the ECDIS system, as a part of an integrated bridge system,
within the e-Navigation environment, requires a highly qualified navigator with
a positive skepticism toward computerized systems, which can overcome serious
technology overreliance issue.

4 Unmanned Sea-Surface Vessels (USVs)

The maritime industry has been implementing technological advancements related
to autonomous ships since the 2010s. Autonomous vessels aim to decrease the
number of ship accidents, the majority of which are believed to be caused by
human factors. According to Nakashima et al. [13], whose work consider several
previous studies, with autonomous vessels where the crew workload is reduced,
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fuel efficiency is improved, and cargo holds are expanded through the removal
of the navigation bridge and crew premises. This creates a space for greater
freedom in ship design. Furthermore, autonomous vessels eliminate seafarers’
family separation and social isolation, along with hostage situations with pirates.
Nevertheless, there are numerous obstacles in the way of putting this new technol-
ogy and strategy into practice. Some of these concerns are high implementation
risks, vague return of investment, economic feasibility, legal framework, COLREG
(International Regulations for Preventing Collisions at Sea) for autonomous vessels,
diffusion dynamics, subsidies for manufacturers and demonstrators, etc. As systems
become more autonomous and complex, the risk of cyber-attacks increases. Thus,
the main objective of this chapter will be to simulate a cyber-attack on the rudder
controller of the autonomous ship “Nymo,” along with an attempt to mitigate it.

The study [13] indicates that semi-autonomous navigation will be introduced in
2034 in Japan, while fully autonomous navigation will be introduced in 2045. Key
stakeholders in this process are identified following entities:

e The producers (shipyards, producers of marine equipment, and other businesses)
who create technology and carry out research and development for autonomous
ships.

» The shipping firms that buy the ships and offer maintenance services.

e The decision-makers (government, classification societies, and other outside
parties) who back the growth of industry and the achievement of scalable, safe
maritime transportation.

These days, a few unmanned and autonomous ships are employed for commer-
cial, military, and research objectives. Some of these are introduced below:

* The self-sufficient, short-range, zero-emission cargo ship Yara Birkland was
designed by Yara in collaboration with Kongsberg [14]. It can hold 120 twenty
equivalent unit (TEU) containers and travels along the Norwegian coast. This
self-sufficient ship is being used to transport mineral fertilizer from Yara’s
Porsgrunn production facility to the nearby export port of Brevik. Its maximum
speed is 15 knots, and its length is 80 m.

* Another autonomous vessel, the Maxlimer from SEA-KIT, successfully finished
its maiden voyage in 2019 between the UK and Belgium. It is 11.75 m long. It
was the first ship of its type to be certified by Lloyd’s Register for unmanned
marine systems in 2021 [15].

e Large Unmanned Surface Vehicles (LUSVs) and Extra Large Unmanned Under-
sea Vehicles (XLUUVs) are being developed by the US Navy to carry a variety
of military payloads [16].

* The Chinese autonomous mother ship Zhu Hai Yun, which can launch swarms of
unmanned aerial, surface, and underwater vehicles for observation and research,
should also be mentioned. Zhu Hai Yun’s aluminum hull has a gross tonnage of
2548 tons and dimensions of 88 m by 14 m. The vessel can reach a speed of
18 knots thanks to its diesel-electric propulsion system, which consists of two
generators, two azimuth thrusters, and emergency batteries [17].
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e The Mayflower autonomous vessel, built by IBM and MarePro, should not be
disregarded. This is an experimental ship. Without a crew, it made the 40-day
trip from Plymouth, UK, to Halifax, Nova Scotia, in 2022 with success. The
ship is made of aluminum and composite materials; measures 49 ft long by
20 ft wide and weighs about 5 tons. After the Mayflower’s 3500-mile voyage,
interested parties had access to an online dashboard with a wealth of real-time
data, including live video, energy consumption, speed, and weather. Even though
the main goal of this autonomous ship is oceanographic research, it was built for
scientific experimentation [18].

* Furthermore, the autonomous surface ship KASS, which is being constructed in
South Korea, is still in the development stage as of 2025 [19].

e It is appropriate to mention the Rolls-Royce AAWA multipurpose ocean-going
reduced crew ship here. This vessel is expected to be completely autonomous by
2035 [20, 21].

* Lastly, a start-up company MindChip, and the Tallinn University of Technology
developed the USV known as Nymo. This catamaran is used for both environ-
mental monitoring and parcel transportation. This 200 kg, 2.5-m-long vessel
can carry up to 100 kg of cargo and travel 50 km at a time. In this work,
simulation experiments with the rudder’s control system cyber-attack intrusion
and neutralization are conducted using the mathematical model of this USV and
the appropriate software tools available in the MATLAB/Simulink environment.

5 Autopilot

The autopilot is a common component of all the advanced navigation systems that
have been introduced so far. Early in the twentieth century, the development of the
gyro compass coincided with the creation of the first automatic steering system. The
system was first installed on navy ships alongside the gyro compass, and eventually,
they were referred to as autopilot or gyro pilot. It spread throughout the merchant
navy and fishing fleet in the 1950s and 1960s. The magnetic or gyro compass
could be the source of connection for the system. The autopilot’s installation had a
significant impact on bridge procedures, and initially, there was a lot of doubt about
the possibility of reducing safety and alertness. When the ship was operating on
autopilot, poor lookout led to multiple accidents and groundings. A system failure
that resulted in incorrect rudder movement also occurred. The operator had limited
time to prevent deadly mishaps in narrow waters. As a result of numerous anomalies,
procedures, and regulations were developed on board to guarantee the autopilot
operated safely. Simple autopilots are currently widely manufactured and can be
found on many recreational boats as well as the smallest fishing boats. Additionally,
advancements have been made toward far more sophisticated steering systems, like
adaptive autopilots and DP (Dynamic Positioning) systems. In the early 1970s,
Nordcontrol (later renamed Kongsberg) pioneered waypoint tracking and integration
with its sophisticated Databridge system. The cost of the most sophisticated DP
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systems can reach several million USD, while the most basic autopilots cost around
100 USD. The old distinctions between the DP and autopilot systems are also going
to be eliminated because of the development [22].

Autopilots are increasingly being connected to navigation systems regularly. The
conditions are ideal for integration if we have an autopilot with waypoint tracking
(“track pilot”) and an ECDIS (perhaps even an ECS). We often refer to these
autopilots as adaptive. Normally, the autopilot will prioritize the course based on
signals from the compass. The autopilot will additionally receive information from
the navigation system about deviations from the route that is planned in the ECDIS if
the system’s track mode is enabled. “Cross-track error” is the term for this deviation,
which is frequently shortened to “XTE.” For instance, the autopilot will respond
with a port rudder if the ship deviates too far from the starboard of the intended
course, and the system will alert the user with a starboard XTE. After that, the
ship will proceed along the intended course. However, it is possible that the rudder
controller could be the target of a cyber-attack and the autopilot could be disrupted.
In this case, it will send the wrong message to the rudder, which could result in a
stroke, collision, and/or sinking of the USV (Fig. 1). Therefore, we shall carry out
some simulation experiments with fictitious cyber-attacks, including mitigation of
their undesired effects in the next section.
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Fig. 1 Autopilot as a target of a cyber-attack. (Adopted from [22])
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6 Simulation Experiment

At Tallinn University of Technology (TalTech), during a time one of the study fields
has been the research of simulation models of the USVs [23-28]. Later, such an
area as simulation experiments of cyber-attacks on USVs appeared [29]. Consider
the model of the USV (Fig. 2). A rudder deflection causes the yaw perturbation of
the USV.

The heading angle ¥ can be calculated so

T

V() =v(0) + /Or(t)dt ey

The transfer function from the input rudder angle § to the output heading angle
Y is obtained as [30].

n»
V& = o +as @

where

ny =0.1;dy =6.65;dy = 1.

6.1 Rudder Control System

The control problem for the model of the USV is now turned into a control problem

by using rudder angle § as control input for controlling the heading angle . Using
the next replacement x| = y, we convert (2) to the next system of equations

Xp = x2 3)

X2 = —0.15x2 + 0.0156 4)

For the system (3)—(4), the Hamilton’s function has the form

H = fip1 + frem Q)

Fig. 2 The USV reference A y
system

L
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where

fi=x

f, = —0.15x, + 0.0155.

From (5), we find

oH

=t =0 6
@1 o (6)
i oH
¢ =——=—¢1 +0.15¢ @)
0x2

The general solution of the system (6)—(7) with respect to ¢, can be written so
@2(t) = C1 + Cr" (8)

where C1, C, are the constants. Using the general solution (8), we can determine the
number of sign changes of the function ¢,. Note that the function ¢,(¢) at C; = 0,
C, =1 is an increasing curve passing through the point (0, 1) and approaching the
abscissa without limit. Thus, the function ¢;, and therefore the optimal input control
8, can change sign no more than once during the transient process. Let us find the
equations of the phase trajectories of the system (3)—(4). The equations (3)—(4) can
be rewritten as

dxq
- 9
7 %2 )
d
2 0.15x +0.015 (10)
dt
Transforming (9)—(10), we get
Xadxp
dx; = 11
1 T015x + 0.0155 1D
Having put § = — 1, we rewrite (11) so
d
dx; = 1240 (12)

—0.15x — 0.015
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Integrating (12), we get

X1 — X — = (2 _xdxy
Sopdxi=x1—x10= [} 005055 = (13)

= T (14103, — In (1 + 10x2) — 1 — 10x0 + In (1 + 10x20))

Putting x19 = x29 = 0 in (13), we get a left branch of the switching line equation
of phase trajectory passing through the origin of coordinates

X1 = —6.65x2 + 0.665In (1 4 10x2) (14)
where
x2 >0, =—1.
Similarly, the equation of the right branch of the switching line has the form
X1 = —6.65x2 — 0.6651In (1 — 10x2) (15)
where
x2 <0,6 =+1.

Combining the equations (14)—(15) and denoting the points belonging to the
switching line with a symbol ., we obtain

xf = —6.65x3 4 0.665sign (x3) In (1 + 10|x3 ) (16)
Therefore, optimal control is defined as follows
8 = K sign (yq + x — x1) a7

where K is a constant, yq is the desired heading angle, x| is calculated by the
formulas (3) and (16), x; is a current value of the heading angle in the control
feedback branch. This equation (17) determines the control law as a function of
phase coordinates. The control system configuration to regulate the input variable §
with using a relay control system is thus designed, to have the next structure (Fig. 3).
The input and output signals are shown in Figs. 4 and 5, respectively. This control
system allows high accuracy to achieve smooth and fast stabilization of the heading
angle.
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Fig. 6 Simulink-style block diagram of the USV with relay controller with disturbances

6.2 Simulation of Cyber-Attack

The adversary can attack the system on any control system component. This attack
is propagated through the control system and modifies the value of the control signal
in some random manner. The effect of a cyber-attack can be modeled as adding the
arbitrarily shaped periodic signal having a sawtooth waveform to any control system
component. The actual measurement 1/, is related to the noiseless output ¥, with v
is a measurement noise so (Fig. 6)

Va (1) = Yn (1) +v(7) (18)

Consider now a feedback system with a disturbance occurring at the input side
of the plant as illustrated in Fig. 5.

8a (1) = 8n (1) + w (1) 19)

Given the model of the USV is a model with noises, it is hard to define a simple
control system that follows a reference under all conditions. The control system
configuration is the same as considered before, i.e., using a relay control system
(see Fig. 6). The desired heading angle ¥rq4 = 12 deg, the waveform w that repeats
every 1 s from the start of the simulation and has a maximum amplitude of 0.005,
and the waveform that repeats every 1 s from the start of the simulation and has
a maximum amplitude of 0.008 from (18) to (19) for system (2) and were applied
during this maneuver. Noisy input and output signals are shown in Figs. 7 and 8,
respectively. The control of the USV in such conditions becomes quasi-optimal.
This control system maintains control accuracy within a 5% limit but appears to
have oscillatory movements to the left and right of the chosen course.



Simulating Cyber-Attacks on the Unmanned Sea-Surface Vessel’s Rudder Controller 97

51 (deg)

4 S e e

s 1

5 1 1 1 1 1 1 1 1
0 10 20 30 40 50 60 ) 80
Time (s)

Fig. 7 Rudder angle of the USV with disturbances

Fig. 8 Heading angle of the USV with disturbances

6.3 Simulation of Cyber-Attack Prevention

The control system configuration is the same as considered before, i.e., using a relay
control system with the addition of a Kalman filter (see Fig. 9). The desired heading
angle ¢¥q = 12 deg, the waveform w that repeats every 1 s from the start of the
simulation and has a maximum amplitude of 0.005, and the waveform v that repeats
every 1 s from the start of the simulation and has a maximum amplitude of 0.008
from (18) to (19) for system (2) were applied during this maneuver. The Kalman
filter matrix gain L is designed so that the continuous, stationary Kalman filter:

Xe=AX.+BU + LY —CX.— DU) (20)
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Fig. 9 Simulink-style block diagram of the USV with relay controller and Kalman filtering
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Fig. 10 Rudder angle of the USV with Kalman filtering
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produces an optimal estimate X of vector X. The matrices A, B, C, D and vector L
in (20) are calculated so
A —0.1504 0 ’
1 0

B=|:1:|,C=[O 0.0150], D =[0],

0.0031
L= [0.6517} '

Filtered input and output signals by the Kalman filter are presented in Figs. 10
and 11, respectively. The use of the Kalman filter demonstrates the ability to reduce
to a negligible level the impact of sawtooth waveform noises caused by cyber-
attacks’ influence on the USV.
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Fig. 11 Heading angle of the USV with Kalman filtering

7 Conclusion

A simulation of a cyber-attack during a maneuver of the USV’s course alteration
using MATLAB/Simulink was carried out. The control system for the USV is
designed so that the asset can remain close to the desired course when exposed
to cyber-attacks simultaneously on the input and output of the system. This control
system contains a relay controller and a Kalman filter as its main elements and
demonstrates high efficiency for the selected maneuver. The developed simulation
model of a cyber-attack upon the mathematical model of the USV will present
an important part of the development of software for the optimal control and
exploitation of the actual USV. In the case of a malicious attack, a relay control
system is less likely to fail because relays are highly reliable and can operate in
harsh conditions. In addition to this, this chapter briefly describes key concepts and
systems for the development of modern navigation, including ECDIS, integrated
bridge systems, e-navigation concepts, and sea-surface autonomous vessels. This
is to provide a broader perspective for the experiment involving a cyber-attack on
the rudder’s controller input and output signals. In the age of autonomous vessels,
all ship management systems will be fully relocated to a remote-control center
placed on land. This will upend the way we think about navigation and take us
into uncharted territory that is full of opportunities but also unknowns and dangers,
like cyber-attacks, which we have to mitigate or eliminate.
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A Scope Review of Secure Broadcasting )
Protocols for the Automatic Identification e
System

Leonidas Tsiopoulos and Risto Vaarandi

1 Introduction

Shipping and the maritime infrastructure have a critical role in modern societies
from the economic perspective [11]. Maritime systems have become heavily digi-
talised and interconnected [9, 33]. Implementation of IT technologies in maritime
systems has introduced cybersecurity issues similar to the ones that can be found in
traditional IT systems.

Cyberattacks can interrupt normal operations for longer periods, thus resulting in
significant financial damage and potentially leading to catastrophic consequences.
For example, in 2017, the Maersk logistics company network was cyberattacked
resulting in substantial financial losses, estimated at 300 million US dollars [8, 10].
This case is one of many conducted against maritime infrastructures, as reported
by Afenyo and Caesar [1]. Cyberattacks directly affecting the control of ships or
monitoring of ship traffic have also been recently reported. For example, in 2016,
a cyberattack misdirected two navy vessels in the Persian Gulf [40]. In a case from
2017, cybercriminals gained access to the navigation systems of a container vessel
owned by a German company, which had a capacity of 8250 TEUs [21]. Moreover,
an Italian base station of Automatic Identification System (AIS) experienced a ship-
spoofing incident near Elba Island, where thousands of fake ships suddenly appeared
and affected vastly the accurate monitoring of the maritime traffic in the area [3].

In response to the need to improve the cybersecurity in the maritime domain,
leading maritime organisations such as the International Maritime Organization
(IMO) and Baltic and International Maritime Council (BIMCO) released recom-
mendations and guidelines on cybersecurity and maritime cyber-risk management
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[6, 26, 28]. International Ship and Port Facility Security (ISPS) Code established by
the IMO partly regulates the cybersecurity risk assessment [52]. These guidelines
and regulations do not specify particular characteristics of cybersecurity solutions
on a ship.

One of the key components to assure situation awareness at sea aiding safety is
the AIS [2, 23]. AIS was created to offer identification and positioning data between
vessels and from vessels to coastal stations, enabling them to monitor, identify, and
share information about marine traffic. Vessels equipped with AIS continuously
transmit their unique identification along with other vital navigation data. Despite
the criticality of AIS, its communication protocol is not secured from cyberattacks.
This, in turn, makes AIS a desirable target of cybercrime by altering or falsifying
data and allowing the spread of inaccurate information about vessels, as exemplified
by the above-mentioned real incidents [3, 40]. The two fundamental flaws of the AIS
protocol are the lack of digital signatures for integrity and authenticity and the lack
of encryption for confidentiality and privacy.

The absence of security for the AIS broadcast communication protocol and
various ways to attack it were first demonstrated by Balduzzi, Pasta and Wilhoit,
in 2014 [5], and more recently by more works such as the works by Levy et al. [37]
and by Khandker et al. [35].

According to Balduzzi, Pasta and Wilhoit [5], attacks against AIS protocol
can be divided into three classes—spoofing, hijacking, and availability disruption.
Spoofing involves creating AIS messages with false information, for example,
transmitting false data about the location of ships and navigational aids, about
weather, etc. Hijacking involves modifying legitimate AIS messages, whereas
availability disruption attacks are conducted over radio frequency and attempt to
prevent legitimate AIS devices from transmitting.

The cybersecurity vulnerability analysis of the AIS broadcast protocol formed
the base for the proposition of several possible solutions to secure AIS broadcasts
that can be found in the literature up to date. Interestingly, based on the criticality
of the topic, to the best of the authors’ knowledge, a paper reviewing all these AIS
secure protocol solutions has not yet been published. Thus, the main contribution
of this chapter is the review and analysis of all published security-enhancing AIS
communication protocol solutions and a discussion of possible ways forward. The
literature search was conducted in Google Scholar and Web of Science using
relevant keywords and by applying snowballing to identified papers.

The rest of this chapter is organised as follows. In Sect.2 we provide the
preliminaries for the AIS. In Sect.3 we review the proposed solutions of all the
selected papers categorising them into backward compatible and non-backward
compatible according to the AIS protocol standard. In the same section, we also
dedicate a subsection to solutions that can be considered as special cases. In Sect. 4
we discuss the main obstacles for the feasibility of the proposed solutions in practice
and propose a possible way forward. In Sect. 5 we conclude the chapter.
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2 Preliminaries for Automatic Identification System

The AIS is a coastal tracking system designed for short-range monitoring, typically
effective up to a distance of 20-100 nautical miles (NM) at sea, depending on the
setup [14, 16]. It was created to offer identification and positioning data to vessels
and coastal stations, enabling them to monitor, identify, and share information about
marine traffic. The IMO, under the Safety of Life at Sea (SOLAS) Convention,
mandates that AIS transponders be installed on international voyaging ships with a
gross tonnage (GT) of 300 or more, all ships with a GT of 500 or above, and on all
passenger ships irrespective of size. This requirement aims to enhance safety and
navigation efficiency at sea [27].

AIS transponders are available in two different classes. Class A transponders
are required for all SOLAS-compliant vessels, as previously mentioned. Class B
transponders, on the other hand, are designed for non-SOLAS vessels, including
domestic commercial vessels and pleasure crafts.

The installed AIS transponder regularly broadcasts information of the ship’s
status, such as static details, dynamic (e.g., vessel position, speed, navigational
status) data, and voyage (destination port and the estimated time of arrival of the
vessel) information [25]. The dynamic AIS data is automatically transmitted every
2-10 seconds, depending on the vessel’s speed as detailed in Table 1. The static
data is transmitted every 6 minutes regardless of the vessel’s movement speed or
status [12].

Figure 1 displays the types of AIS messages defined by the AIS protocol standard
[30]. Some message types have been allocated for mobile or base stations only,
while some types are used for specific purposes, e.g., for aids-to-navigation (AtoN)
messages, for safety messages, or for timing. For example, message type 10 is used
for requesting current time from a remote AIS station, and message type 11 carries
the response from the remote station. It should be pointed out that some message
types like 6 and 8 have been designed for carrying application-specific binary data
and that the AIS protocol standard does not define the exact nature of these binary
data [30].

AIS transponders use the Time-Division Multiple Access (TDMA) protocol,
which allows several consumers to use the same frequency channel, so that
each consumer transmits within its own time slot. The size of AIS time slot is

Table 1 Default timing of

Type of ship Reporting interval
AIS messages [25] 5
Ship at anchor 180 sec
Speed 0—14 knots 12 sec
Speed 0—14 knots and changing course 4 sec
Speed 14-23 knots 6 sec
Speed 14-23 knots and changing course 2 sec
Speed >23 knots 3 sec

Speed >23 knots and changing course 2 sec
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26.67 milliseconds, and since data transmission rate is 9600 bits/sec, each slot
accommodates 256 bits (9600 x 0.02667 ~ 256).

Figure 2 displays an example AIS packet containing an AIS binary message of
type 8. The packet begins with the 8-bit ramp up (start of transmission), followed
by the 24-bit preamble (bits 0101...01) and the 8-bit start flag (bits 01111110).
After the AIS message, the packet continues with the FCS (frame check sequence)
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field (a 16-bit CRC for error checking purposes) and the 8-bit end flag (bits
01111110). The 24-bit buffer is used for bit stuffing, synchronisation jitter, and
distance delay. The example from Fig. 2 displays an AIS packet contained in a single
time slot. According to AIS protocol standard [30], a sender can occupy at most five
consecutive time slots for one continuous transmission. In the case of such long
packets, transmission overhead (ramp up, preamble, start and stop flag, FCS, and
buffer) must be used only once.

The AIS message inside the packet begins with the 6-bit message ID field (set
to 8 in the example from Fig.2 to reflect the message type), followed by the 2-
bit repeat indicator (used by repeaters to indicate how many times the message
has been repeated, with 0 being the default and 3 indicating “do not repeat any
more”). The 30-bit source ID holds the Maritime Mobile Service Identity (MMSI)
which identifies the sender of the message, while two spare bits are reserved for
future use. The 10-bit designated area code (DAC) contains a maritime identification
code of a country (e.g., 366 corresponds to the USA), while the 6-bit functional ID
is reserved for use by the authorities inside the designated area. Finally, the AIS
message from Fig. 2 contains 80 bits of application data, whereas 32 bits are used
for bit stuffing. As discussed above, message type 8 has been designed for carrying
application-specific binary data, and by the AIS protocol standard, the recipient of
the message can determine the type of the application from the combination of the
DAC and functional ID fields [30]. That convention will allow the authorities of each
designated area to define their own custom use for type 8 messages (for example,
US Coast Guard employs type 8 messages as a part of an AIS encrypted secure
communication scheme [53]).

3 AIS Secure Protocol Solutions

In this section, we review the published papers proposing security enhancement
to AIS broadcasts. In the following, we categorise the papers in different sub-
sections depending on if the solutions are backward compatible or not to the
AIS protocol standard and existing AIS equipment. Furthermore, we categorise
the backward-compatible solutions to solutions that utilise alternative channels
for the broadcasting of security-related information and to solutions that use
AIS binary message type 8 with higher payload for the propagation of security-
related information. Additionally, we dedicate a subsection to solutions that can be
considered as special cases.
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3.1 Backward-Compatible Solutions
3.1.1 Utilising Alternative Channels for AIS Security

Wimpenny et al. described an authentication scheme using Public Key Cryptogra-
phy (PKC) allowing communications to be authenticated by the inclusion of digital
signatures [55], specifically Elliptic Curve Digital Signatures (ECDS). Using a PKC
scheme to authenticate communications has a considerable overhead. The difficulty
lies in incorporating adequately large digital signatures into low-bandwidth VHF
communications such as AIS and VHF Data Exchange System (VDES) to provide
an adequate level of security. The main goal of VDES is the better exploitation of
the VHF data link, and it is a proposal by IALA e-NAV Committee [24], which is
also discussed at ITU, IMO, and other relevant Bodies. The intention with VDES
is to use the free VHF bandwidth to facilitate eNavigation solutions such as the
collection, integration, exchange, presentation, and analysis of marine information
on board and ashore, to enhance navigation and related services. Considering
these constraints and ongoing development of VDES, Wimpenny et al. identified a
compromise and recommended the use of Elliptic Curve cryptographic algorithms,
using 256-bit key size to produce signatures of 512 bits in size. Such signatures
can be included in consecutive multi-slot binary AIS messages. From that work a
number of open questions formed, such as the impact on the AIS/VDES channel
loading and the management of the public keys needed to verify digital signatures.

Wimpenny et al. [54] described a series of improvements to the PKC authen-
tication system for AIS described in [55] and investigated the impact of AIS
channel loading due to the use of PKC. The authors discussed the problem of
high overhead, since an ordinary AIS message requiring only one time slot would
require four additional slots for consecutive binary AIS messages of type 8 if signed,
and suggested signing only high-risk messages or batches of messages. Since the
approach uses signatures of a length of 512 bits (+64 bits for a timestamp to
correctly relate an AIS data message with a signature message), utilising a lot of any
potentially available space to carry the payload within the existing AIS standard,
an implementation was set up for VDES Application-Specific Messages (ASMs)
which can accommodate a maximum payload of 1056 bits in three consecutive
slots, and thus the signature message can be handled with a 2-slot ASM. The
implementation consisted of using two software-defined radio systems to transmit
and receive ASM messages containing the PKC signatures. Thus, an additional side
channel is required, together with relevant hardware, to implement such an approach
increasing the complexity and hampering feasibility.

Shyshkin proposed a method for ensuring the authentication and integrity of
AIS messages based on the use of the Message Authentication Code (MAC)
scheme enhanced with timestamp data and digital watermarking (WM) technology
to organise an additional tag transmission channel [47]. Although the MAC length
is typically 32 bits, the author justified that it is enough to detect an attack by
repeatedly transmitting a very compressed version of the MAC, taking into account
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that AIS messages are transmitted regularly at intervals from 2 seconds to 3 minutes,
thus avoiding to overload each AIS message with a full MAC. Similarly to several
other works reviewed in this chapter, the proposed AIS protection employs a
symmetric encryption scheme that uses the same key to generate and verify the
MAC, requiring a trusted third party (TTP) for distributing the keys. To transmit
the bits of the compressed MAC, the author proposed a watermarking algorithm
to embed the bits into the GMSK low -frequency signal within a TDMA slot. The
proposed method is fully compatible with the existing AIS functionality.

Pilosu et al. [42] explored the potential role of white-space frequencies as an
auxiliary channel, bearing out-of-band signals required to make AIS more secure.
Such an auxiliary channel is a complementary channel set in the TV White-Space
frequencies. The concept was based on a reference architecture of an AIS class-
A equipment, with a cable connected to an additional communication module
sharing AIS data and sending them on an alternative secure broadband channel.
The adopted communication protocols were selected from within the Wi-Fi (IEEE
802.11) standards set. At the time of this work, the VHF and UHF frequencies freed
by the switch-off of analogue television (54-790 MHz) were not yet assigned to
a specific service, and there was an interest in them, especially for the 700 MHz
UHF band being promising for its propagation characteristics. Through extensive
simulations for various traffic and obstacle scenarios, the authors investigated the
applicability of the TV White-Space band to the maritime environment. The effect
of the propagation conditions such as relative positions of the communicating nodes
and obstructions on signal reception was pointed out. Based on the positive results
on the effectiveness of maritime communications in the TV White-Space band, the
authors proposed this solution as an alternative channel to work in parallel with the
current AIS system for facilitating its security. A solution for the actual security
protocol was not presented by the authors.

Pilosu et al. [43] in a follow-up work presented a prototype of the solution moti-
vated in [42]. The so-called Robust Communication Module (RCM) was integrated
with a commercial AIS module. The approach for the prototype implementation
consisted in adding a complementary wireless communication layer in the UHF
band. The RCM and AIS modules were connected via an Ethernet cable link. The
AIS module sent a copy of its messages to the RCM, while the RCM shared these
messages with other peers, through an encrypted and authenticated channel in the
700 MHz band, taking advantage of the Wi-Fi channel between RCMs and its built-
in security features. Although the approach is promising and backward compatible,
it is hard to take into use in a broader maritime context due to the requirement for
additional hardware and software for AIS peer. To the best of our knowledge, this
solution has not been adopted in practice.

3.1.2 AIS Binary Type 8 Message Utilisation

Goudosis, Kostis and Nikitakos proposed a solution based on the creation of a
global, x.509-like Maritime Public Key Infrastructure (PKI), where the registration
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and Certification Authorities (CAs) would be the IMO and the national maritime
authorities [19]. In this approach, the national maritime CAs would be cross-trusted
or root-trusted via the IMO root certificate. Each vessel and each high-ranking
marine officer would obtain a public key certificate from the maritime CA. The
proposed Maritime PKI would assume responsibility for the secure distribution
of the keys of symmetric algorithms when a need for encrypted data transactions
between vessel-to-vessel or vessel-to-shore base stations would arise. This proposal
suffers from implementation difficulties, because implementing a PKI infrastructure
in a global maritime environment may prove to be a very difficult task, and because
certificates are very resource demanding, incurring substantial overhead in AIS
message broadcasts.

Goudossis and Katsikas [20] envisaged a potential PKI that would be run
by the IMO. The authors explored how Identity-Based Public Cryptography and
Symmetric Cryptography may enhance the security properties of the AIS. The
concept was founded on the assumption that a Maritime Certificate-less Identity-
Based Public Key Cryptography infrastructure exists. The authors motivated their
proposition in that Identity-Based Cryptography (IBC) is a branch of PKC whose
main characteristic feature is that the public key is a publicly known distinctive
identity of each member (e.g., MMSI) needing neither CAs nor certificates. This
property provides the opportunity to design simpler and less resource-demanding
public key implementations. The critical properties of anonymising a vessel’s AIS
data using a pseudo-MMSIs implementation was then researched and a procedure
was proposed. The authors also proposed the ad hoc use of encrypted AIS messages
in dangerous sea areas under a TTP coordination, incorporating symmetric key
cryptography, and by using the assumed infrastructure for the control of the
symmetric key. This solution is similar to the commercial one by Saab which
provides proprietary encrypted AIS only in vessels equipped with the same AIS
product (see Sect.3.3). Another similar approach is the Encrypted Automatic
Identification System (EAIS) proposed by the United States Coast Guard [53].

In a subsequent paper, to implement the solution proposed in [20], Goudosis
and Katsikas [17] incorporated the Sakai-Kasahara identity-based authentication
and encryption scheme that follows the IEEE 1363.3-2013 standard for IBC.
Similarly to several other works reviewed in this chapter, the authors proposed to
incorporate AIS messages type 6 and § that permit the encapsulation of data of non-
AIS dependent, arbitrary applications for the transmission of the security-related
signed/encrypted data. For this, the authors introduced an application to be used as
an interface to implement the scheme over the currently available AIS infrastructure,
targeting transparency and backward compatibility to the original AIS protocol.

Goudosis and Katsikas [18] further built on [17, 20] and provided a proof-of-
concept implementation utilising the RFC6507 for Elliptic Curve-Based Certifi-
cateless Signatures (ECCSI), and the RFC6508 for Sakai-Kasahara Key Encryption
(SAKKE) standards. RFC6508 uses IBC to, e.g., securely provide the key of
a symmetric cipher to a receiver, while RFC6507 provides authentication via
certificateless signatures that are based on the Elliptic Curve Digital Signature
Algorithm (ECDSA). The RFC6508 utilises a variant of the Sakai-Kasahara key
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encapsulation mechanism, optimised to support multiparty communications that
have been adopted by the IEEE 1363.3 2013 standard for IBC. The RFC6507
standard is compatible with the IBC proposed in RFC6508 and is optimised
to have low-bandwidth and low-computational requirements. Overall, the work
by Goudosis and Katsikas is based on too strong assumptions and requirements
regarding the needed maritime infrastructure to implement such approach. The idea
of also encrypting the AIS communication in addition to signing it, especially in
insecure areas to prohibit adversaries from getting information about vessels in the
area, is problematic regarding compatibility to AIS devices of participating vessels
(requiring all participating vessels to have the proposed application installed) and
also requires all participating vessels to register with the IMO. Thus, such approach
is infeasible to use in high-traffic areas where all vessels should be able to exchange
AIS data, and would work only for small groups of trusted users, while also suffering
from message overhead requirements to transmit the security-related data, which
can take up to three slots using AIS message type 8.

In a paper by Struck and Stoppe [50], several backward-compatible signature
schemes for AIS messages are reviewed and compared concerning their applica-
bility. Namely, utilising spare bits in AIS position messages to incorporate the
signature bits, utilising AIS binary messages to send the signature, modifying the
existing architecture of transponders to extend the low modulated signal (Gaussian
Minimum Shift Keying is a form of digital modulation widely used in mobile
communication and for the AIS) in order to package additional data in it, and
utilising alternative channels to transmit the signature as done by the works
described in Sect. 3.1.1. The authors then proposed a solution based on asymmetric
signatures using pairing-based elliptic curve cryptography. The signature length is
160 bits enabling its transmission within a two-slot AIS type 8 binary message and
providing a level of security which is equivalent to RSA-960. Besides proving AIS
authenticity, the system is backward compatible in order to avoid the replacement
of every AIS transceiver.

Aziz et al. proposed SecureAlS, a key agreement scheme that allows any pair
of vessels in the range of an AIS radio to agree on a shared session key of the
desired length to be used for subsequent communications [4]. The authors integrated
elliptic-curve-based certification and key agreement schemes to provide a low-
overhead solution. Notably, this approach allows for secure communication between
two vessels only. Thus, the broadcasting feature of AIS is not preserved.

Sciancalepore et al. [46] proposed a technique using the Timed Efficient Stream
Loss-tolerant Authentication (TESLA) algorithm. The purpose of TESLA is to
provide an efficient source authentication protocol for broadcast communications
in resource-limited environments, by employing only symmetric cryptographic
primitives. TESLA requires: (i) a loose time synchronisation between all the entities
in a network, (ii) the division of the time into slots, and (iii) the deployment of
a TTP to assign and manage symmetric cryptographic keys assigned uniquely to
each entity in the network. The authors combined TESLA with the Bloom filter to
provide two modes of authentication depending on traffic scenarios and security
requirements, the “Deterministic Security Configuration” and the “Probabilistic



112 L. Tsiopoulos and R. Vaarandi

Security Configuration”. Although one of the objectives for the technique proposed
by Sciancalepore et al. was to reduce data overheads by broadcasting a signature
message (utilising the AIS binary message type 8) relating to the previous N data
messages, the deterministic configuration incurred a message overhead of 75%, and
the probabilistic configuration incurred a message overhead of 35%. Additionally,
this overhead reduction technique introduces a delay before data messages can be
verified, and it can be deemed less suited for use with infrequent AIS broadcasts.
On the other hand, it can be argued that this incurred delay before the information
of N AIS messages can be observed might hamper situational awareness in critical
cases. Furthermore, Sciancalepore et al. allow for a range of bits to be allocated
to security, with the minimum being 80-bit security equivalent key sizes and the
maximum 192 bits, depending on the trade-off between security requirements and
message overhead. 80-bit key sizes are not considered adequately secure by NIST
[7]. Last but not least, the authors did not discuss how to mitigate the TESLA
security vulnerability due to loose timing synchronisation between GPS devices
found by Jahanian, Amin and Jahangir when they analysed the TESLA protocol
using Timed Coloured Petri Nets [31].

Saleem et al. [45] emphasised the similarities (both in the broadcast protocol and
in the security vulnerabilities) between ADS-B (Automatic Dependent Surveillance-
Broadcast) from the aviation domain and AIS and motivated that solutions should
be uniform and interoperable across these technologies, avoiding customised stack
for each technology. The authors then proposed a backward-compatible software-
only solution to provide stronger security to ADS-B and AIS protocols based on
a single generic PKI-enabled message-integrity and authentication scheme that can
work seamlessly for the ADS-B and AIS, with the possibility of easy extension
and integration into other protocols such as ACARS (Aircraft Communication
Addressing and Reporting System). Focusing on the AIS protocol, the authors
used ECDS for source authentication and data integrity of the AIS message. Since
the message field of an AIS message is 168 bits, signed messages cannot be
accommodated in this field. To overcome this problem, similarly to several other
works in this subsection, the authors used AIS binary message type 8 for four
consecutive slots to transmit a signature taking 512 bits with a timestamp of 64 bits.
At first, an AIS data message is transmitted, and then a follow-on message with a
digital signature inside message type 8 is transmitted. To link an already received
AIS message with the received signed message and prevent a replay attack, hash
digests with timestamps are computed. The authors assumed that PKI services are
already established and readily available, and key management is available with
the upgraded system. Furthermore, the systems to be upgraded with the proposed
solutions are supposed to have cryptographic computation capabilities for signature
generation and signature verification for both the transmitter and the receiver. The
above assumptions and requirements, together with the high additional overhead,
hamper the implementation of this approach.
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3.2 Non-backward-Compatible Solutions

Litts et al. [38] leveraged the TESLA protocol to propose an authentication protocol
that enhances the security of the AIS by providing it with a message-integrity
and broadcast-authentication feature. The proposed protocol uses time-delayed key
disclosures of hash chains as part of a message authentication code appended to
packets to verify the authenticity of a sender. The authors proposed an update to the
existing AIS standard implementing new message types which contain a modified
data field that allows the creation of an asymmetric cryptography scheme. The
scheme requires only one additional time slot for broadcast authentication compared
to 3—4 additional slots required by backward-compatible solutions. This translates
to substantially less overhead. On the other hand, the requirement to update the AIS
protocol and the requirement for the participation of a central authority, such as
IMO, to provide and distribute private keys, are obstacles for practical deployment.
Also, the authors did not discuss how to mitigate the TESLA security vulnerability
due to loose timing synchronisation between GPS devices found by Jahanian et al.
[31].

Stewart et al. [48] proposed an AIS extension to ensure the integrity of AIS
messages by digitally signing them, allowing to mitigate attacks which involve the
modification of legitimate AIS messages. The proposed AIS extension assumes the
presence of a public key infrastructure, with each vessel having a private key. For
digitally signing an AIS message, the authors suggested two approaches that involve
new AIS message types which carry digital signature information. With the first
approach, a regular AIS message is followed by the second message of type 28
which holds the hash of the first message encrypted with a private key of the sender
(the AIS protocol standard [30] defines types 1-27 and type 28 is currently unused).
To verify the authenticity of the first message, the recipient uses the public key of the
sender for decrypting the hash in the second message, comparing it with the hash of
the first message. With the second approach, the original message and its encrypted
hash are encapsulated into an AIS message of type 29 (currently unused by the AIS
protocol standard). From the proposed approaches, the first retains compatibility
with existing AIS equipment, since AIS receivers that do not recognise messages
of type 28 will discard them, whereas original messages will still be processed as
usual. However, one drawback of the first approach is the twofold increase of the
AIS message volume. According to the authors, the second major drawback is the
complexity of implementing a PKI with a secure private key management in the
maritime domain.

Hall et al. [22] proposes a modification of AIS protocol which involves dividing
AIS traffic between three tiers to enhance privacy. Tierl messages involve broad-
casting navigational information as with traditional AIS, but Tier]l messages would
not contain any information that would reveal the identity of the vessels. For that
purpose, the authors propose to utilise pseudonyms for vessel names as described
by the IEEE 1609 standard. Tier2 messages involve encrypted queries from other
vessels to reveal more information about the current vessel, so that the recipient
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of the query can either accept or deny the query. Finally, Tier3 messages involve
queries from authorised parties (such as law enforcement agencies) which require
an answer from the vessel. The approach proposed by the authors assumes setting
up private keys and certificates on vessels and implementing three-tier messaging in
AIS equipment, and implementing these changes on a larger scale is a long process.

Su et al. [51] proposed an improvement to AIS protocol which involves shore-
based AIS centre acting as a trusted authority (TA). TA issues certificates to vessels,
and vessels have to store encryption keys in the AIS equipment. The proposed
method involves digitally signing AIS messages, so that recipients can verify
the integrity of the messages with the sender certificate. In addition, the method
proposes to hide the identity of a vessel with k pseudonyms that change over time.
In order to hide the identity of the vessel from TA when certificates for pseudonyms
are created, blind signatures are used. In their study [51], the authors did not discuss
to what extent the proposed method would be compatible with the AIS protocol
standard. To implement all the features of the method, modifications to existing AIS
equipment and the creation of TAs are necessary, complicating the adoption of the
method in the maritime industry.

Jegadeesan et al. [32] proposed a privacy-preserving improvement to AIS which
involves maritime traffic controller (MTC), base stations, and vessels. MTC is
considered a fully trusted entity, with one of its tasks including secret key generation
and secure distribution to registered system entities. For preserving the privacy of
vessels, they are authenticated by remote peers without knowing their true identity.
In addition, the proposed scheme is able to preserve the privacy of the vessel
trajectory. When compared to other approaches, the scheme requires less energy
for computations and communication with remote peers [32]. The compatibility
of the scheme with the AIS protocol standard was not discussed in [32], and as
with previously described approaches, adopting this scheme on a larger scale is
complicated by the necessity of modifying existing AIS equipment. Another major
obstacle is the need for an MTC and centralised key management.

Kessler proposed a modification to the AIS protocol which is called Protected
AIS (pAIS) [34]. The protocol offers protection against replay attacks (i.e., replay-
ing legitimate AIS messages from the past) and allows to authenticate the sender and
verify the message integrity. In addition, pAIS aims to be compatible with existing
AIS equipment. The pAIS protocol involves creating a traditional AIS message and
appending the so-called protect string to it. To build a protect string, the sender of the
AIS message has to calculate a checksum for the message and create a timestamp
string which reflects the current time, encrypting the concatenation of these values
with its private key. If the pAIS message is received by a pAlS-aware device, it can
use the public key of the sender to decrypt the protect string and verify the message
integrity and creation time with the obtained checksum and timestamp. According
to the author, the devices which are not aware of the pAIS protocol should be able
to drop the protect string and process only the traditional AIS data that precedes
it. However, as pointed out in [54], some receivers might drop not only the protect
string but the entire message, as the presence of the protect string violates the AIS
protocol standard.
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3.3 “Special Cases” for Secure AIS

Encrypted AIS (EAIS) is a standard developed by US Coast Guard [53]. EAIS relies
on AIS message types 6, 8, 25, and 26 that have been allocated for application-
specific messages in the AIS standard. EAIS transmits the message header with
sender and destination information in unencrypted form, whereas the remaining
message is encrypted with AES (symmetric encryption algorithm that utilises a
shared secret key). According to the EAIS standard, transceivers should also be able
to accept and send regular unencrypted AIS messages if working in normal mode,
while restricted mode involves sending EAIS messages only. Although EAIS is able
to address many security issues of the AIS protocol, it has been designed for use by
US governmental agencies.

Some commercial AIS products that use symmetric cryptography exist. Such
a product is SAAB’s R6 Secure AIS [44]. Nevertheless, they provide proprietary
encrypted AIS only in vessels equipped with the same AIS product (e.g., Coast
Guard and Police).

However, a wide adoption of a symmetric cryptography system that distributes
the same symmetric keys on a vast number of vessels in a broad maritime context,
as is the case for both solutions described above, is deemed to be a very complex
task. Even more challenging is to keep the symmetric key secret after its distribution
to a very large number of vessels [49].

Oh et al. [41] proposed an authentication scheme for vessels which involves
the use of a TTP. The scheme assumes that each vessel pre-authenticates itself
with the TTP before conducting mutual authentication with another vessel or
group authentication with several vessels. The authors have not provided a detailed
discussion of how the proposed scheme is further utilised for securing AIS traffic.
Also, the scheme assumes that TTP is always available over the Internet which is
not always the case for vessels at sea.

A study by Chen and Wu [15] proposed a vessel-based deep learning approach to
detect sunken reefs and avoid collisions with them, transmitting information about
sunken reefs to nearby ships with digitally signed AIS messages. The authors built a
relevant prototype system and found it to work efficiently. However, the study does
not focus on key management issues. Also, despite a successful prototype, adopting
the proposed approach in the industry would require modification or replacement of
existing AIS equipment.

4 Discussion

From the review of all papers in this chapter, four main obstacles for the adoption of
the proposed solutions have been identified. For the case of backward-compatible
solutions, the main obstacles are: (i) the induced overhead for broadcasting the
signed messages leading to the overloading of the AIS-based communications,
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especially in high-traffic areas, and, (ii) the complexity of the solutions if alternative
channels are to be used for the security-related messages, requiring additional sys-
tem hardware and software components. For the case of non-backward-compatible
solutions, the main obstacle is the requirement to update the AIS protocol standard
by altering existing or adding new AIS message types. An additional requirement is
the need to modify the AIS equipment or software. Such requirements are hard to
implement in the maritime domain, especially for a broader application context. The
fourth and relatively common obstacle for most of the proposed solutions, backward
compatible and non-backward compatible, is the assumption that a PKI is organised
and there is a TTP to manage the keys distribution. Again, this is something very
difficult to implement in practice. Thus, adding security to AIS broadcasts has been
shown to be problematic and rather infeasible, at least currently and in the near
future.

A more feasible way forward is to put additional development effort only
on lightweight backward-compatible solutions (assuming the PKI issue can be
resolved), such as the ones proposed by Struck and Stoppe [50] and by Shyshkin
[47]. Even if complete security cannot be guaranteed by future solutions, combining
such approaches with real-time AIS cyberattack detection systems can provide the
needed protection.

Recently, several papers have been published on analysing AIS messages to
detect AIS spoofing and other attacks. For example, a study by Kontopoulos et al.
[36] described a distributed architecture which was able to process large volumes of
AIS messages in real time and where a master node divided the workload between
many worker nodes. In order to detect spoofed AIS messages, the architecture
tracked changes in vessel positions from consecutive AIS messages, reacting to
anomalies (e.g., abnormally large position change in a short amount of time). The
proposed architecture was evaluated on a large dataset of 43 million AIS messages.

Another example is the work by Iphar et al. [29] proposing a rule-based system
for AIS anomaly detection which consisted of more than 900 rules. The rules were
written by human experts and were divided into four classes by the AIS data they
analysed: (1) one field from one AIS message was analysed, (2) several fields from
one AIS message were analysed, (3) fields from several AIS messages of the same
type were analysed, (4) fields from several ALS messages of all types were analysed.
The rule-based system was used for assessing vessel-related risks, and the authors
evaluated the system prototype on 24 million real-life AIS messages from 6-month
time frame.

Louart et al. [39] developed a method for detection of AIS messages falsifica-
tions and spoofing by checking messages compliance with the TDMA communi-
cation protocol. The authors applied a Kalman filter to track every vessel and to
assess the consistency of their velocity data sent because the vessel velocity can
affect the TDMA protocol. The proposed method was validated on real data and
showed promising results, being at the same time computationally cheap for real-
time application.

Regarding the application of state-of-the-art machine learning (ML) techniques,
Campbell et al. [13] compared several different ML techniques to identify the
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most suitable ones for the detection of AIS spoofing, motivated by a real event
in the North Atlantic in April 2020 where more than 200 fake vessels appeared
suddenly. The AIS data fields considered were the MMSI, date, time, speed over
ground, course over ground, latitude, and longitude. The ML techniques investigated
were K-means clustering, Decision Tree (DT), Random Forest (RF), Feed-Forward
Neural Networks (FNN), Support Vector Machines (SVM), and One-Class Support
Vector Machines (One-SVM). The results showed that DT, RF, and FNN best
identified the fabricated AIS messages with F1 scores greater than 93 per cent on
the test data.

It can be seen from the literature that the research topic of AIS data anomaly
and spoofing detection has been gaining increasingly more attention, and the
example works above show that it can be handled from various angles with good
results. Hence, it is a natural way forward to integrate such solutions with security-
enhancing AIS broadcast protocol approaches.

5 Conclusion

In this chapter, we reviewed all the published proposed solutions for providing
secure AIS message broadcasts. We first categorised the approaches into back-
ward compatible and non-backward compatible to the AIS protocol standard and
then described the characteristics of each approach including insights on the
implementation feasibility and possible shortcomings. Following the review of
all the approaches, we provided an overall discussion on the main obstacles and
assumptions for the implementation of such approaches, as well as we proposed a
possible way forward.
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Using Incremental Inductive Logic ®)
Programming for Learning Spoofing ST
Attacks on Maritime Automatic

Identification System Data

Aboubaker Seddiq Benterki, Gabor Visky, Jiiri Vain,
and Leonidas Tsiopoulos

1 Introduction

Maritime transport has significant role in the global economy [1]; however, it
is vulnerable to disruptions impacting severely whole global chains of trade [2].
Therefore, academia, industry, and public sector have recognised the need to
improve the sector’s resilience equalising its importance with other critical aspects
in the maritime domain [3-7].

In 2017 and 2022, the IMO released guidelines with high-level recommendations
on maritime cyber-risk management to promote effective cyber-risk management
and protect the shipping industry from cyber-threats and vulnerabilities [8, 9].

International Ship and Port Facility Security (ISPS) Code established by the IMO
partly regulates the cybersecurity risk assessment [10]. These regulations do not
specify particular characteristics of cybersecurity solutions on a ship.

In June 2017, the Maritime Safety Committee also adopted the resolution for
Maritime Cyber-Risk Management in Safety Management Systems to encourage
administrations to appropriately address cyber-risks in existing safety management
systems [11].

One of the key components to assure situation awareness at sea is the Automatic
Identification System (AIS) [12, 13]. Vessels outfitted with AIS continuously
transmit their unique identification along with other vital navigation data. Despite
the criticality of AIS, its communication protocol is not secured from cyberattacks.
This, in turn, makes AIS a desirable target of cyber-crime by altering or falsifying
data and allowing the spread of inaccurate information about vessels [14-17].
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Timely detection of anomalies in the transmitted data can help the identification
of such attacks and trigger adequate countermeasures.

Current research literature increases rapidly in the number of approaches focus-
ing on anomaly detection in AIS data, with approaches ranging from statistical and
rule-based [18-22], to exploiting neural network (NN)-based machine learning
(ML) methods [23, 24]. However, there is an alternative ML methods group,
based on inductive logic programming (ILP), introduced by Muggleton [25],
that surprisingly has not got any attention in existing works, though ILP has
demonstrated a series of advantages over other ML methods. The advantages
include the ability to generalise from small numbers of training examples, natural
support to lifelong and transfer learning, ability to learn complex relational theories,
and explainability of learning results [26].

To our best knowledge, in this chapter, ILP is applied for the first time for
anomaly detection in real-life AIS data. According to our experimental results on
real AIS data collected at the harbour of Tallinn, we demonstrate that ILP extended
with the support for learning also numerical relations can efficiently learn various
AIS attack signatures and generalise them in the form of a compact set of attack
detection rules.

The rest of this chapter is organised as follows. In Sect. 2 we present preliminaries
of AIS, ILP, and an extension of ILP that we use in this chapter to learn logic
programs combining relational logic and numerical reasoning. In Sect. 3 we discuss
the related works. In Sect. 4 we present our method, and in Sect. 5 we evaluate it on
a real-life dataset. In Sect. 6 we conclude this chapter and discuss the future work.

2 Preliminaries

2.1 Automatic Identification System (AIS)

The AIS is a coastal tracking system designed for short-range monitoring, typically
effective up to a distance of 20-100 nautical miles (NM) at sea, depending on the
setup [27, 28]. It was created to offer identification and positioning data to vessels
and coastal stations, enabling them to monitor, identify, and share information about
marine traffic. The International Maritime Organization (IMO), under the Safety of
Life at Sea (SOLAS) Convention, mandates that AIS transponders be installed on
international voyaging ships with a gross tonnage (GT) of 300 or more, all ships
with a GT of 500 or above, and on all passenger ships irrespective of size. This
requirement aims to enhance safety and navigation efficiency at sea [29].

AIS transponders are available in two different classes. Class A transponders
are required for all SOLAS-compliant vessels, as previously mentioned. Class B
transponders, on the other hand, are designed for non-SOLAS vessels, including
domestic commercial vessels and pleasure crafts.
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Table 1 Default timing of

AIS messages [30] TyPe of ship Reporting interval

Ship at anchor 180 sec

Speed 0—14 knots 12 sec

Speed 0—14 knots and changing course | 4 sec

Speed 14-23 knots 6 sec

Speed 14-23 knots and changing course | 2 sec

Speed >23 knots 3 sec

Speed >23 knots and changing course 2 sec

The installed AIS transponder regularly broadcasts information on the ship’s
status, such as static details, dynamic (e.g., vessel position, speed, navigational
status) data, and voyage (destination port and the estimated time of arrival of the
vessel) information [30]. The dynamic AIS data is automatically transmitted every
2-10 seconds, depending on the vessel’s speed, as detailed in Table 1. The static
data is transmitted every 6 minutes regardless of the vessel’s movement speed or
status [31].

2.2 Inductive Logic Programming

ILP studies learning from examples, within the framework provided by clausal
logic. The examples and background knowledge are given as clauses, and the theory
that is to be induced from these also consists of clauses. ILP uses logic programming
as a uniform clausal representation for examples, background knowledge, and
hypotheses learned. Given an encoding of the known background knowledge and
a set of examples represented as a logical database of facts, an ILP system derives a
hypothesised logic program which entails all the positive and none of the negative
examples. Formally:

* Given a finite set of clauses B (background knowledge), and sets of clauses E-+
and E — (positive and negative examples, respectively).
* Find a theory X, such that X' U B is correct with respect to E+ and E—.

By the correctness of theory X' we mean that ¥ U B | e+,Ve+ € E+
(completeness), and ¥ U B (£ e—,Ve— € E— (consistency). The two basic
steps in the search for a correct theory are specialisation and generalisation. If the
current theory together with the background knowledge entails some of the negative
examples, it is too strong and needs weakening, i.e., specialisation, such that the new
theory and the background knowledge are consistent with respect to the negative
examples. If the current theory together with the background knowledge does not
imply all positive examples, it needs to be strengthened (generalised) by finding a
more general theory such that all positive examples are implied.
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In ILP setting we now formulate the learning task as the task of learning rules
that generalise correct AIS data exchange, and thus by monitoring AIS data and
checking them against learned rules (in terms of ILP theory), it allows distinguishing
anomalies from normal AIS data. This, in turn, could indicate the possibility of
cyber-incidence, e.g., spoofing attacks. As a case study, the positive examples are
based on a small (but sufficient) subset of real AIS data collected at the harbour of
Tallinn, and the negative examples are based on extracted samples from the same
subset of data which violate the accuracy constraint for the reported consecutive
vessel positions. Additionally, we injected fake vessels into this dataset to simulate
spoofing attacks (see Sect. 4.2.3).

2.3 Relational Program Synthesis with Numerical Reasoning
(NUMSYNTH)

NUMSYNTH [32] is an ILP framework designed to learn programs that combine
relational logic and numerical reasoning. While many ILP frameworks primarily
focus on learning Prolog programs with symbolic reasoning, NUMSYNTH extends
this by learning programs with numerical values, crucial for tasks involving con-
tinuous domains like real numbers or discrete domains of integers. NUMSYNTH
ensures that for each positive example, a learned hypothesis includes numerical
constraints that cover the positive examples. In contrast, for each negative example,
the hypothesis excludes the values that would entail it. NUMSYNTH incorporates
this form of reasoning by using two stages: program search and numerical search.
In the first stage, partial programs are generated with numerical variables. In the
second stage, satisfiability modulo theories (SMT) solvers are employed to search
for appropriate numerical values that fit the training data. This two-stage process
allows NUMSYNTH to handle infinite numerical domains and derive numerical
thresholds, constraints, or inequalities from multiple examples. The system’s ability
to reason over examples jointly, rather than individually, distinguishes it from other
ILP systems that struggle with complex numerical relationships.

3 Related Work

Since the AIS system is not designed to be resistant against cyberattacks, it brings
severe vulnerability into the Vessel Traffic Service systems. Balduzzi et al. [33, 34]
introduced the security consideration related to this system. Due to this, a lot of
research has been conducted to identify anomalies in AIS data, including anomalies
possibly caused by cyberattacks.

Several research works focused on the identification of anomalies in ship
trajectories by applying different methods. Ristic et al. [35] used statistical analysis
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of the position of the ships for anomaly detection in trajectory, with promising
results; however, their method generated high false positive alerts.

Kowalska and Peel [36] used data-driven, non-parametric Bayesian model with
active learning for anomaly detection in ships’ trajectory. Vespe et al. [37] applied
unsupervised learning for anomaly detection in maritime traffic patterns, using real-
time and historical AIS data. The method successfully identified ships violating the
traffic separating zones and prohibited areas.

Katsilieris et al. [38] studied the trustworthiness of AIS data with the help of
radar measurements and information from the tracking system. The applied log-
likelihood ratio test delivered good results, especially if the data from the AIS and
RADAR system deviated enough.

Coleman in his thesis applied and analysed several different ML-based anomaly
detection methods on the heatmap of ships’ location based on data [39].

Kontopoulos et al. [40] studied the detection of data spoofing and falsification
attacks in real-time environment. Their method determines the average speed needed
to travel along the shortest route between two consecutive locations reported via
AIS. If the computed speed falls within a realistic range, the next message is
accepted as the new last valid position for that vessel. If not, the message is marked
as potentially spoofed. With this approach, they achieved moderate results.

Kullberg et al. [41] developed a method that recursively learned a model of the
nominal vessel routes from AIS data and simultaneously estimated the current state
of the vessels. The method also distinguished anomalies and measurement outliers.
Statistical testing relative to a current motion model was applied, and the method
was evaluated against historical AIS data showing that previously unseen motions
could be detected.

d’ Afflisio et al. [42] proposed an anomaly detection strategy based on a multiple
hypothesis testing framework using two approaches. The first approach was based
on the generalised likelihood ratio testing, and the second approach was based on
the model-order selection methodology applying an appropriate penalty term to the
maximised log likelihood based on the statistical model for the vessel kinematic.
Anomaly detection rules were then derived, and the effectiveness of the approach
was demonstrated against simulated data.

All the approaches discussed above brought good results; however, they did
not consider any further characteristics of the AIS transmissions, like transmission
periodicity, etc.

Lane et al. [43], besides the trajectory-related anomalies, considered the unex-
pected AIS activity as anomalous behaviour focusing on the existence of the
transmissions. The approach generated false positives, if a signal was received from
a not covered area, so the authors improved this method by building a receiver
coverage map. This approach works with land-based receivers, but on the sea its
usefulness is questionable. To determine the probability of a higher-level threat, a
general Bayesian network-based method was used.

Iphar et al. [22] proposed a rule-based method for AIS data integrity assessment,
with rules derived manually from the system’s technical specifications and with
help by domain experts. The study focused on the different characteristics of
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the transmitted data, like consistency, next position violation, (dis)appearing of a
transmitter, etc. 666 of these rules were implemented in Python as part of an AIS
data anomaly detection component.

Blauwkamp et al. analysed 334 million AIS messages. They conducted statistical
analysis, supervised classification, and unsupervised clustering for feature selection
and proposed the implementation of a behaviour-based anomaly detection system
based on leveraging deep neural networks, historical AIS data, and logic rules [44].
Their method uses message types, location, velocity, and other attributes with known
behaviour for training the model to identify deviations in message patterns. Another
indicator of aberrant activity is a deviated or unknown response sequence to a base
station’s interrogation.

Louart et al. [45] developed a method for detection of AIS messages falsi-
fications and spoofing by checking messages compliance with the time-division
multiple access (TDMA) communication protocol, which is the protocol employed
for AIS data broadcasts. The authors applied a Kalman filter to track every vessel
and to assess the consistency of their velocity data sent because the vessel velocity
can affect the TDMA protocol. The proposed method was validated on real data and
showed promising results, being at the same time computationally cheap for real-
time application. Importantly, the authors provided open access to the source codes
to foster research activities from both industry and academia in this field.

Louart et al. [46] also developed an approach that detects AIS identity spoofing
combining the tracking of the vessel position and AIS transceiver’s carrier frequency
offset caused by the carrier frequencies mismatch between emitter and receiver
and Doppler effect. This offset is used as a radiometric signature to identify every
transceiver independently of its transmitted identity. The offset can drift over time
and, thus, it is tracked by a Kalman filter. Vessel position is also considered to reduce
the miss probability of spoofing detection. The method was tested on real AIS
data, and the results demonstrated very low false alarm (1%) and miss probabilities
(1.7%). The algorithm and AIS data used are open access.

Similarly to the work by Coleman [39] that compared different ML techniques
for trajectory anomaly detection, Campbell et al. [23] compared several different
ML techniques to identify the most suitable ones for the detection of AIS spoofing,
motivated by a real event in the North Atlantic in April 2020 where more than 200
fake vessels appeared suddenly. The AIS data fields considered were the MMSI,
date, time, SOG, COG, latitude, and longitude. Data cleaning involved removal of
duplicate messages and of records that contained physically invalid entries. The final
dataset covered April 1-30, 2020, and contained 19,029 data entries. The dataset had
17,853 entries that belonged to the valid vessel class and 1176 entries as part of the
invalid vessel class. The data set was divided into training, validation, and test sets
with a 60%/20%/20% split, respectively. The ML techniques investigated were K-
means clustering, Decision Tree (DT), Random Forest (RF), Feed-Forward Neural
Networks (FNN), Support Vector Machines (SVM), and One-Class Support Vector
Machines (One-SVM). The results showed that DT, RF, and FNN best identified the
fabricated AIS messages with F1 scores greater than 93 per cent on the test data.
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For an additional comprehensive review on supervised and unsupervised ML
techniques to detect abnormal activities, behaviours, and intents in AIS data, the
reader is referred to the review paper by Gamage et al. [24].

Based on our review of existing literature, various methods have been employed
for anomaly detection in identifying attacks against AIS, each yielding differ-
ent strengths and weaknesses. Compared to the ML- and rule-based approaches
described above, our method requires much less AIS data to automatically learn
logically correct-by-construction anomaly detection rules, and it does not require a
complex mathematical model of the vessel kinematics nor extensive expert involve-
ment to guide the feature extraction and efficient rule formation. Furthermore, our
method contributes to Explainable AI with human understandable “if-then” type
rules.

4 Learning Method for AIS Attack Detection

General flowchart describing the main steps of applying ILP for learning rules of
AIS attack detection is depicted in Fig. 1. In the following sections, each of the
steps is described in detail.

4.1 Data Collection and Preprocessing

There are publicly available AIS data from Marrinetraffic [47], Spire Global [48], or
AISHub [49]. These sources make valuable contributions but focus mainly on the
ships’ trajectory, position, and movement. As far as only aggregated data is available
from these sources [50], these datasets are not fine-grained enough to support
detailed AIS anomaly detection-related research. To assure the trustworthiness of
our solution, we used for training and testing it on a real-life MarCyb dataset,
collected with a dedicated receiver installed on the premises of Estonian Maritime
Academy, N59.462N, E24.666 40m ASL [51, 52].

The AIS data used in this study was recorded in the Baltic Sea. For this
experiment, we extracted a portion of the data from 19/06/2022 at 2:00:00 to
20/06/2022 at 2:00:00, providing a 24-hour snapshot of vessels movements in the
area.

Construction Defining o
Data Collection| of Positive and 5| Define Bias > Rule > Eval o
and Background Negative 7| Language 71 Learning i
Preprocessing Examples

Fig. 1 Flowchart of learning AIS attack signatures using ILP
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Vessels, passed the edge of the AIS receiver’s coverage, appeared only a few
times in the dataset. During the training set’s preprocessing, we excluded these
vessels’ data if only one or two messages within a normal reporting interval (less
than 3 minutes) were received from them. These vessels were removed as outliers
causing unnecessary noise in the dataset since they prevent accurate behaviour
analysis and rule derivation. The remaining vessels’ data was used for the learning.

In the data cleaning phase, and in order to answer the reliability question,
messages including data fields with default values (such as speed value of 102.3
knots) were excluded due to being uninformative. We also excluded messages with
fields inserted by the crew and fields such as RAIM and accuracy, which were found
to be inconsistent with AIS specifications. The cleaned dataset was the basis for
constructing background knowledge and positive examples for the ILP system to
learn general rules describing correct AIS data.

4.2 Learning Rules of Correct AIS Data
4.2.1 Setup of the NUMSYNTH Environment

In ILP, learning is structured around constructing three key components: background
knowledge, examples, and bias language. NUMSYNTH adopts this approach to
derive meaningful rules from data, and we followed the same methodology when
learning rules describing normal vessel behaviour from AIS data.

4.2.2 Constructing Background Knowledge

In ILP, background knowledge plays a key role in guiding the system during the
learning process. It consists of facts and known information that the ILP system
uses to derive rules. For this experiment, the background knowledge is derived from
the AIS message type 1 data, containing the ground truth for each recorded vessel.
The key components of background knowledge include:

*  The number of messages encoded as Prolog fact (msg_nbr/2) representing the
total number of AIS messages reported by a vessel.

* Duration encoded in the fact (duration/2) that specifies the time interval
(measured in seconds) when the vessel’s AIS has been received.

* Maximum and minimum speed (max_speed/2, min_speed/2), the highest
and lowest speeds reported by the vessel.

* Mean and standard deviation of position error, calculated based on two factors:
According to AIS specifications, the coordinate accuracy is within 10 m if the
accuracy field is set to true. To account for this, we calculate the difference
between the distance derived from longitude and latitude between two coordi-
nates reported in consecutive messages and the distance computed using the
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reported time and speed. From now on, we call this distance difference delta
distance. Since we are dealing with two points, the accuracy of calculated
distance can be assumed to be less than 20 m. Given that each vessel has multiple
reported messages, we calculate the ground truth of the positional error by
determining the mean and standard deviation in two ways. The first method
includes only the points where the delta distance, as described above, is 20 m
or less. The second method includes all data points, regardless of whether the
delta distance is greater or less than 20 m. We encode the mean and standard
deviation for the points with a delta distance of 20m or less as (mean/2) and
(standard_deviation/2), and for the second case, we use (meanl/2) and
(standard_deviationl/2).

Our analysis shows that whether the accuracy field is set to true or false, most
of the data points still meet the accuracy threshold expected.

* Predicate (negative/2) is used to count the number of messages that exceeded
the delta distance constraint.

* Predicate (status/2) indicates whether the vessel is moving or stopped based
on its reported speed. A vessel is considered to be in a stopped state if its
maximum speed was less than or equal to 0.4 knots.

e Predicate(trajectory/2) determines whether a vessel follows a straight or
non-straight trajectory.

The background knowledge is expressed as a set of Prolog facts where fact
describes a specific characteristic of the vessel. An example of background knowl-
edge for a given vessel (sh_276636222) is as follows:

msg_nbr(sh_276636222, 66).

duration (sh_276636222, 1241.23).
max_speed(sh_276636222, 17.5).

min_speed (sh_276636222, 17.1).
mean(sh_276636222, —10000000.0).
standard_deviation (sh_276636222, —10000000.0).
negative (sh_276636222, 66).

meanl (sh_276636222, 148.77).
standard_deviationl (sh_276636222, 2.13).
status (sh_276636222, moving) .

trajectory (sh_276636222, straight).

This background knowledge, combined with the examples and bias declarations,
allows NUMSYNTH to explore the space of possible hypotheses and derive rules
that explain normal vessel behaviour.

4.2.3 Defining Positive and Negative Examples
Defining positive and negative examples (sets E4+ and E—, respectively) is a

critical step for getting correct learning hypothesis. We defined negative examples
as vessels that have sent data violating the accuracy constraint (i.e., a delta
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distance larger than 20 m between positions reported in consecutive messages). The
violations were caused by one or more of the following issues:

* Reporting position outside the zone where the data was collected
* Significant speed jumps reflected in consecutive messages
* Long time gaps between consecutive message transmissions

Any vessel with one or more of these violations was labelled as a negative
example. On the other hand, positive examples were the vessels data that did not
violate any of these constraints. These vessels adhered to the expected behaviour,
maintaining a consistent position and speed, and thus represent normal behaviour in
the dataset. In addition to the naturally occurring negative examples, we additionally
generated fake vessels to imitate spoofing attacks. These synthetic data about the
vessels were designed with two types of trajectories: one with a straight trajectory
and another with a circular trajectory, to simulate suspicious or abnormal behaviour.
To make these synthetic examples more realistic, we:

» Deleted certain data points to simulate missing transmissions

* Extracted segments from real vessel data (such as speed) to mimic normal
conditions, while modifying the time and trajectory information to introduce
anomalies

4.2.4 Language Bias and Search Space

The NUMSYNTH bias language is a declarations file that informs the system which
predicates from the background knowledge can be used during the learning process.
This file defines the structure of the rules that NUMSYNTH can generate, specifying
which predicates are allowed in the head and which ones in the body of the resulting
rules, as well as the types and directions (input, output) of the variables involved. It
also provides information to limit the search space, such as the type of variables and
the direction (input or output) for each predicate used in rule generation, and how
many numerical variables must be bounded for a valid rule. An example of the bias
file used in this study is as follows:

head_pred(vessel_id ,1).
body_pred (min_speed ,2) .

type (min_speed ,( string , float)).
direction (min_speed ,(in,out)).

¢ head_pred/2: Declares the head of the resulting rule, which, in this case, is the
predicate fact/1. The number 1 indicates that the predicate has arity 1.

e body_pred/2: Declares a predicate that can appear in the body of the learned
rule. For example, min_speed/2 is a predicate with an arity 2, which can be
used to describe the minimum speed of a vessel.

e type/2: Specifies the types of the variables involved in the predicate. For the
min_speed/2 predicate, the first variable is of type string (representing the
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vessel identifier), and the second variable is of type float (representing the
minimum speed).

e direction/2: Indicates the direction of the variables. in means the variable is
an input (e.g., the vessel identifier), while out means the variable is an output
(e.g., the minimum speed value calculated by the system).

This bias file plays a crucial role in guiding the ILP system by:

* Defining the structure of the rules that can be generated, ensuring that only
meaningful rules are created based on the available data.

* Restricting the search space by limiting the predicates and their types, which
improves computational efficiency.

* Indicating how variables flow through the rule: Input variables (in) are provided
from the data, while output variables (out) are inferred by the system.

NUMSYNTH uses the so-called generate, test, and constrain approach [53],
where it generates rules based on these declarations, tests them against the examples,
and constrains the search space iteratively. The system begins with rules of size 1
and increases the size of the rule incrementally while respecting the variable con-
straints. The search process continues until a valid rule is found or the maximum size
limit is reached, ensuring that the system efficiently explores possible hypotheses
without getting stuck in an exhaustive search.

4.2.5 NUMSYNTH Derived Rules

Inductive Logic Programming (ILP) aims to discover minimal, non-disjunctive rules
that accurately classify all positive examples while excluding all negative ones.
Using NUMSYNTH, we applied a systematic refinement approach to optimise the
generated rules over three learning epochs. Each epoch produced increasingly con-
cise and accurate rules to classify vessel behaviour based on AIS data, culminating
in perfect classification.

4.3 Summary of Results

The performance metrics across the three learning epochs are summarised in
Table 2:

Table 2 Summary of learning epochs: precision, recall, and rule size

Epoch Precision Recall TP FN TN FP Rule size
Epoch 1 1.00 0.61 27 17 34 0 16
Epoch 2 1.00 1.00 44 0 34 0 9

Epoch 3 1.00 1.00 44 0 34 0 6
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Through these iterations, the rules were refined to achieve both precision and
recall scores of 1.00, with the final phase producing the most concise and effective
rule set. These rules provide a reliable classification of vessel behaviour, leveraging
key features such as trajectory, status, and numerical values like mean value and
standard deviation of speed.

4.4 Learning Epochs in Detail
44.1 Epochl

In the initial iteration, the system was configured with a maximum of seven variables
and one numerical variable. Despite an early system crash due to inconsistencies
between positive and negative examples, we deactivated conflicting predicates to
resolve these issues. This led to the following rules being generated:

vessel_id (A) :— standard_deviationl (A, C),geq(C,
0.254), standard_deviation (A, C).
vessel_id (A) :— standard_deviation (A, C),
trajectory (A, straight), geq(C, 3.089).
vessel_id (A) :— status (A, stop), mean(A, B), geq(B,
0.274).
vessel_id (A) :— standard_deviation (A, D), leq(D,

0.439), status (A, stop).

Although precision reached 1.00, the recall was only 0.61, indicating that 17
positive examples were missed, and the rule size was relatively large (16 literals).

4.4.2 Epoch?2

In Epoch 2, we increased the number of numerical variables to two, enabling the
system to explore more complex relationships. This adjustment improved recall to
1.00, achieving perfect classification with the following rules:

vessel_id (A) :—standard_deviationl (A,B),
leq(B,17.564) ,standard_deviation (AC) ,
geq(C, 0.222).

vessel_id (A) :— standard_deviationl (A, C),status (A,
stop), standard_deviation(A, C).

The system successfully classified all examples with a smaller rule size (nine lit-
erals), demonstrating the advantage of incorporating additional numerical variables.
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4.4.3 Epoch3

In Epoch 3, we further increased the number of numerical variables to three, yielding
a more concise and effective rule set. The rules produced in this phase were:

vessel_id (A) :— standard_deviationl (A, E),mean(A,
D),geq(D, 0.012),geq(E, 0.084),
leq(E,17.564) .

This epoch resulted in both precision and recall scores of 1.00, while reducing the
rule size to six literals. The system successfully generated a rule that can distinguish
between normal and abnormal vessel behaviour based on the bounded values of the
parameters in predicates mean and standard_deviationl.

4.4.4 Learning Runtime

The learning process of Epoch 3 (with three numerical variables) took the longest
time, approximately 15 seconds, running on an Intel Core i5 processor. This demon-
strates the feasibility of NUMSYNTH in handling complex numerical reasoning
tasks, even with multiple variables and large datasets, and the scalability of our
approach for real-time and data-intensive applications.

4.4.5 Saturation of the Learning Process

When the number of numerical variables was increased beyond 3, the solution
remained the same as with three variables. This indicates that three numerical
variables were sufficient to capture the complexity of the dataset required to
distinguish between normal and abnormal vessel behaviour based on AIS data.
Further increases did not contribute to further optimisation of the rule set.

5 Evaluation of the Method

In this section, we evaluate the method by studying the results of learned rules based
on three criteria: (1) validity of the rules, (2) explainability, and (3) the limitations
of using only AIS Message Type 1 to detect spoofing attacks.

5.1 Validity of the Rules

The rules learned by NUMSYNTH were tested using a snapshot of AIS data that
are independent from the training dataset. The learned rules were valid in correctly
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classifying both normal and abnormal vessel behaviour. This validation was based
on real-world AIS data collected over a 24-hour period from the Baltic Sea,
specifically in the Tallinn Bay area. The rules demonstrated perfect classification
performance within the dataset, achieving 100% in both precision and recall.

However, one has to admit that our current validation dataset is somewhat
limited. Though Tallinn Bay is one of the most intensive traffic zones in Baltic
Sea, the dataset does not capture the full range of global maritime conditions, such
as varying traffic density, environmental conditions, or regional navigation patterns.
Testing the learned rules with additional datasets from different regions would allow
us to confirm the method feasibility in a broader context. By using data from other
maritime regions, we can determine whether the rules are robust enough to handle
different vessel behaviours and operational patterns across the world.

In addition to expanding the dataset, future work will focus on determining the
perfect time interval for testing the rules. The perfect time interval refers to the
interval that best captures the vessel’s position during different scenarios, such as
when it is moving or stopping. This is important because the behaviour of a vessel
may vary significantly depending on its status. Furthermore, we must consider
the coverage area, as vessels may still appear in the dataset after reaching their
intended destination and starting a new trip, thus creating a new scenario that
requires different analyses. Better selection of data collecting time intervals will
help improve the accuracy and consistency of the rule extraction and application
across various vessel operations.

5.2 Explainability

A significant advantage of using ILP is the explainability of the learned rules.
The rules generated are interpretable and can be effortlessly understood by domain
experts. For instance, rules based on vessel trajectory, speed, and positional accuracy
are intuitively connected to maritime operations and can be reviewed and explained
easily. This explainability makes the system more transparent and trustworthy, as
users can inspect the specific conditions under which a vessel is flagged as behaving
abnormally.

In comparison to black-box ML models, the ability to review and explain the
rules ensures that the system can be used confidently in operational settings. It also
allows for continuous improvement and adaptation, as new data and insights from
maritime experts can be integrated during the rule refinement process, thus carrying
out lifelong learning approach.
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5.3 Limitations of Using Only AIS Message Type 1

While the rules based on AIS Message Type 1 data effectively distinguish between
normal and abnormal vessel behaviour, they still are limited in their ability to
definitively detect spoofing attacks. AIS Message Type 1 contains dynamic infor-
mation such as vessel position, speed, and course, which is helpful for identifying
deviations from expected behaviour. However, without additional data sources (e.g.,
AIS Message Types 5 or 24, radar data), it is impossible to determine with full
certainty whether abnormal behaviour is caused by a spoofing attack or by other
factors, such as technical malfunctions or human error.

In summary, the current system can detect when a vessel is behaving abnormally,
but it cannot guarantee that the abnormality is due to a cyberattack like spoofing.
To accurately identify spoofing, the system would need to incorporate other
AIS message types or external verification systems (e.g., radar or satellite data).
However, current approach still helps narrowing down the number of suspicious
cases that require further analysis. Developing a more comprehensive detection
system is part of our future work.

6 Conclusion and Future Work

This study demonstrates promising results of applying inductive logic programming
method for learning anomalies in AIS data that could indicate potential spoofing
attacks. The method has been successfully applied to real-life data monitored from
the Baltic Sea area and used to learn human interpretable rules that distinguish
normal and abnormal vessel behaviours. The key advantage of this approach is
its ability to generalise from a small set of examples and provide explainable
evidence of anomaly occurrence, making it suitable for operational use in maritime
environments.

The learned rules achieved perfect precision and recall in classifying vessel
behaviour to correct and anomalous based on real AIS data. However, the dataset
used for validation of the learned rules is limited in this study to the Tallinn Bay
area, which presents a somewhat limited range of global maritime conditions.

Future work will involve testing the relevance of the demonstrated method on
a broader range of datasets and environments to ensure its robustness and range
of applicability. As concluded from this study, improving the detection capability,
specifically for reliable detection of spoofing attacks, may require extension of
the training set with other AIS message types and with radar or satellite data.
Nevertheless, this study opens new possibilities for future work in applying ILP
methods for maritime cybersecurity, offering a step toward a more resilient and
secure AIS system.
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Technical Considerations for ®)
Open-Source Intrusion Detection System g
Integration in Marine Vehicles

Gabor Visky, Dariana Khisteva, and Olaf Maennel

1 Introduction

1.1 Intrusion Detection Systems

Intrusions usually cause anomalous behaviour of their victims [1]. Anomalous
behaviours can also be attributed to random system failure and unforeseen external
factors. Intrusion detection systems are designed to identify anomalies attributed
to cybersecurity incidents [2]. An IDS identifies and logs predefined activities in
network parameters, system configurations, or user behaviours and, if programmed,
can also notify staff members to investigate specific alerts and take further actions.

We can distinguish IDSs according to the source of the acquired input samples
in the environment they monitor. An NIDS, serving as the first line of defence,
monitors network activity, collects network-related data, and identifies malicious
traffic. It scrutinises all network traffic and flags any suspicious patterns.

Conversely, a HIDS provides a deeper, more localised level of security analysis
by focusing on detecting potential attacks on individual computers where the IDS
is installed. This system monitors system parameters such as memory content and
usage, CPU load, network traffic, processes, and user actions.

These devices, using different anomaly detection methods, rule violation detec-
tion, or signatures recognition, identify possible hostile activities [3, 4].
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1.2 Cyber-Situation in the Maritime Sector

Modern society relies significantly on marine transportation, which handles approx-
imately 80% of global trade [5]. To enhance efficiency, maritime systems have
become increasingly digitalised and interconnected over recent decades, introducing
significant cybersecurity concerns in the sector [6-9].

Many actors in the field, companies [10, 11], universities, and research institu-
tions [12, 13] make serious efforts to increase the cyber-resilience of the sector.
However, many ships rely on obsolete technologies produced without cybersecurity
considerations, making them vulnerable to cyberattacks. Because of their complex-
ity, ships’ navigational and control systems cannot be upgraded overnight, and they
can only be extended with security solutions after a deep analysis of the impacts.
So, vendors producing such systems are hesitant about this question regarding old
products.

Cybersecurity companies provide commercial-of-the-self (COTS) solutions for
various sectors focusing on IT. There is a large community of commercial and/or
open-source vendors, so COTS defends against “up-to-date attackers” on the IT
side on moderated costs.

Since IT is easily available, OT has also started to use it: OT components are
integrated into the IT world, making OT targeted by malicious actors.

Most of these COTS products handle only IT networks, but they omit the unique
needs of a ship: Specialised offerings for waterborne vessels remain limited since
the attack surface in the maritime environment contains not only IT but navigational,
surveillance, OT, and Industrial Control Systems (ICS) [14].

These particular characteristics are still an open issue and must be addressed:
Fine-tuned, tailor-made solutions are needed. Numerous studies have explored the
challenges of introducing defence measures on a ship and suggested the deployment
of open-source IDSs onboard.

Jacq et al. discuss the concept of naval systems’ situational awareness and
introduce how to detect cyberattacks on board ships in real time and elaborate on
cyber-situational awareness. They found that the host-based IDS (HIDS) cannot
be installed on a computer in the ship control system without causing a warranty
disruption. They offered network-based IDS (NIDS) as a feasible extension [15].

Amro et al. in [16] proposed a systematic approach for navigational message
analysis to detect sensor data anomalies caused by malicious activities. They
demonstrated their detection capabilities by specification-based and frequency-
based detection. They also propose that NIDS be added to the networks to monitor
network traffic and detect anomalies.

Visky et al. highlighted the open-source IDS integration as a response to the
challenge and identified the need for a concept as a research gap. Our current
study addresses this gap and introduces a concept to fertilise the development and
integration of such a system into marine vehicles [17].
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These publications introduce the need and applicability of open-source IDSs on
ships but do not evaluate all the technical details that come up during this process.
Our research widens the focus and introduces more technical details that could be
evaluated.

2 Related Work

Reach IDS-related literature is available. Gupta et al. surveyed and introduced
it in [18]. The study introduces 113 research articles related to IDS, intrusion
prevention systems (IPSs), and intrusion detection and response systems (IDRSs).
The review focuses on the literature and introduces the topic but does not share
detailed considerations for marine-related IDSs.

Alkasassbeh et al. introduced IDS’s state of the art [2]. The paper overviews the
field in detail, mainly from a technology point of view, without focusing on the
needs of a particular industry segment, like shipping, where the OT-related details
are significant.

Schell et al. in [19] discuss IDS concepts for intra-vehicle communication.
Their publication focuses on wireless communications (Bluetooth, WiFi) and
services, like Global System for Mobile Communication (GSM), and introduces
the requirements for anomaly handling. These details are limited in the case of
the current ships, but they gain importance as autonomous shipping comes into the
picture.

Agrawal et al. in [20] introduce the concept of federated learning, which is
a decentralised learning technique. It helps preserve the privacy of what gets
jeopardised since IDSs often process, store, and communicate private data. The
paper introduces besides the current challenges—such as communication overhead,
vulnerabilities in intrusion detection setup, and federated poisoning attacks—as well
as future challenges like edge computing, implementation, and optimisation issues.

Our research, motivated by the lack of a comprehensive study, collects the
considerations needed for IDS development for water surface vehicles.

3 Main Considerations and Components

Integrating an IDS into marine vehicles involves several critical considerations and
components that are introduced in this section.
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3.1 System Requirements and Objectives
3.1.1 Security Goals

To set up the optimal IDS for a marine vehicle, the security goals should be
defined. The CIA triad, comprising confidentiality, integrity, and availability, has
served as a foundational framework for computer security for several decades [21].
The STRIDE (Spoofing, Tampering, Repudiation, Information disclosure, Denial of
service, Elevation of privilege) methodology, as defined by Shostack [22], includes
three additional elements: authentication, non-repudiation, and authorisation [23].

Based on this attack modelling method, the main security goals can be defined.
Spoofing involves the ability of an adversary to masquerade as someone or
something else. Denial of service refers to compromises to the system’s availability
by consuming the necessary resources for its proper operation. Elevation of privilege
is when an adversary can execute unauthorised actions. An IDS can identify such
attacks.

Tampering refers to modifying or disrupting a system’s disk, network, or
memory. Repudiation relates to threats where someone denies having taken specific
actions that impact the system’s operation or disclaims responsibility for the result-
ing outcomes. Information disclosure is another threat that exposes confidential
information to unauthorised individuals. An IDS cannot identify such kinds of
attacks.

3.1.2 Performance Requirements

To reduce the damage caused by a cyberattack, it is crucial to identify it as soon
as possible and take immediate actions. The potential risks of a cyberattack are
significant, and early detection is key to mitigating these risks.

An IDS can indicate malicious activity in a network that increases the cybersecu-
rity significantly, but it cannot implement any security measure, while an IPS can.
Installation of an IPS sounds like a legitimate solution, but according to our studies,
the first objective of the shipping is to safely complete the mission so that a cyber-
incident cannot risk it. For example, an IPS cannot exclude a mission-critical host.
This decision may be made by a cyber-expert. Since there is limited or no cyber-
expert in the crew, the decision should be made in the shore control centre, based
on anomaly-related information collected on the ship. The limited communication
bandwidth makes this process difficult, setting a special requirement for the IDS on
the board. It must indicate the anomaly in its early stage and assist its mitigation on
no or limited communication with the shore.

3.1.3 Regulation Compliance

An IDS must comply with the regulations and national and international law.
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Cybersecurity in maritime has been gaining momentum because of recent
incidents [24]. To handle this emerging problem, authorities are making significant
efforts. To support effective cyber-risk management and safeguard shipping from
cyber-threats and vulnerabilities in 2017, IMO issued a guideline containing high-
level recommendations on maritime cyber-risk management [25, 26]. However,
guidelines are just recommendatory.

To encourage administrations to appropriately address cyber-risks in existing
safety management systems, no later than the first annual verification of the
company’s Document of Compliance after 1 January 2021 [27] in June 2017, the
Maritime Safety Committee also adopted the resolution for Maritime Cyber-Risk
Management in Safety Management Systems.

International Ship and Port Facility Security (ISPS) Code established by the IMO
partly regulates the cybersecurity risk assessment [28]. These regularities do not
specify particular characteristics of cybersecurity solutions on a ship, so there are
no precise requirements that an IDS should meet.

According to the data protection laws, organisations must ensure that their
use of an IDS complies with relevant data protection laws, such as the General
Data Protection Regulation (GDPR) [29] in the European Union, the California
Consumer Privacy Act (CCPA) [30] in the United States, or other applicable
regulations. These laws typically require transparency in data collection, the right
of individuals to access their data, and strict controls on data processing.

In some jurisdictions, organisations may be required to inform employees or
network users that their activities are being monitored. In certain cases, explicit
consent may be necessary before implementing an IDS, especially if it involves
monitoring personal communications.

3.2 Selection of the IDS

After analysing the literature, experts’ opinions, and the current situation, we found
that installing an NIDS into ships’ networks is optimal for increasing their resilience
with anomaly early detection.

The market offers several commercial NIDSs [31-34]. These products have
high capacity and scalability, which are not needed on ships because of their
limited network size, but they cannot be extended with ship-specific features. The
deployment of an open-source NIDS, known for its reliability, can effectively
overcome these limitations. To find the optimal one, many details should be
considered.

Adeeb Alhomoud et al. compared Suricata and Snort in high-speed networks.
According to their results, the virtualisation significantly increases the number of
packet drops. Additionally, Suricata performed better on Linux, while Snort on
FreeBSD, especially when handling high speeds [35].

Traditional IDSs can detect known attacks by predefined rules or anomaly
detection using baselines. Modern technologies collect and analyse vast amounts
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of data. To increase the efficiency of these IDSs, the most relevant features should
be selected to shrink the dataset.

Harbola et al. discuss four kinds of feature selection methods: filter-, wrapper-,
embedded methods and classification algorithm [36]. Giil and Adali [37] analysed
the features of the NSL-KDD (Network Security Lab—Knowledge Discovery in
Databases) dataset [38]. According to their studies, the number of the selected
features depends on the attack types we want to detect. They found the most
important ones in the dst_bytes and the count features. In the second-degree
service, logged_in, root_shell, srv_diff_host_rate and dst_host_count were the most
important.

The long-life conditions are also important when choosing an IDS. The support
of the different communal products often ends within a few years, unlike in the case
of open-source solutions. In their case, the activity of the community defines the
“quality of the support”.

3.3 Architecture
3.3.1 System Architecture

There can be several networks on the ships, which have different impacts on
the missions. For example the wireless network providing Internet access to the
passengers is not that mission critical like the navigation or propulsion network.
While designing the architecture, this fact should be evaluated.

There are different approaches to keep these networks isolated.

Every network can have a separate, low-profile IDS, and the alerts and logs can
be aggregated. This solution has moderated deployment and high maintenance costs
since every IDS must be updated separately. At the same time, the different IDSs
can be highly trained according to the characteristics of the given network, which
can improve their sensitivity and moderate the false positive rate. This solution can
also handle special typologies, such as link topology.

Another solution is the deployment of separated sensors into the different
networks, and all of them send the prepossessed and unified data to a central IDS.
This solution can still handle the different characteristics of the networks but needs
a higher-performance central IDS.

The third solution, a high-performance centralised IDS that processes all the
network traffic from the different networks, is a considerable option. However, it
is important to note that this solution cannot guarantee the isolation of the networks,
and the unique features of the networks are crucial from an anomaly detection
perspective.
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3.3.2 Network Topology

A ship may have multiple distinct networks, each serving a specific function. Visky
et al. in [39] identified the following networks on a passenger ferry:

The administrative network, a tree topology structure on the ship that is
connected to the company’s virtual private network (VPN), serves multiple
functions. It ensures continuous communication with the headquarters, supports
administrative tasks such as status reporting and map update downloads, and
offers a monitored Internet connection for administrative use.

The network is consistently connected via WiFi at ports, and during voyages,
it connects over 4G or 5G mobile networks whenever the service is available.
Satellite communication is not utilised for this purpose.

The navigational network is a partially isolated system that connects
navigation-related devices such as Electronic Chart Display and Information
Systems (ECDIS), Integrated Navigation Systems (INSs), Multifunctional
Displays (MFDs), Data Collector Units (DCUs), and RADAR. This network
operates with a redundant ring topology and receives propulsion-related data
from the Propulsion Control Network through a one-way connection.

The propulsion control network is a partially isolated, redundant system that
facilitates communication between the bridge and the propulsion automation.
The passenger ferry’s propulsion can be operated in fully manual mode, allowing
control of propulsion and direction via physical switches in the engine room
during emergencies. This network transmits propulsion-related data to the
Navigational Network through a one-way connection.

The Cargo Handling Network is an isolated system of wired and wireless
devices. It supports cargo handling and administration activities. Cargo-related
data sent from the shore in a specific format is imported into the offline cargo
management system.

The public WiFi network is an isolated system specifically designed to provide
Internet access to passengers through a dedicated WiFi infrastructure. This
network ensures a seamless online experience for passengers while onboard. It
incorporates advanced network devices that manage user connections, ensuring
logical separation to maintain security and privacy.

The network for the independent support company is an isolated system that
comprises both wired and wireless connections. It supports the ferry’s onboard
restaurant operations, facilitating essential functions such as order management,
payment processing, and other related services. Being isolated from other
networks provides enhanced security and reliability, ensuring that the restaurant
can operate independently without interference from other onboard systems.

It is highly recommended that these networks be physically isolated to maintain

the highest security standards. If this is the case, each network will need to be
monitored individually, making the installation of an IDS more complex.
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To adopt the IDS to the above-mentioned requirements, network-related data
should be collected in every isolated network and sent to the centralised IDS to
ensure comprehensive coverage.

3.4 Sensor Placement

Sensor placement is essential during IDS planning. We conducted a literature survey
to identify the most prominent approaches.

According to Noel and Jajodia the optimal sensor placement can be determined
by an attack graph analysis [40]. During this procedure, the critical assets and paths
through the network can be highlighted along with the prioritisation of alerts and
effective attack response.

Chen et al. in [41] evaluated the IDS sensor placement to find an optimal trade-
off. According to their results, the optimal placement of sensors depends on our
main objective. It may be influenced by the attack type, we wish to detect, the price,
or the placement of firewalls and servers.

Based on the literature survey, there is no common method for determining the
optimal sensor placement. It requires deep knowledge about the actual networks and
their topology, as well as the needs and main objectives.

In order to avoid single points of failure and ensure reliable detection, it is crucial
to deploy redundant sensors. It involves the use of multiple sensors to monitor the
same parameter or condition in different network segments.

This approach increases reliability by making the IDS more failure-resistant:
If one sensor fails, others can continue to provide the necessary data, ensuring
continuous monitoring and detection. Besides that, it helps with error detection.
Redundant sensors can support the cross-validation of the data and indicate a
malfunction in one of the sensors.

3.5 Detection Mechanisms
3.5.1 Signature-Based Detection

One of the two primary methods an IDS uses to detect intrusion is the signature-
based or misuse detection. This type of IDS is particularly effective because most
attacks have unique signatures that can be identified. The simplicity and practicality
of this method lie in its straightforward process learning to specify a pattern and
deciding which patterns should trigger the IDS.

Signature-based IDSs operate using rule sets, which are files containing a defined
traffic pattern that triggers a specified reaction. These rules are crucial as they can
contain a variety of patterns, from previous attack sequences to known system
vulnerabilities, that can trigger the IDS’s reaction.
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Each intrusion triggers unique reactions, such as denied access to a file or
directory, failed login attempts, failed attempts to run an application, etc. These
unique patterns are then used to detect and alert when a similar attack is happening in
the future. Data is collected from different places, such as network traffic, particular
resource usage, the number of requests from the same IP, etc. After this data is
collected and analysed, it could be added to the knowledge base for future uses.

Some advantages of such an IDS include easier detection of attacks if the
signatures are well known. In modern systems, pattern matching is optimised,
making it effective and quick. Such systems are versatile, and rules might be easier
to understand compared to anomaly baselines. On the other hand, the collection
of signatures must be constantly updated. It is possible that a signature-based IDS
fails to identify unique attacks. Rules may be redundant and use up computational
resources to calculate an already evaluated result in a different way [42, 43].

3.5.2 Anomaly-Based Detection

The other section of IDSs based on how they detect intrusions is the anomaly-based
IDSs. Their techniques are fundamentally different from signature-based IDSs,
so their usage differs greatly. Their perspective is opposite to the signature-based
variants. They do not monitor the individual packets one by one, but instead, they
compare their behaviour to a standard pattern, and if that differs, it gets classified as
an anomaly.

Unlike signature-based versions, anomaly-based IDSs do not rely on rule
sets. Instead, they adapt to the system’s behaviour profile, which defines normal
activities. This adaptability ensures that any significant deviation from the norm
triggers the necessary countermeasures, reinforcing their effectiveness.

The IDS refers to a behaviour profile that defines the normal behaviour of the
system. Any variation from the normal will trigger alarms. This version can detect
zero-day exploits. Anomaly detection can be done during run time or later down the
line. Like AIDSs, anomaly-based IDSs are great against protocol or port missuses,
detecting DoS attacks with crafted IP packets and other network or resource failures
[44]. Attacks without known signatures are also detectable, like new worms or
viruses.

The advantages of anomaly-based IDSs are significant. They can detect new
versions of attacks that lack known fingerprints, instilling confidence in their ability
to keep systems secure. As time passes, behaviour profiles can become more
advanced, and custom profiles for different networks and applications can be created
to detect unique system attacks. However, it might be hard to understand and make
a profile. It is challenging to find the boundary between normal and abnormal
behaviour. All protocols analysed must be well defined and tested for accuracy;
otherwise, malicious behaviour might be associated with normal behaviour [42-44].
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3.6 Data Collection, Storage, and Analysis

The sheer volume of data generated by IDSs necessitates significant storage capacity
and advanced data management solutions to handle the influx efficiently. Further-
more, the urgency and importance of the work in threat detection is underscored by
the need for real-time analysis. This involves sophisticated algorithms and substan-
tial computational resources, and the need for high-speed processing capabilities
and low-latency data handling. The diverse nature of data types collected, ranging
from network traffic logs to application-specific information, further highlights the
need for versatile analytical tools and methodologies.

Implementing robust log management practices for storing and analysing IDS
logs involves several steps to ensure efficient storage, timely analysis, and compre-
hensive security monitoring.

To simplify data management and analysis, a central data server should be
deployed to collect data from various IDS sensors across the network. The data
should be collected in standardised formats (e.g., JSON, syslog) to ensure consis-
tency and facilitate easier parsing and analysis.

Data storage should be scalable. Depending on the network’s characteristics,
the amount and generation speed of the data can vary. Modern, scalable storage
solutions such as cloud storage or distributed file systems (e.g., Hadoop HDFS) can
handle large volumes of log data, but on ships, the limited external communication
capacity restricts the applicable technologies.

The volume of the data also involves data retention policies based on compliance
requirements and business needs. To use the storage capacities optimally, it is worth
moving older logs to less expensive storage options.

Different IDSs and other data sources may send the logs in different formats,
which needs log parsing and normalisation. During this process, the logs are
transferred into a common format, making them easier to analyse. The collected
data should be indexed to enable quick and efficient querying.

To improve the IDS’s sensitivity, log data should be enriched with contextual
information such as geolocation, threat intelligence feeds, and asset data. This
method can enhance data analysis and incident response.

The collected logs should be integrated with a Security Information and Event
Management (SIEM) system for real-time monitoring, correlation, and analysis.

3.7 Alerting and Response

Once a potential security threat or anomaly is detected, to reduce the impact and
damages an IDS should trigger alerts for the responsive system and associated
security personnel.

During the critical initial detection phase, the IDS diligently monitors network
traffic or system activities to identify any suspicious behaviour, such as unusual
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login attempts, abnormal data transfers, or known attack signatures. This is where
your expertise comes into play. When a potential threat is detected, the IDS
generates an alert, providing details such as the type of anomaly detected, the source
and destination IP addresses, timestamps, and other relevant metadata. The IDS
should correlate multiple alerts to identify patterns that indicate a larger, coordinated
attack. Your role in this phase is crucial, as it reduces the likelihood of false positives
and helps in understanding the full scope of the threat.

Since the response process is crucial for mitigating the impact of an intrusion,
minimising damage, and protecting the organisation’s assets, alerts must be esca-
lated based on their severity. Predefined incident response protocols should be
defined to minimise the delay and maximise the efficiency of the action taken.

These actions must consist of initial triage, in which a responsible personnel or
automated system reviews the alert to determine its validity and assess the potential
impact. This may involve automated log or network traffic analysis. If a higher level
of action is needed, such as a manual log or network traffic analysis or forensic tools
to gather more information, a cybersecurity analyst must be involved.

Depending on the threat, immediate actions must be taken to contain the
intrusion, such as isolating affected systems, blocking malicious IP addresses, or
disabling compromised accounts. Longer-term mitigation strategies might include
applying patches, reconfiguring firewalls, or enhancing security policies to prevent
similar incidents in the future.

After containment, efforts focus on restoring normal operations. This might
involve cleaning up malware, restoring data from backups, or repairing dam-
aged systems. These actions need deep IT knowledge and cannot be done as a
remote operation. During the process—to prevent recurrence—additional controls
or changes should be implemented, such as improving monitoring, updating IDS
rules, or conducting staff training.

In summary, the alerting and response in an IDS is a multistep process that
involves detecting threats, generating alerts, investigating and containing incidents,
and finally recovering from and learning from the event. A well-designed alerting
and response system is essential for maintaining the security and integrity of an
organisation’s network and systems.

3.8 Testing and Validation

The performance of the detection and alerting system should be validated through a
series of comprehensive tests. These tests should encompass the entire environment
and evaluate not only the accuracy of anomaly detection but also the effectiveness
of the system’s response.
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3.8.1 Performance Analysis and Detection Testing

Several methods can be used to test and validate IDSs. Each method provides
insights into different aspects of the IDS, ensuring its effectiveness across a range
of scenarios.

The IDS’s ability to differentiate between normal and abnormal traffic patterns is
a key function in maintaining network security. This is tested through traffic analysis
and anomaly detection, where normal and abnormal traffic patterns are introduced
into the network to see how the IDS performs. This process can be conducted with
publicly available datasets:

e KDD Cup 99 [45]: One of the most well-known datasets for intrusion detection,
which contains labelled data for different types of network attacks and normal
traffic. According to Tavallaee et al., it suffers deficiencies: The dataset contains
a huge number of redundant records, and they appear in the training and test sets
as well. It makes the classifiers biased, causing a high classification rate [46].

¢ NSL-KDD [47]: An improved version of KDD Cup 99, which focuses on attack
and normal traffic. It does not suffer from any of the mentioned problems.
Furthermore, the number of records in the train and test sets is reasonable,
allowing the experiments to be run on the complete set without the need to
randomly select a small portion [46].

¢ CICIDS 2017 [48]: The dataset contains benign and common attacks, which
resemble real-world data. It includes 86 network-related features that also contain
IP addresses and attack types. It also includes the results of the network traffic
analysis: flows labelled based on many features, along with their definition.

 UNSW-NBI15 [49]: This dataset includes normal traffic and nine types of
attacks namely, Backdoors, Fuzzers, DoS, Analysis, Generic, Exploits, Worms,
Reconnaissance, and Shellcode [50].

The common characteristic of the above-mentioned datasets is that they aim to
improve IDSs, focusing mainly on IT but not OT systems. Another shortcoming is
the lack of maritime-related data.

Visky et al. published the MarCyb dataset that contains benign and attacks in
ship OT networks [51]. Along with the common attacks, such as Address Resolution
Protocol (ARP) spoofing and DoS, this dataset contains attacks against navigation
systems, like Electronic Chart Display and Information System (ECDIS) and Global
Positioning System (GPS). Furthermore, there are attacks against the navigation
process, like man overboard flooding, collision alerts, and logically invalid data
encoding.

The performance analysis result shows the rate of false positives (benign events
flagged as threats) and false negatives (actual threats missed by the IDS).
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3.8.2 Penetration Testing

Penetration testing is a method used to evaluate the security of a computer system,
network, or web application by simulating an attack from malicious outsiders or
insiders. The goal is to identify vulnerabilities that could be exploited by attackers,
assess the effectiveness of the defences in place, and recommend improvements
[52]. This helps identify how well the IDS detects real-world attacks.

The process begins with a crucial phase, the reconnaissance. This step is
instrumental in understanding the target system and defining the scope of the
test. It provides vital information about the target, such as domain names, IP
addresses, network topology, and any public-facing services or applications. This
comprehensive understanding allows for the creation of a detailed plan that outlines
the targets, methods, and schedule for the penetration test, ensuring you are fully
prepared for the task at hand.

The next step in the process is the scanning phase, a proactive measure to
identify potential entry points and vulnerabilities in the target system. Automated
tools like Nmap [53] and Nessus [54] can scan the network for open ports, running
services, and potential vulnerabilities, such as outdated software, misconfigurations,
or unpatched vulnerabilities. This vigilance is key to staying ahead of potential
threats.

Exploitation of the identified vulnerabilities gives unauthorised access to the
system. This process uses tools like Metasploit [55] or other cybersecurity frame-
works to simulate various attack scenarios, such as SQL injections, DDoS attacks,
or malware infections.

The successful attack demonstrates the system’s weakness and gives the attacker
the opportunity to deploy a backdoor, create hidden user accounts, or install malware
to ensure continued access even if the initial vulnerability is patched. Establishing
this foothold helps the attacker maintain access, monitor the system, and attempt to
move laterally within the network to access more sensitive areas or data.

The activity’s result is a report that includes the penetration test’s findings and
provides actionable recommendations. The detailed report outlines the vulnerabili-
ties discovered, the methods used to exploit them, and the potential impact of each
vulnerability.

3.9 Maintenance and Updates

Maintenance and updates for an IDS are crucial to ensuring that the system functions
effectively in detecting and responding to potential threats. The tasks involved can
be broken down into several key areas.

Maintaining up-to-date signature databases is essential for signature-based IDS.
New threats and vulnerabilities emerge regularly, so the IDS needs regular updates
to recognise these new patterns. Creating and refining custom rules specific to the
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organisation’s environment can improve the accuracy of the IDS and reduce false
positives.

System software and firmware updates include the IDS software and its underly-
ing operating system or firmware to ensure they have the latest security patches and
enhancements. This helps to protect the IDS itself from vulnerabilities. This process
covers the implementation of new features and improvements provided by the IDS
vendor that can enhance detection capabilities, performance, or usability.

Response procedures should also be updated based on the latest threats and the
IDS’s capabilities to ensure the most efficient incident response processes.

During regular maintenance, the IDS can be fine-tuned to maximise its sensitivity
and minimise false positives. Revision of the IDS logs helps this process, by trend,
repeated false positives, or new types of suspicious activity identification. The fine-
tuning can involve the modification of thresholds, rules, or response actions.

Logs, configuration files, and other critical IDS data should be archived regularly
to support incident response, disaster recovery, or forensics activity in the future.
Maintaining the incident response plan, including regular testing of backup proce-
dures, is also essential to quickly restore IDS functionality in case of failure.

Continuously monitoring the IDS to ensure it is operating correctly. This includes
checking that sensors are functional, the network connection is stable, and the IDS
is correctly logging and alerting. Besides that, during the maintenance, the IDS
testing ensures that it correctly detects known threats. This could involve running
simulations or using test signatures.

4 Conclusion and Future Work

4.1 Summary

In our literature analysis, we found results that highlight the usability of the open-
source IDSs on ships, but we did not find any that introduces a concept with all the
technical aspects to fertilise the development and integration of such a system into
marine vehicles.

In our research we reviewed the existing literature to answer this need and
collected and introduced the relevant challenges. We highlighted many aspects to
be considered.

4.2 Main Findings

The ship usually needs IT or cybersecurity experts, so the alerts must be handled
by nonexpert personnel, or they could be managed from the shore, which makes the
situation difficult because of the limited communication bandwidth.



Technical Considerations for Open-Source IDS Integration in Marine Vehicles 157

Since the ship has limited or no IT experts on board, the crew should clearly
know if they can start or carry on the mission in the given cyber-situation or, if they
cannot, how they can mitigate the problem.

The effectiveness of the IDS depends on its accuracy—the ability to detect
real threats accurately while minimising false positives—and speed of detection,
which can be increased by an automated response process. While it can speed up
the response process, certain alerts may require human analysis to understand and
respond to the threat fully.

Effective response to cyber-threats requires a well-coordinated system. This
involves the IDS, other security tools (e.g., firewalls, SIEM systems), and the
security team working together. Integration and communication are key to this well-
organised and efficient system.

All these findings should be held in the forehead during the design of an IDS.

4.3 Limitation and Future Work

Our research was limited to the technical aspects. However, the administrative,
human-related, financial, and legal aspects also need to be examined, which we
plan to do in future work.
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Enhancing Cybersecurity in Marine ®)
Vessels: Integrating Artificial Neural Qe
Networks with Inertial Navigation

Systems for Resilience Against GPS
Cyber-Attacks

Yigit Giilmez

1 Introduction

The maritime industry is progressively advancing towards autonomous shipping,
driven by the digitalization of marine vessels. This shift towards highly digital-
ized ships offers numerous benefits, including enhanced connectivity, automated
responses to critical situations, and autonomous control of various systems and
subsystems. These advancements lead to greater operational efficiency, improved
safety, and a significant reduction in human error, ultimately safeguarding human
life, the environment, vessels, and onboard systems. However, the increased con-
nectivity also introduces new vulnerabilities, making ships more susceptible to
cyber threats. Historically, critical ship systems were not connected to remote
control centres or the internet, which made them relatively secure. Now, with
this increased integration, these systems are at a heightened risk of cyber-attacks.
Unauthorized access to a ship’s autonomous control system or automation system—
which controls and monitors key functions like navigation, propulsion, and auxiliary
systems—could result in catastrophic consequences, including the loss of control
over the vessel.

The modern ships employ information technology (IT) and operational technol-
ogy (OT) systems for shore-based monitoring and control, monitor events onboard,
and process the information to provide an efficient and reliable operation. However,
the integration of IT and OT systems raises the security and privacy concerns for
the network between ship systems and network between ship and shore control
centres. In response to similar challenges in other industries, numerous methods
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have been implemented to enhance system reliability, such as various anomaly
detection strategies of system parameters to detect and mitigate cyber threats. In the
context of smart grids, Panthi and Das [1] utilized binary grey wolf optimization
for feature selection in their intrusion detection system. Their study, based on
a specified dataset, effectively improved intrusion classification, outperforming
existing benchmarks. This approach from the smart grid sector offers a practical
model for enhancing maritime systems’ cybersecurity, suggesting its potential
applicability in detecting and managing cyber threats in modern ship operations. In
another study [2], a novel methodology based on system dynamics and sensitivity
analysis to assess the impacts of cyber-attacks was introduced. Their research
demonstrated this methodology using the IEEE 14-bus and 300-bus electric grid
models, along with the Tennessee Eastman chemical process. The methodology’s
effectiveness, scalability, and applicability across different sectors were highlighted
through experiments in various attack scenarios. Moreover, it outperformed tradi-
tional graph-theoretic and electrical centrality metrics, showcasing its robustness in
identifying and quantifying the significance of control variables and the propagation
impact of cyber threats. In a related study [3], the research introduced ARTINALI#,
a Bayesian-based search and score technique designed to adapt intrusion detection
systems for deployment on resource-limited cyber-physical systems. This approach
strategically identifies critical points for system instrumentation, balancing the need
for comprehensive attack coverage with the constraints on memory and runtime.
The effectiveness of ARTINALI# was demonstrated through its deployment on two
distinct systems: a smart meter and a smart artificial pancreas. Results showed a
reduction in the number of security monitors by 64%, leading to decreases of 52%
in memory usage and 69% in runtime, while maintaining over 98% effectiveness
in detecting simulated attacks. This methodology enables the detection system
adaptability across various systems with varying resource capacities, significantly
enhancing the speed and efficiency of attack detection in safety-critical environ-
ments. In another study [4], Goetz and Humm introduced an unsupervised anomaly
detection approach for cyber-physical production systems, utilizing graph neural
networks. This methodology diverges from traditional techniques that rely solely on
sensor data, by incorporating a broader array of system data through graph-based
modelling. This allows for capturing intricate system characteristics, interactions,
and correlations. Their approach uses a reconstruction-based graph neural network
that not only detects but also analyses anomalies within these complex structures.
Tested in a real industrial setting, their results confirmed the method’s ability to
effectively identify anomalies while simultaneously accounting for system-wide
correlations and interactions. This represents a significant advancement in ensuring
the safety and efficiency of cyber-physical production systems. In a recent study [5],
researchers introduced two innovative deep learning models designed to improve
network anomaly detection: the deep nested clustering autoencoder and the deep
clustering hierarchical autoencoder. These models utilize a distinctive nested branch
structure with dual deep autoencoders to form hierarchical latent spaces. Integrated
clustering algorithms help optimize and refine the distribution of data points within
these spaces, enhancing the separation between normal and abnormal behaviours
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and aiding the identification of significant features. The effectiveness of these
models was rigorously tested across several major network intrusion datasets.
Experimental results confirmed that both models achieved higher levels of accuracy
compared to existing baselines and reduced processing times at the inference stage,
indicating substantial advancements in the efficiency and effectiveness of network
anomaly detection. Considering all the studies mentioned above [1-5], it is evident
that various machine learning algorithms play a crucial role in ensuring accurate
anomaly or intrusion detection within systems. Despite the differing methodologies
across these studies, a key commonality is the importance of cross-verifying system
values by using other system parameters.

On the other hand, the growing importance of cyber-physical systems in marine
vessels, due to their increased connectivity, brings attention to the cybersecurity
threats that marine vessels face or will potentially face. Although the literature
includes studies analysing cyber risks in other critical facilities, there is a noticeable
gap when it comes to marine vessels, which may be very vulnerable to cyber-attacks
as well as other industrial systems. Among the few studies focusing on maritime
cybersecurity, some have made significant contributions, such as conducting risk
assessments for integrated navigation systems and voyage data recorders using
failure mode effects and criticality analysis [6, 7], analysing cyber risks throughout
the voyage cycle and within electronic chart display and information systems [8,
9], and developing a specialized “Cyber Risk Assessment for Ships” [10]. However,
these studies are limited in number, and only a few have used simulation-based
frameworks or experimental data to investigate the potential impact of cyber-attack
scenarios on ships. A notable contribution in this area is from Longo et al. [11], who
developed a threat model specifically for maritime systems. Their study focused on
the ship’s steering gear system, where they proposed and validated a new attack
methodology through comprehensive experiments, proving its effectiveness. This
work is crucial as it demonstrates how targeted cyber-attacks can manipulate ship
operations and suggests strategies to increase the resilience of maritime control
systems.

Despite the growing focus on cybersecurity within the maritime industry, there
remains a noticeable gap in research addressing the specific vulnerabilities and
resilience strategies for marine vessels, particularly concerning GPS-related cyber
threats. The purpose of this study is to bridge this gap by exploring the integration
of artificial neural networks (ANNs) with inertial navigation systems to enhance the
resilience of maritime vessels against GPS cyber-attacks. This research is significant
as it not only contributes to the existing body of knowledge by providing a novel
approach to safeguarding maritime navigation systems but also offers practical
solutions that can be implemented to protect critical maritime operations from
increasingly sophisticated cyber threats.
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2 Methodology

2.1 Data Gathering and Processing

In this study, operational data from a real ship over a period of 200 days, including
operational parameters of the propulsion system such as engine torque, engine
speed, turbocharger speed, and exhaust gas temperature, were collected.

The part of the data set which was gathered from the ship included an hourly
basis at the start of each hour in local time, daily ship draft data, sea trial test
reports, COSP and EOSP times, the records of route changing, and the fixed value
of the propeller pitch. Apart from this data set, the ship’s AIS track records, along
with weather and sea state information relevant to the ship’s location and its actual
heading during the sample time, were gathered from the AIS database using Marine
Traffic [12] records for the same period. The collected position, weather condition,
and heading data were sampled at the top of every hour in GMT time. The two data
set combined in a single data set, comprising 5029 unique entries has been organized
into a spreadsheet, with all local timestamps converted to GMT. A chart shows that
all related data in means of source, type, and frequency are illustrated in Fig. 1.

Adjustments were made to the collected data, utilizing hourly ship positions to
determine the actual speed of the ships, which was then designated as the target
speed. The engine’s torque was employed to calculate shaft power. Data entries from
times when ships were in ports, bunkering, drifting, anchored, or moving at speeds
considered very slow (under 4 knots) were excluded, as propulsion system data in
such conditions could be unreliable. Additionally, records indicating route changes
within these specific intervals were omitted to avoid inaccuracies in calculating
the ships’ actual speeds. Following these adjustments, 1104 distinct entries were
retained and utilized to develop artificial neural networks. Manoeuvring periods of
the ship are included in this data set. Additionally, for certain analyses, periods of
manoeuvring were excluded, specifically by omitting records from the time between
EOSP and COSP, as well as any entries where wind speeds exceeded 22 knots.

o Ship position (Hourly basis) ¢ Actual engine speed *Shop test values for engine
*Wind speed & direction e Actual engine power parameters in various

e Current speed & direction e Actual turbocharger speed conditions

¢ Wave height & direction * Average actual exhaust

oSwell height & direction temperature

* Draft (Daily basis)

Fig. 1 Data types and sources
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Table 1 General information of the ship

Parameter

DWT

GT

Service speed

Engine power and speed

Value

74,999 t

42,432

15 knots

13,548 kW and 105 rpm

165

Propulsion Fixed pitch, marine diesel engine
Year built 2004

LOA and Beam and draught 228 and 32.2 and 14.43 m

Net tonnage 21,821

Ballast 42,254 t

Ballast segregated 27,571t

Real ship speed (knots) Engine Speed (rpm)

120
120
100 100
100
80 N 80
%0
o0 60 60
" 0 "
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Fig. 2 Frequency distribution of key propulsion system variables in dataset

Engine Power (kW)

This exclusion aimed to eliminate outliers and assess how such conditions affect the
model’s accuracy.

The related data was collected from a crude oil carrier of which general
information is illustrated in Table 1. This ship was chosen for this analysis due
to its extensive navigation range, covering diverse areas such as Singapore, Brazil,
the Baltic Sea, Gibraltar, and the Red Sea, which provides a wide distribution of
weather conditions, as shown in Figs. 2 and 3. Additionally, the ship offers high-
resolution data with minimal errors and comprehensive sea trial test records, making
it particularly suitable for this type of analysis.

Figure 2 presents the distribution frequencies of key variables within the dataset,
specifically focusing on actual ship speed, engine power, and engine speed. The
illustration reveals a broad spectrum of values across these three parameters,
indicating the dataset encompasses a variety of unique and infrequent operational
states, such as reduced engine speeds, minimal loads, and both medium and low ship
velocities. This diversity complicates the training process for neural networks, yet
simultaneously enhances the model’s ability to adapt to a wide range of scenarios.

Figure 3 shows the frequency distribution of weather and sea state variables,
which is important for the study’s goal to analyse how weather conditions affect
changes in vessel speed relative to theoretical ship speed. The inclusion of a broad
spectrum of weather and sea conditions is essential for developing an accurate neural
network model. The figure reveals that the dataset includes a wide variety of weather



166 Y. Giilmez

Swell Height (m) Wave height (m) N Head Current (knots)

Cross Current (knots) Headwind (knots) Crosswind (knots)

0
0

w0 50
60 " &
a0 40
20 20 I I 20 I I

0 I I I m 0 I n o
g

0,11

Fig. 3 Frequency distribution of weather and sea state variables in dataset

conditions, notably in wind speed, ranging from 0 to 35 knots, equivalent to O to 8
on the Beaufort scale. Wind direction is also considered crucial for assessing its
impact on ship speed and resistance and is therefore depicted in two separate graphs
for headwind and crosswind. Notably, 17.39% of the headwind data exceeds the
415 knots range, and 9.4% surpasses =20 knots, enhancing the model’s depth.
Regarding sea conditions, wave heights reach up to 4.3 m and swell heights up to
5.3 m, with wave heights exceeding 2.5 m in 6.5% of scenarios, and swell heights
exceeding 3 m in 6.6% of scenarios. The dataset encompasses a wide range of wind
speed, wave heights, and swell heights, demonstrating the neural network model’s
potential to accurately estimate conditions up to these limit values.

The dataset encompasses a wide array of essential elements, including the ship’s
propulsion system metrics, weather and sea conditions around the vessel, and its
positional information. This study aims to explore several key research questions,
such as the feasibility of predicting ship speed using data on weather, sea states,
and propulsion system metrics, and the potential of determining ship speed by
evaluating the influence of weather and sea states on propulsion parameters like
engine power, engine speed, turbocharger speed, and exhaust gas temperature. To
this end, three distinct neural network models were developed, each representing a
different scenario.

In the first case, the model uses only data from the propulsion system—
specifically, engine speed, engine power, turbocharger speed, and average exhaust
temperature—to predict ship speed. This model assesses the effect of weather and
sea state on propulsion system performance by comparing actual engine parameter
values against those obtained during sea trials, which were conducted under calm
sea and weather conditions. A larger discrepancy indicates a greater impact of
weather and sea states on engine performance, resulting in a wider gap between
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theoretical and actual ship speeds. Therefore, this model aims to quantify the impact
of weather and sea states on the variance between measured engine parameters and
sea trial data. In the second scenario, the model incorporates the same propulsion
system parameters as the first but adds wind speed and its relative direction as
inputs. This decision was based on an analysis showing that wind-related parameters
significantly enhance the model’s accuracy in speed estimation. Hence, wind
parameters were chosen as the additional inputs for improved predictive accuracy.
The third scenario expands further by utilizing all available propulsion system data
along with comprehensive weather and sea state information to estimate the actual
speed of the ship. This comprehensive approach aims to provide a holistic view of
how both propulsion dynamics and environmental conditions affect ship velocity.

The research also explored whether neural network model outputs could help
establish a theoretical circle’s radius around a ship’s last known position, which
would confine the ship’s potential maximum or minimum positional changes based
on its prior location. To achieve this, analyses of discrepancies were conducted
to identify the extreme possible changes in position for each hour of navigation.
Graphs displayed all differences between the actual ship speeds and the estimated
ones derived from the neural network model for each scenario, aiding in setting the
boundary values. Furthermore, conditions that significantly impact the discrepancies
yet occur infrequently were isolated, leading to further discrepancy analyses with
more precise data.

2.2 Artificial Neural Networks

Neural networks are an integral part of machine learning, inspired by the biological
neural networks that constitute animal brains. Basically, these computational models
are designed to recognize patterns and find solution to complex problems by
applying the same technique used by biological neurons signal to one another [13,
14]. Neural networks include layers with interconnected nodes or neurons. Each
connection represents a data pathway which transmits a signal from one neuron to
another. Neural networks have three basic phases: training, validation, and testing.
Determining of weights, which represents the strength of these connections, and
biases, which modify the output on the activation function, are adjusted during
training, allowing the network to learn from the data [15, 16]. Evaluating of the
learning process and fine adjusting of weights and biases conducted in the validation
process by using a dataset that is not used in learning phase. And final evaluation of
the model is made in the test phase with another data set which is not seen in the
learning and validation phases [16].

In the current study, the speed of a real ship was estimated by utilizing the data
from the propulsion system and environmental conditions by using three alternative
data combinations in three cases. The illustration of the neural network diagram for
these cases is illustrated in Fig. 4.
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Fig. 4 Neural network diagrams for three cases

MATLAB’s neural network toolbox has been used to develop the neural network
models. Modelling of each case made independently by using the selected features
from the same data set. Firstly, all the data set divided into three categories:
training, validation, and testing with rates of 70%, 15%, and 15%, respectively.
A feedforward neural network optimized by the Levenberg—Marquardt algorithm,
combined with a hyperbolic tangent sigmoid activation function was used in the
study to detect, map, and learn the complex nonlinear relationships between the
inputs and targets. The architecture of the neural network was constructed with a
single hidden layer and an output layer for all cases. The number of neurons within
the hidden layers were adjusted by trial-and-error method. For this purpose, the
model was run iteratively multiple times to reach the optimal configuration that
resulted in the best estimation performance by means of the performance metrics
used in this study. The compilation of MSE results for the top ten performing
iterations for each of the three cases were assembled to demonstrate the reliability
of neural networks.

All inputs and target features were standardized by the process of data prepara-
tion involved Z-score normalization as it is a crucial step for the neural network to
learn effectively. After the predictions were made, a reverse process of denormal-
ization was applied to convert the predicted values back to their original scale for
a straightforward comparison with actual ship speeds. Z-score normalization was
chosen through a trial-and-error process by comparing the prediction performance
of the algorithms among alternative normalization methods such as min-max
scaling, log transformation and square root transformation.

2.3 Calculations

The data set has been used to produce new types of data that are more appropriate
to make analysis or to create neural networks study. In this study, three different
neural networks models were created by using the difference of engine power from
the engine power data from the sea trial tests, the difference of turbocharger speed
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from the turbocharger speed data from the sea trial tests, the difference of average
exhaust gas temperature from the average exhaust gas temperature data from the
sea trial tests, relative directions of wind, current, wave, and swell, the speed of
wave and current, the height of wave and swells, the frequency of wave and swells,
and the real speed of the ship. Among these variables, the height and frequency of
wave and swells, and the speed of wind and current have been used directly in the
model without any processing. The difference of engine power from the sea trial test
was calculated with the formula below where AP represents the difference of engine
power, subscript of “op” indicates the measurement result taken during the operation
and subscript of “st” indicates the measurement result taken in same draught value
during the sea trial tests. ARPMrc and AT, values which indicate turbocharger
speed and average exhaust gas temperature, respectively, were also calculated in a
similar way.

AP = Py, — Py )

Relative direction of the wind, current, wave, and swell were calculated by the
difference between the actual course of the ship and the direction of the phenomenon
by the following formula where 6; indicates the direction of the related parameter,
O course 18 the course of the ship.

A91‘61 = ecourse - 9[ (2)

Real speed of the ship was calculated by using the Cosine rule [17] and by using
the positional information of the ship recorded from the AIS data by the following
formula where d is the distance travelled between the two-measurement point, r
is the radius of the globe, and &; and A; are the latitude and longitude of point
i respectively. And, the real ship speed was calculated by using the distance and
certain period of time.

d = r arccos (sin g, sin p + cos I, cos Tp cos (Ap — Ay)) 3)

Theoretical speed of the ship was calculated by using the propeller pitch and
engine speed by the following formula where RPMg,, is the engine speed, vy, is the
theoretical ship speed, and pitch is the distance the propeller would move forward
in one complete revolution if there were no slippage [18].

vth = RPMgy- pitch- 60 @

To enhance the accuracy of the neural network model, all data utilized in
the model were normalized using the Z-score method. In this method, the data
is standardized to scale the attribute values for making them lie numerically in
the same interval and scale to prevent the scale of the data set from affecting
the importance of any parameter in the modelling process [19]. This type of
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normalization has a wide range of applications in neural networks studies [20-22].
The formula for calculating the Z-score of a data point is as follows where x is any
value in the data set, u is the mean value of all data points within the same feature
set, and o is the standard deviation of the data points within the same feature set.

X =
- o

Z )

The performance and accuracy of neural networks models were evaluated using
some statistical metrics such as mean square error (MSE) and R value (R). MSE
is measured as mean squared differences between output and target [23], and R
is the value of the relationship between variables and quantifies the strength of the
relationship between targets and outputs [24]. MSE and R were calculated as follows
where n is the number of data points, y is the output value, and x is the target value.

n

1
MSE = — 3" (v —xi)° (©)
i=1

_ YEi@i—=%)(y—7)
S @i =2 - 5)

R )

3 Findings and Discussion

The neural network approach enabled the creation of mathematical relationships
between input parameters and targets, thereby improving the prediction of output
values. For each case, the neural network model was evaluated using varying
biases and weights to enhance the correlation between the outputs and the targets.
The algorithms that achieved the highest correlation were selected as the basis
for the simulation model for each case. Figure 5 displays the optimal validation
performances of simulation models.

Figure 5 presents the number of epochs utilized in the model and the lowest
achievable MSE for the comparison of predicted outputs and targets. The neural
network modelling tool employed in this study incorporates a feature known as
“early stopping”, which is designed to strike a balance between providing the model
sufficient attempts to learn and avoiding overfitting or performance degradation.
According to the diagram, the MSE begins to rise, indicating model degradation,
after a certain number of epochs, leading to the activation of the early stopping
mechanism at the most advantageous point. The optimal validation performance is
indicated to improve at the seventh epoch for case 1, the sixth epoch for case 2, and
the sixth epoch for case 3. The corresponding MSE values are 0.0644 for case 1,
0.041055 for case 2, and 0.046508 for case 3, with lower MSE values signifying
a smaller discrepancy between the model’s output and the target values for each



Enhancing Cybersecurity in Marine Vessels: Integrating Artificial Neural. . . 171

5 Best Validation Performance is 0.0644 at epoch 7 . Best Validation Performance is 0.041055 at epoch 6
10°F 10
Train

Train
Validation Validation
Test Test
Best Best

S,
3

10°

Mean Squared Error (mse)
=
>

D

102k . . . 102 . . . !
0 2 4 6 8 10 12 0 2 4 [} 8 10 1
13 Epochs 12 Epochs
Best Validation Performance is 0.046508 at epoch 6

102 F

Train
Validation
Test

Best

N

0
3
E
s
i

0
g 10
3
3
>
n
c
3
= 107

o
102k
0 2 4 6 8 10 12
12 Epochs

Fig. 5 MSE values and optimal epochs for three cases

scenario. These outcomes suggest a strong correlation between the simulation
outputs and the targets, validating the neural network model’s effectiveness in
estimating the ship’s speed across all three scenarios. Additionally, the results
were derived from a trial-and-error process involving numerous attempts, with
observations indicating generally the lowest MSE values for case 2 and the highest
for case 1. The MSE values for the ten most successful trials for each case are
depicted in Fig. 6.

Figure 6 displays a general correlation between MSE values and various
scenarios, indicating that the most accurate simulation outcomes, or the closest
approximations to the target, were achieved in case 2. In this scenario, data from
certain propulsion system sensors and limited weather information, specifically
wind speed and relative wind direction, were utilized to achieve the closest results to
the target. Case 3 expanded on the inputs used in case 2 by incorporating additional
weather parameters such as swell height, relative swell direction, swell period, wave
height, relative wave direction, wave period, current speed, and relative current
direction. However, despite the increased number of input parameters, including all
those from case 2, case 3 resulted in higher MSE values, suggesting that the addition
of more input parameters negatively affected the accuracy of the estimations.
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Fig. 6 Evaluation of neural network performance with best ten MSE outcomes for each case

Throughout this study, 1104 different scenarios were employed to develop the neural
network model. It is possible that with an even greater variety of scenarios, case 3
could yield improved results. Observing the outcomes of case 1, where no weather-
related data were used, the results were still satisfactory. This indicates that the
neural network was able to infer the impact of weather conditions on propulsion
system data, thereby modelling the effect of weather on ship speed without direct
weather data inputs and only with propulsion system data. Despite the absence of
explicit weather data in case 1, the neural network effectively modelled the influence
of weather on the propulsion system, leading to highly accurate speed estimations.
This outcome demonstrates the potential of using propulsion system data alone to
accurately predict the impact of weather conditions on ship speed. The effectiveness
of the model in estimating these impacts will be further discussed in subsequent
sections of the document.

Figure 7 presents the R values for various scenarios, indicating a close alignment
between targets and outputs. Notably, case 3 and case 2 exhibit comparatively higher
R values, while case 1 has the lowest. Nonetheless, the R value of 0.9756 in case 1
signifies a robust relationship between targets and outputs. As shown in the tables
in the figure, datasets were divided into three groups, with each group’s R values
calculated for every case. In every group, case 1 consistently shows the lowest R
values, whereas the sequence between case 2 and case 3 fluctuates, demonstrating
that R values do not follow a uniform order, especially between these two cases.

Comparing the findings extracted from Figs. 5, 6, and 7, this lack of consistent
ordering between MSE and R values suggests distinct patterns of error distribution
across cases. Specifically, case 3 might contain several outliers that elevate the MSE,
indicating poor performance, yet the majority of predictions closely track the actual
values, resulting in a high correlation coefficient. Conversely, case 2 might display
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Fig. 8 Comparative discrepancy distribution assessing ship speed estimation accuracy

more evenly spread errors that, despite being smaller, do not closely mirror the trend
of the actual values, leading to a reduced correlation coefficient. This implies that,
in these simulation outcomes, although predictions in cases 2 and 3 are generally
well-aligned, the presence of more outliers in case 3 causes its MSE to surpass that
of case 2.

Figure 8 illustrates the variance in the discrepancy between targets and outputs
across different scenarios. In case 1, a significant majority, 80.43%, of discrepancies
fall within £0.25 knots; this figure rises to 97.55% for discrepancies within
£0.5 knots and reaches 99.63% for those within 1 knot. Case 2 sees a slight
improvement, with 83.69% of discrepancies within £0.25 knots, 98.55% within
+0.5 knots, and 99.72% within &1 knot. Case 3 further refines these results, with
81.79% of discrepancies within £0.25 knots, 98.37% within £0.5 knots, and a
perfect 100% within £1 knot. These outcomes suggest varying levels of estimation
accuracy across the three cases but consistently demonstrate a high correlation rate
of discrepancies within £0.5 knots. Based on these outcomes, it is inferred that the
neural network model exhibits a high correlation in various scenarios, making it a
viable alternative for estimating ship speed. Furthermore, incorporating the ship’s
course into the model could also enable position prediction accuracy relative to a
known previous position.
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Fig. 9 Wind speed’s effect on prediction accuracy beyond 0.5 knot deviations

A thorough analysis of the dataset reveals a significant correlation between
specific weather conditions, notably wind speed, and the observed deviations
between the actual neural network outputs and their intended targets. Highlighted in
Fig. 9 are instances where the neural network’s output deviations from the targets
surpass 0.5 knots, with a clear indication of a relationship between these deviations
and wind speed. This is particularly evident for deviations exceeding 0.66 knots,
where wind speeds invariably exceed 22 knots, aligning with Beaufort scale levels
of 6 or above. This pattern suggests that under conditions up to a Beaufort scale of 6,
the neural network model demonstrates reliable ship speed predictions with a margin
of error limited to 0.66 knots, without any exceptions. In an individual assessment
of scenarios, after filtering out conditions with wind speeds over 22 knots, the model
showcases a discrepancy within 0.5 knots in 99%, 99.3%, and 99.3% of the cases
for the first, second, and third scenarios, respectively. This performance translates
to the model’s capability to estimate ship speeds with a 99% or higher accuracy
rate within a 0.5 knot threshold. Moreover, at a confidence level of 95%, the model
achieves ship speed estimations within error margins of 0.38, 0.33, and 0.35 knots
for the respective scenarios.

The analysis considers data involving ship movements at speeds over 4 knots,
including instances of manoeuvring where ships rapidly change speed. And, it may
potentially lead to data inaccuracies. To mitigate this, manoeuvring situations were
removed in a separate analysis. This refined analysis, presented in Fig. 10, shows
wind speed distributions and data discrepancies excluding manoeuvring scenarios.
When manoeuvring periods are removed, but all weather conditions are considered,
the model demonstrates a discrepancy rate within 0.5 knots for 97.61%, 98.63%,
and 98.4% of cases in the first, second, and third scenarios, respectively. Further
refining the analysis by excluding weather conditions with wind speeds over 22
knots results in an even lower discrepancy rate within 0.5 knots for 99.35%,
99.61%, and 99.61% of the cases across the three scenarios. Moreover, when
both manoeuvring situations and high wind speed conditions (over 22 knots) are
removed, the model achieves ship speed estimations with error margins of 0.36,
0.32, and 0.33 knots for the first, second, and third scenarios, respectively, at a 95%
confidence level.



Enhancing Cybersecurity in Marine Vessels: Integrating Artificial Neural. . . 175

Case 1 Case 2 Case 3

b

®

Co

2]
o
o

%
o

o

2
S

@

3

Wind speed (knots)

-1 -0.5 0 05 1 -1
Discrepancy (knots) Discrepancy (knots) Discrepancy (knots) |

Fig. 10 Refined accuracy in ship speed predictions excluding manoeuvres and high winds
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Fig. 11 Comparison of theoretical engine speed, real speed, and neural network estimations for
randomly selected 100 scenarios

Figure 11 presents a graphical comparison between actual ship speed, estimated
ship speeds from three different scenarios, and engine-based speed, which is derived
by multiplying the propeller pitch by the propeller rpm. The comparison highlights
that the neural network model provides estimates that are significantly closer to
the actual ship speed compared to the engine speed estimates. This indicates an
improvement in the accuracy of ship speed estimation by leveraging outputs from
the propulsion system. The graph organizes the actual ship speeds in ascending
order and displays both the engine speeds and the outcomes from various simulation
scenarios. A selection of 100 random scenarios was included in the graph. The
trendline for engine speed suggests a correlation between engine speed and actual
speed, yet the mean square error between the engine speed and actual speed is
considerably higher than that observed in the simulation results. These findings
demonstrate the efficacy of using neural networks in yielding highly accurate
approximations of actual ship speed.

After conducting thorough analysis, it becomes clear that the most favourable
outcomes were observed in use case 2. Interestingly, despite the addition of
numerous other input parameters in the neural network model for use case 3, which
encompasses all inputs from use case 2, the level of discrepancy in use case 3
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is surprisingly higher than that in use case 2. Considering that the model in use
case 1 operates without utilizing any direct weather-related input parameters, its
results are deemed satisfactory. Furthermore, the findings indicate that employing
data from the propulsion system alongside certain weather conditions in a neural
network to predict ship speed can yield highly accurate results with a 95%
confidence level. In use case 1, the maximum discrepancy observed is 0.36 knots,
while in use cases 2 and 3, it is reduced to 0.32 and 0.33 knots, respectively.
However, these discrepancy levels are considered too significant for the method
to be recognized as a highly accurate dead reckoning system. Nonetheless, these
results hold importance, particularly for use case 1, as it achieves a high level of
accuracy for a simulation model that does not incorporate any external information
or sensor measurements from the engine room. This aspect is crucial as it could
serve as an indicator of the cyber robustness of the navigation system. Given that all
navigation systems on the ship’s bridge are interconnected, enhancing the system’s
vulnerability, the approach proposed in this study could offer a potential solution for
detecting cyber-attacks.

4 Conclusion

This study highlights an innovative approach of utilizing propulsion system data
to accurately predict ship speed and assess the impact of weather conditions,
thereby offering a critical advantage in enhancing maritime security and operational
resilience. The ability to determine ship speed without relying on GPS technology is
significant, especially considering the vulnerability of GPS to spoofing and jamming
attacks, which pose a risk to navigational integrity. By leveraging propulsion system
data, ship operators can maintain accurate speed estimations even when GPS signals
are compromised, thus mitigating potential navigational errors or security breaches.

Furthermore, this method emphasizes the importance of minimizing data usage
to bolster cybersecurity and provides a strategic alternative to GPS-dependent navi-
gation. It ensures sustained operational capabilities under challenging conditions,
such as weak GPS signals or deliberate interference, and enhances the ship’s
autonomy by relying on internal data systems. This approach simplifies data collec-
tion, enhances cybersecurity, and offers a robust method for uninterrupted, secure
maritime navigation, marking a significant advancement in maritime technology
with dual benefits of operational efficiency and strengthened security against cyber
threats.

In addition, incorporating propulsion system data for ship speed prediction serves
as a potent tool for cybersecurity and maintaining operational integrity. It plays
a pivotal role in detecting cyber-attacks and identifying anomalies in GPS data.
By continuously comparing ship speed estimations derived from propulsion data
with GPS-reported speeds, discrepancies beyond expected environmental variances
can signal potential cyber threats or GPS data manipulations. This capability
is invaluable for recognizing subtle, logical changes in GPS data that might
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otherwise go undetected, potentially leading to significant navigational errors.
Utilizing propulsion system data as an independent verification mechanism ensures
the authenticity and accuracy of GPS-reported data, offering a critical safeguard
against compromised GPS data due to cyber-attacks or technical malfunctions. This
dual-analysis approach bolsters maritime cybersecurity by enabling early anomaly
detection and facilitating timely corrective actions to ensure navigational safety and
security.
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A Comprehensive Review of Social ®)
Engineering on Maritime Cybersecurity Qe

Veera Senthil Kumar Ganesan and Mihir Chandra

1 Introduction

The shipping industry is pivotal in today’s world economy. Intercontinental trade
would not be possible without this industry. Shipping accounts for more than 80% of
the world trade volume. Looking at today’s scenario of shipping, it has become more
equipped with cutting-edge technologies and digitized to meet the requirements of
the growing needs of the industry. As technologies, used in shipping, are being
proliferated, there are benefits such as faster communication and higher automation
[1]. On the other hand, the shipping industry has to be ready to face looming
challenges because of these technological advancements [2]. Cyber threats to
shipping have become one of the major challenges with the increase in automation.

Moreover, the technology enhancement onboard ships rely on the internet
between servers, Information Technology (IT) systems and Operation Technology
(OT) systems which in turn increase the potential cyber vulnerabilities and risks
[3]. OT is hardware and software that monitors and controls processes. Whereas,
IT is for information processing, including software, hardware, communications
technologies, and related services. In modern ships, the IT and OT systems are
vulnerable to attack because they are considered less critical to security and
performance [4]. The possible cyberattacks on modern ships, based on already
hacked automation systems, were explored [S5]. Despite using many cybersecurity
measures to protect from threats, it is not adequate because of the continuous
growth in technology. It is essential to regularly update the cybersecurity measures
aboard ships. The way of attacking ships by cyber attackers changes constantly,
and it becomes very difficult to apply cybersecurity measures to prevent them. The
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most commonly found cyberattacks on ships include data breaches, ransomware
incidents, malware contamination, and invoice fraud. It is mandatory to protect the
ship’s IT infrastructure from these cyberattacks. It is essential to identify closely the
challenges in the implementation of cybersecurity in the shipping industry. The most
common challenges are the slow adoption rate, complex systems, ever-changing
crew members, inconsistent training, and terrestrial infrastructure dependency.
Further, as different types of cyberattacks are continuously evolving in shipping,
cyber risk management is mandatory onboard a ship. Cyber risk management is the
process of detecting, analyzing, assessing, reporting, and mitigating cyber-related
risk to an acceptable level. It helps in formulating new strategies and actions to
upgrade security [6]. But it is company and ship specific. However, in 2017, the
International Maritime Organization (IMO) adopted resolution MSC.428(98) [7] on
maritime cyber risk management in Safety Management System (SMS) and came
into force on January 1, 2021. The resolution stated that an approved SMS should
consider cyber risk management in accordance with the objectives and functional
requirements of the International Safety Management (ISM) code. In addition
to the IMO resolution, the U.S. National Institute of Standards and Technology
(NIST) Cybersecurity Framework Version 1.1 (April 2018) has also been taken into
account in the development of the guidelines. Apart from IMO guidelines, the other
guidelines and standards are provided by various associations like International
Chamber of Shipping (ICS), International Union of Marine Insurance (IUMI), Baltic
and International Maritime Council (BIMCO), Oil Companies International Marine
Forum (OCIMF), The International Association of Independent Tanker Owners
(INTERTANKO), The International Association of Dry Cargo Shipowners (INTER-
CARGQO), InterManager, Digital Container Shipping Association’s (DCSA), and
The International Association for Classification Societies (IACS) [8].

By definition, cybersecurity is the body of technologies, processes, and practices
designed to protect networks, devices, programs, and data from attack, theft,
damage, modification, or unauthorized access. Later, in 1999, Bruce Schneier
popularized the concept that cybersecurity is about people, process, and technology
[9]. Unlike the process and technology, the human aspect of cybersecurity can mean
different things to different people. Traditionally, the human aspect of cybersecurity
refers to the risks to an organization, which are created by the people affiliated with
the organization, when they interact with technology. But, it refers to both malicious
actors and the people who are the cause of the issue. Human behavior is one of
the biggest risks to a secure network because understanding typical behavior to
identify anomalies is a very challenging issue [10]. Hence, the need for behavioral
analysis is increasing in providing cybersecurity solutions and it has become an
aspect of cybersecurity education programs [11]. The behavioral analysis deals with
understanding the ways of creating risks to the organizations by the individuals and
mitigating those risks. While considering the traditional definition of the human
aspect of cybersecurity, refers to the risks posed by people, it is important to
consider the security-conscious people who implement the additional security to
the digital systems. Hence, the human aspect of cybersecurity is no longer just about
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identifying weaknesses; it is about exploiting the power of our human defenders to
enhance the digital security systems to make our organizations more cyber-resilient.

The technical aspect of cybersecurity deals with how to install firewalls and
antivirus softwares and encrypt the data. But the main issue of providing cyberse-
curity arises from the people because the people are the greatest security advocates
and weakest security link [12, 13]. Moreover, relying more on intelligent devices
encourages cyber criminality such as social engineering, identity theft, and spam
emails [14]. Technical attacks differ from social engineering attacks based on the
persons involved in the security breach. That is, technical attacks target only the
people possessing technical knowledge, but social engineering attacks involve all
the employees in an organization [15].

The rest of this chapter deals with the definition of social engineering and its
types of attacks, a few cases of social engineering incidents, challenges, and defense
strategies of social engineering, cyber issues, and cyber incidents in the maritime
sector and finally, the mitigation strategies of maritime cyber incidents.

2 Social Engineering and Types of Attacks

Social engineering is the art of persuading people to reveal confidential information
by manipulating their minds rather than technical exploit. The most common
forms of social engineering attacks, as depicted in Fig. 1, are phishing, whaling,
baiting, diversion theft, business email compromise (BEC), smishing, Quid Pro
Quo, pretexting, honeytrap, and tailgating [16, 17].

Phishing is a cyberattack that persuades the users to click a malicious link,
download infected files, or reveal personal information through email, phone,
SMS, social media, or other forms of personal communication. During COVID-19,
everyone spent most of their time online and eventually experienced peak phishing
attacks. As per the FBI report, phishing was standing at the top in cybercrimes in
2020, which was approximately double compared to cybercrimes in 2019.

Whaling is a variant of a phishing attack in which the attackers gain access to a
user’s device or personal information by leveraging personal communication. This
type of attack targets mainly the high-level executives in an organization.

Baiting is a type of social engineering attack in which the scammers are giving
false promises to deceive the users to reveal personal information or install malware
on the system. It could be in the form of online ads or in physical form, like leaving
the infected flash drive in an area where the victim could be targeted.

Diversion theft is a cyberattack that started as an offline attack and adapted online
to steal confidential information using spoofing the user into sending it to the wrong
recipient.

Business Email Compromise (BEC) is a social engineering strategy in which the
attackers are impersonating the company’s executives and sending emails to their
subordinates to execute wire transfers, change banking details, etc. These types of
attacks are often difficult to monitor and manage in large organizations.
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Fig. 1 Various forms of social engineering attacks

Smishing or SMS-phishing is a SMS-based phishing attack which requires little
effort for cyber attackers to execute this attack by purchasing a spoofed number
and setting up the malicious link. Today, people spend most of their time on mobile
phones and it is easy for attackers to target the victim by sending text messages.

Quid pro quo attack is one in which attackers acquire a user’s sensitive
information like login credentials of the system or device in exchange for a desirable
service. The acquired credentials can then be used by attackers to steal sensitive data
stored on the device, and it may be sold on the dark web.

Pretexting is a form of social engineering strategy that involves composing a
plausible scenario to convince the victim to divulge sensitive information. It involves
impersonating someone in a position of authority and asking questions about the
victim to gain their personal information to access their accounts. For example,
pretending to be an IT support technician and requesting a user’s login credentials
over the phone for system maintenance.

Honeytrap is a technique in which the attackers target the individuals, looking for
love on online dating websites or social media. Once they identify the victims, they
have a relationship with the victim by creating a fake online profile. The attackers
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take advantage of the relationship and deceive the victim into giving them money,
access to personal information, etc.

Tailgating, also known as piggybacking, is a physical breach or unauthorized
access by which the attackers gain physical access, using impersonation, to the
user’s confidential files or devices.

3 Social Engineering Incidents in the Real World

Most of the social engineering attacks occur through technology-based and human-
based deception. The former approach is to deceive the user by tricking them to
provide confidential information, and the latter approach is to deceive the user by
taking advantage of their ignorance [18]. Some of the social engineering attacks that
occurred all over the world are discussed in this section [19].

No one can forget the attack on Google and Facebook by Evaldas Rimasauskas,
a Lithuanian national, over the period 2013-2015. He deceived the employees of
those organizations, by setting up a bogus computer manufacturing company. He
trapped them into his trick by sending phishing emails and ransacked more than
$100 million. A loss of $75 million was incurred in the attack on Crelan Bank in
Belgium in 2016, and it was due to a spear-phishing attack on the CEO.

A voice-phishing attack, called Deepfake attack, was done on the CEO of a UK
energy company in March 2019 and ended up in a transfer of $243,000 by the CEO
to the scammer. Another massive attack using voice-phishing was done on Twitter
employees, in July 2020, in which the attackers hacked the Twitter accounts of many
users, including the most famous people. They tweeted to donate to a Bitcoin wallet
and ransacked $110,000 in Bitcoin.

Texas Attorney-General warned all the residents in a press release about the
popular smishing attack that occurred in September 2020. In this attack, the victim
received a fraudulent text message in which he/she was asked to click a link to
claim ownership of an undelivered package. Upon clicking the link, the victim
was redirected to a malicious website where he/she was asked to disclose his/her
personal information.

In April 2021, there was a Business Email Compromise (BEC) scam that
targeted the victim to install the malicious code on their device. In this attack, the
victim was asked to click an attachment, by which the victim was redirected to a
website containing malicious code. The code informs the victim to reenter the login
credentials by popping up a false notification. In the same year, a ransomware attack
was done on the employees of the UK rail operator, Merseyrail, by an unknown
gang. They targeted the employees by sending an email, pretending to be from their
Director’s email account with the subject “Lockbit Ransomware on Attack and Data
Theft.”

A data breach, revealing 2096 records of health information and 816 records
of personal identification information, occurred in June due to a phishing attack.
This attack was accomplished by claiming the login credentials of five employees
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of Sacramento County in the US. The unfortunate in this attack was that they
discovered its occurrence after 5 months. Customers of Oversea-Chinese Bank
Corporation (OCBC) in Singapore were attacked by cyber attackers in 2021 and
around $8.5 million, across approximately 470 customers, were lost in this scam.
The customers of OCBC were trapped by phishing emails to disclose their account
details. The situation became worse despite the bank taking efforts to block all the
fraudulent domains and alerting the customers. In 2022, phishing emails were sent
to the targeted organizations by attackers, pretending to the legitimate emails from
the US Department of Labor, to steal Office 365 credentials.

In February 2022, when there was an increasingly unpleasant situation between
Russia and Ukraine, Microsoft gave an alert of a new spear-phishing campaign
by a Russian hacking team, known as Gamaredon, targeting Ukraine government
agencies and NGOs. The starting phase of the attackers depends on sending phishing
emails containing malware. The emails sent contain a tracking pixel to confirm the
attacker whether has been opened.

A recent incident, Microsoft Azure Outage, occurred on 19 July 2024 due
to a faulty update to the Crowdstrike Falcon Sensor software. Following this
incident, there are reports of an ongoing phishing campaign targeting Crowdstrike
users, leveraging this issue to conduct the following malicious activities, such as
sending phishing emails posing as Crowdstrike support to customers, impersonating
Crowdstrike staff in phone calls, distributing Trojan malware pretending as recovery
tools, etc. [20].

4 Challenges in Preventing Social Engineering Attacks

Technology advancements: As technology grows, cyber attackers use different
strategies to deceive ordinary people and high executives. Social engineering
attacks are more frequent nowadays and make cybersecurity less effective.
Existing techniques to defend against cyberattacks also have fundamental limita-
tions in counteracting them with an ever-growing number of social engineering
attacks because they are limited by human subjective decisions. Technology-
based techniques fail to provide a complete solution to cybersecurity because
of the exploitation of vulnerability in technology.

People innocence: Social engineering is a technique of exploiting the vulnerabilities
of humans to accomplish a malicious goal. According to research, around 23%
of people accurately manage less than half of the cybersecurity issues and only
4% can handle more than 90% of situations [21].

Growing attacks: Attackers use different types of social engineering attacks like
phishing, baiting, whaling, BEC, tailgating, etc. to convince the victim to
reveal their or organizations’ sensitive information. Devising a cybersecurity
mechanism during the design phase to counteract these different types of attacks
is a very challenging issue. In today’s digital technology era, hackers are stronger
than cybersecurity experts. Hence, it is essential for every organization to keep
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abreast of all their employees about the emerging social engineering techniques
to tackle the perils of cyberattacks.

Insider threats: One of the major challenging issues in social engineering is
monitoring and handling the people, mostly employees of an organization or
the people affiliated to an organization, like contractual or outsourcing workers,
who have information regarding assets, security information, and data of an
organization. Intentionally or unintentionally, they could exploit the security
system of an organization. As a revenge against an organization, for any reason,
they cope with attackers toward the decline of the organization’s growth.

Budget and Disaster management plan: The knowledge of budget allocation for
managing cyberattacks and recovering from them is very important for an
organization. Lack of knowledge of the impact of social engineering attacks
on organizations is another major challenging issue. Since social engineering
attacks occur in different forms, an organization should be prepared to allocate
the budget to compensate for any form of attack.

Training: Many organizations focus on technology-based cybersecurity solutions
like implementing firewalls, antivirus software, intrusion detection system,
etc. They believe that they would provide a holistic solution to cybersecurity
problems. They are least bothered about awareness education and training their
employees about cybersecurity issues.

5 Defense Strategies of Social Engineering

Social engineers usually target the main assets of organizations, like people,
data, software and hardware, and networks. This section deals with the defense
mechanisms to prevent social engineering attacks through any of the target points.

The first target point is the people through which the attackers accomplish their
goal. Organizations can defend from attacks on people by periodically educating
their employees and appointing social engineering technical staff. Information
security awareness is essential to reduce the risks associated with information
security breaches [22]. Unless employees are guided properly to make the right
decisions in the digital world, they will be likely to reveal the organization’s data and
eventually the loss of business. Hence, the organization should take responsibility
for providing information security awareness training to all their employees to
keep their cybersecurity systems safe. Every organization must be equipped with
adequate social engineering technical staff to predict the possibility of these attacks
in all directions and their consequences. They are also required to educate and guide
the employees in all situations to stay away safely from these social engineering
attacks.

The second target point is the data, which may be at individual level or
organization level. Individual level data refers to the personal data of high-profile
employees, like their salary, family photos, etc. Organization level data refers to
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sensitive information like planning documents, financial information, or any private
organizational data. The following defense measures are to be adopted by the
organization:

Backup and Replication: In order to ensure the integrity and availability of the
Confidentiality-Integrity-Availability (CIA) principle, the data of an organization
should be periodically backed up and replicated. Employees of the organization
must be aware of this back up and replication either on the servers or their
working computers.

Principle Of Least Privilege (POLP): This principle limits the level of access to
organization data by an employee to execute his task in an organization. The
security of the system and data of an organization require correct enforcement of
this principle and administrator privileges [23].

Data Sharing Limit: This policy defines the sharing boundaries for an employee
inside and outside the organization, i.e., some data can be shared only within a
department in the organization, whereas some data can be shared organization
level, etc.

Software and hardware are the third target point of the social engineers in
an organization. To protect this asset from the social engineering attacks, the
organization needs to educate their employees about software and hardware man-
agement, email accounts management, authentication policy, and Bring Your Own
Device (BYOD) policy. Software and hardware management refers to the software
installation, configuration, updates, hardware maintenance plan, etc. Employees
must be educated by the IT team of an organization about all these software and
hardware management policies. Nowadays, employees of an organization except
very few, do not have deeper knowledge of how to maintain their email accounts
and do formal way of email communication. Social engineers take advantage of the
employee’s negligence and send malicious emails by taking control of employees’
accounts. Organization must ensure the employees’ awareness of how to use and
maintain their email accounts by providing well-defined policies. Authentication is
one of the important cybersecurity measures to prevent the unauthorized access of
one’s personal information or organization’s sensitive information. It mitigates the
problem of impersonation. The authentication process should include more than one
form of employees’ information like biometric information, complex passwords,
captcha, etc. to enhance the security of the organization against social engineering
attacks. BYOD policy allows the employees of an organization to bring their own
devices like laptops, tablets, etc. for the purpose of official work. However, there
are many security risks, which the employees are not aware of, associated with
the usage of their own devices. The lack of understanding of BYOD by either the
employees or the organizations leads to the loss of critical information resources
and assets [24]. Hence, it is essential to ensure the devices are not violating the CIA
principle of cybersecurity. The organization should shoulder the responsibility of
implementing effective security and privacy policies to manage BYOD.

The network is the fourth target point of the social engineers in an organization.
Different networks like LAN, WAN, wired/wireless, etc. are available through
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which employees of an organization access the databases and servers. All these
networks have different security policies that must be known to the employees.
Otherwise, it leads to a security threat to the organization. For example, if an
employee of an organization attempts to access his organization’s local network
from his/her friend’s computer, without knowing being compromised, then it is a
security risk for his/her organization. The knowledge of internet configurations and
different network security policies is essential for the employees of an organization
to protect the organization’s network from social engineering attacks.

6 Cyber Issues in the Maritime Domain

Like other industries, digital transformation in maritime, despite offering substantial
benefits, involves more security risks in the cyber domain. IMO adopted Resolution
MSC.428(98), 2017 that “encourages administrations to ensure that cyber risks are
appropriately addressed in existing safety management systems, as defined in the
ISM Code, no later than the first annual verification of the company’s Document of
Compliance (DOC) after 1 January 2021.” Unless cyber awareness is made among
all the stakeholders in the shipping industry, risk management cannot be effective.
Even though modern technologies can protect against direct attack, the human
element is still the most vulnerable in maritime cybersecurity. Performing social
engineering attacks on maritime workers than executives is very simple because the
executives are well aware of these attacks. The social engineers focus on two groups,
namely the crew members who have direct access to the ship’s control systems and
the shore-based people who have remote access to seaborne networks. On ships,
the vulnerable systems for attackers are navigational systems, cargo handling and
storage systems, and propulsion and power systems [25]. Among these systems,
navigational systems are the most advanced networking and digitally accessible
systems onboard. For example, cyber attackers can jam or corrupt the signals
from external sensors like GPS, AIS, ARPA, etc., gather critical hydrographic
information, and tamper directly with the Electronics Navigational (ENC) chart,
if they get access to the Electronic Chart Display and Information System (ECDIS).
They can also disable the operating systems of ECDIS stations. Hackers can
even control the ship’s auto steering algorithm in the advanced integrated bridge
navigational systems of modern tanker and passenger ships.

7 Cyber Incidents in the Maritime Sector

In July 2019, the Stena Impero, the UK-flagged oil/chemical tanker, was seized by
Iranian forces, as it transited through the Strait of Hormuz. The evidence showed
that the Stena Impero received spoofed AIS signals and sent the vessel off course



188 V. S. K. Ganesan and M. Chandra

into Iranian waters. This attack resulted in a GPS outage and navigation disruption
onboard the vessel [26].

There was a ransomware attack on Compagnie Maritime d’Affretement Com-
pagnie Générale Maritime (CMA CGM), a French shipping and logistics company,
in September 2020 to force the container line to shut down the network and online
services [27]. A phishing attack was targeted on a US tugboat via email spoofing
in September 2020 [28]. A cyberattack on the Terminal Operating System (TOS)
was held in June 2020 to disable completely the port operations from the loading
of goods and containers on vessels to the transshipment and entry of cargo to and
from the port [29]. A ransomware attack on South Korea’s national flagship carrier
HMM occurred in 2021 that impacted mainly the email server of the company [30].

The Singapore shipbuilder Sembcorp Marine reported the cyber incident in
August 2022. The attack involved an unauthorized party accessing part of its IT
network via third-party software products. In this attack, employee data and non-
critical information relating to Sembcorp’s operations were compromised [31].
Lock Bit cyberattack group attacked the Port of Lisbon on 25 December 2022 and
crippled the port operations for 4 days. The attackers claimed the ransom amount of
$1.5 million to release the stolen data [32].

In March 2023, the Dutch maritime logistics company, Royal Dirkzwager,
confirmed that it was hit with ransomware from the Play Group hackers. This attack
did not affect the operations, but data that held a range of contracts and personal
information from the servers was compromised [33]. The operation of the German-
based shipyard, the Liirssen shipyard, was paralyzed by the BianLian APT group in
April 2023, and data was stolen. The background is supposed to be a phishing attack
that served as a precursor to a ransomware attack [34]. The LockBit 3.0 ransomware
group crippled the container operations across all terminals within the Nagoya Port,
one of the largest ports in Japan, in July 2023. The investigation confirmed that
the operator received a ransom demand in exchange for the recovery of the port’s
system [35]. In November 2023, an attack on DP World Australia, an international
firm specializing in cargo logistics and port operations, was reported. The attack
forced the port operator to close the terminals in Sydney, Melbourne, Brisbane, and
Fremantle [36].

The above-said cyber incidents with a detailed descriptions are depicted in
Table 1.

Analysis of the above cyber incidents, reported from 2019 to 2023, shows that
most of the incidents occurred due to phishing, malware, and ransomware. The
reason behind these attacks was the vulnerability of cybersecurity awareness. It is
observed that inadequate knowledge and awareness of cybersecurity among the crew
members and officers onboard the ship are major causes of all these attacks.
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8 Mitigation Strategies of Maritime Cyber Incidents

Like other sectors, the maritime sector also suffers from techno-based cyberattacks
like GPS spoofing, AIS attacks, GNSS attacks, supply chain attacks, DDoS attacks,
etc., malware/ransomware attacks, and social engineering attacks. The two main
reasons behind all these attacks are the lack of adequate security mechanisms
onboard the vessel [5] or in the port and the lack of knowledge of cybersecurity
by the employees/crew members onboard. The first reason could be compensated
by strengthening the framework in IT/OT systems onboard the vessel or in the
port through installing strong antivirus software and firewall system, implementing
intrusion detection and prevention system, segmenting the network in case of any
attack, periodic backing up of data to either external storage device or cloud server
and other data protection and recovery strategies. Despite having strong IT policies
on board, the second reason is very challenging to compensate, because it relies on
how much effective training is provided by the owner of the vessel and how much is
perceived by the employees/crew members. Some of the strategies to prevent social
engineering attacks are as follows [37]:

* Deploying Multi-factor Authentication (MFA) to avoid identity theft.

* Auto-scanning of any external device, in the case of inserting it into a digital
system onboard.

* Enabling spam filters to protect inboxes.

* Auto-updating all the application software as well as the system software to patch
the vulnerabilities.

e Penetration testing to exploit vulnerabilities.

* Identifying the possible critical assets other than product/service/intellectual
property.

* Implementing risk-based WAF to avoid any potential infiltration.

* Ensuring the secured communication through SSL certificates.

* Accessing only secured website which start with htps://.

Apart from the above-said strategies, some of the best practices are to be followed
by the crew members and the officers onboard a vessel [38] as well as the employees
in port operations, to reduce the problem of cyber risks.

* Use of strong passwords to protect the computers/digital systems available
onboard and their personal accounts.

» Update all the application/system software regularly.

* Back up the sensitive data regularly.

* Understand the Cyber Netiquettes to know how to communicate with others in
cyberspace.

* Know how to react in case of any cyber risk.

* Not to use any external device, without scanning it, and public Wi-Fi.

* Not to click on any suspicious links and offers from unknown people on the
internet.

* Not to store sensitive information in an unprotected drive.
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9 Conclusion

A holistic review of cyberattacks across the globe and especially in the maritime
domain, either in the port operations or onboard a vessel, is presented in this chapter
to understand the necessity of enhancing cybersecurity to meet the requirements
of the maritime industry, as technology is proliferating at a rapid pace. The
exploitation of human vulnerabilities by cyber attackers, through social engineering
via phishing, baiting, whaling, malware, etc., is found to be more common than the
technical vulnerabilities exploitation in the current scenario because of inadequate
knowledge of the crew members in handling cyber issues and insufficient IT
infrastructure facilities. This shows that the maritime industry is at risk and it
may worsen the situation, as the future of the maritime involves new technologies
like autonomous vessels, remotely operated vessels, port digitalization, etc., unless
a proper cybersecurity mechanism has to be adopted to ensure cyber resilience
onboard as well as off-ship. Based on the review of cyber incidents and challenges
in the maritime industry, it is concluded that ship owners, higher authorities in
ports, OT/IT architects, ship builders; classification societies (maritime), regulatory
bodies, and insurance companies should shoulder the responsibility to provide
guidelines and awareness about the cyber risks and threats to the IT infrastructure
deployed onboard the ship as well as the off-shore to the crew members and
employees. It is encouraged to provide them with effective training about the various
ways of cyberattacks in different situations, by having a partnership with third-
party cybersecurity solution providers, in order to protect them from the tricks of
attackers.
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Toward Secure Marine Navigation:
A Deep Learning Framework for Radar Qe
Network Attack Detection

Md. Alamgir Hossain, Md. Delwar Hossain, Latifur Khan, Hideya Ochiai,
Md. Saiful Islam, and Youki Kadobayashi

1 Introduction

Marine radar systems are critical for safe navigation and collision avoidance in mar-
itime environments. However, these systems are increasingly vulnerable to a variety
of sophisticated cyberattacks that can disrupt their functionality and compromise
maritime safety [14]. The primary attacks targeting marine radar systems include
DoS attacks, which can freeze or disable radar operations; transformation attacks,
such as scaling, rotation, and translation, which distort radar images; and object
manipulation attacks, which involve adding, removing, or relocating objects on the
radar display [6]. These attacks can create false navigational information, leading to
potentially catastrophic consequences.

The security of marine radar systems is imperative to ensure safe and effi-
cient maritime navigation. Addressing the vulnerabilities in these systems through
rigorous research offers multiple benefits. Firstly, enhancing radar security will
significantly reduce the risk of maritime accidents caused by cyberattacks, thereby
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protecting human lives and the environment [11]. Secondly, it will safeguard
the economic interests of the shipping industry by preventing disruptions and
ensuring the continuity of maritime trade routes [19]. Thirdly, it will bolster national
security by protecting critical maritime infrastructure from potential threats [12].
Researching and developing advanced detection and mitigation strategies for radar
cyberattacks will not only improve the robustness of maritime operations but also
contribute to the broader field of cybersecurity, setting new standards for protecting
critical systems [1, 8].

Solving the problem of securing marine radar systems against cyberattacks is
inherently challenging due to several factors. Firstly, the complexity and diversity
of attack vectors make it difficult to develop a one-size-fits-all solution. Attacks can
range from DoS to sophisticated transformation and object manipulation attacks,
each requiring different detection and mitigation strategies. Secondly, the maritime
environment is highly dynamic and involves continuous movement and varying
conditions, which complicates the identification of anomalous behavior. Thirdly,
the data generated by radar systems is vast and multidimensional, necessitating
advanced techniques to process and analyze it in real time. Additionally, there
is a lack of comprehensive datasets and simulation environments that accurately
represent real-world scenarios, hindering the development and testing of effective
security solutions. Lastly, implementing robust security measures must not inter-
fere with the operational efficiency of radar systems, posing a further challenge
in balancing security and performance. These complexities demand innovative
approaches and extensive research to develop effective and practical solutions
[5,7,9].

To address the complex challenge of securing marine radar systems against
cyberattacks, this research developed a comprehensive approach that leverages
advanced deep learning techniques. We leverage the RadarPWN dataset [20], utiliz-
ing packet capture files to extract comprehensive features with proper preprocessing.
We then train a 1D Convolutional Neural Network (1D CNN) specifically designed
for detecting and classifying network-based attacks on marine radar systems. This
approach surpasses previous methods by offering both binary and multi-class
classification, enabling precise identification of specific attack types. Furthermore,
the integration of early stopping and hyperparameter optimization ensures high
accuracy and robustness. Unlike traditional methods, our deep-learning-based
solution can adapt to evolving threats and process vast amounts of data in real time,
providing a scalable and efficient defense mechanism that sets a new benchmark in
maritime cybersecurity. The key contributions of this research are listed below:

— Atfirstintroduced a deep-learning-based framework for detecting and classifying
network attacks on marine radar systems, setting a new standard for maritime
cybersecurity.

— Explored a 1D Convolutional Neural Network (1D CNN) tailored for both binary
and multi-class classification of radar cyber-threats, enhancing the accuracy and
reliability of maritime cybersecurity measures.
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— Achieved stable and high accuracy in detecting various types of radar cyber-
threats.

— Set a new benchmark in maritime cybersecurity, showcasing the efficacy of deep
learning in protecting critical maritime infrastructure.

In the next sections of this chapter, we present the literature review, followed by
the methodology, results and discussion, conclusion, and references.

2 Related Works

In this section, the related research is reviewed with a focus on their methodologies,
strengths, limitations, objectives, data sources, key findings, novelty, and relevance
to provide a comprehensive understanding of the current landscape in maritime
cybersecurity.

Longo et al. [13] investigated cyberattacks on maritime radar systems, propos-
ing a model that integrates electronic countermeasures (ECM) with cyber-false
flags to simulate ECM effects. They used the ASTERIX CAT-240 protocol in a
realistic maritime scenario to assess the feasibility of these attacks. Key findings
showed how cyber-false flags could mislead attribution and complicate detection
efforts. The research’s strengths include a comprehensive threat model and realistic
simulations, while limitations involve potential real-world variability. This study’s
novelty lies in combining cyber-false flags with ECM, highlighting the need for
advanced maritime cybersecurity measures. In 2024 Giacomo et al. [15] introduce a
threat model and attack methodology that leverage domain-specific vulnerabilities
in maritime Supervisory Control and Data Acquisition (SCADA) systems [21],
specifically targeting the steering gear system on ships. They develop a three-phase
attack methodology—reconnaissance, weaponization, and delivery—using process
mining techniques to reverse engineer operational procedures and craft targeted
malware capable of executing precise attacks on shipboard ICS. However, the
controlled environment in which the experiments were conducted may not fully
represent real-world conditions. Additionally, the research assumes a significant
level of attacker expertise and access to onboard systems, which may not always
be realistic.

Amro et al. [3] present a systematic approach for analyzing anomalies in naviga-
tional NMEA [4] messages, identifying possible malicious causes, and proposing
appropriate detection algorithms. They develop a tool, NMEA-Manipulator, to
test their methodology through various cyberattack scenarios on sensor data.
They evaluate the proposed approach using two use cases: traditional Integrated
Navigation System (INS) and Autonomous Passenger Ship (APS) [2, 16]. They
employ specification and frequency-based detection methods to identify anomalies
with high confidence. But it relies on simulated environments, which may not fully
capture real-world complexities and sensor variances. Additionally, the approach
focuses on NMEAO183 messages, potentially overlooking threats targeting other
standards like NMEA2000.
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A machine learning method for classifying maritime targets and detecting
anomalies using Doppler signatures from millimeter wave radars introduced by
Rahman et al. in 2023 [18]. The authors present a comprehensive dataset collected
from field trials and demonstrate the application of supervised and unsupervised
learning techniques for effective target classification. The research utilizes Doppler
spectrum and spectrogram features from 77, 94, and 207 GHz radars to train
supervised learning models (including support vector machines) for multi-class and
binary classification, achieving validation accuracies up to 93.3% and 95%, respec-
tively. An unsupervised one-class SVM for anomaly detection is also employed.
It focuses on low sea states and low grazing angles, limiting the generalizability
of the results to other maritime environments. Additionally, the computational
load of the methodology may challenge real-time implementation on small- to
medium-sized vessels, as it relies heavily on high-dimensional feature extraction
and processing. The classification algorithms used, particularly support vector
machines, may struggle with high-dimensional data and require significant tuning
to achieve optimal performance, with accuracy potentially decreasing in more
complex, real-world scenarios.

Existing approaches for marine radar security, such as traditional approaches and
anomaly detection techniques, are limited by their inability to fully adapt to real-
world variability and the rapid evolution of cyber-threats. As technology is updating
day by day, the ways attackers target marine radar systems change rapidly. These
methods often require extensive tuning and struggle with high-dimensional data,
resulting in potential security gaps. Our proposed deep learning approach, using
a 1D CNN, overcomes these limitations by efficiently handling complex patterns
and continuously learning from new data. This adaptability ensures robust defense
against emerging threats, providing superior accuracy and resilience compared to
traditional methods.

3 Proposed Approach

In this section, the methodology of the research is described, encompassing the pro-
cessing of .pcap files for feature extraction, data preprocessing, model development,
classification process, and the evaluation metrics used. The pipeline of the proposed
approach is shown in Fig. 1, and the model development with the classification
process using advanced 1D CNN is illustrated in Fig. 2.

3.1 Dataset Preparation

In this research, we utilize the RadarPWN dataset [20], which consists of metic-
ulously recorded packet capture files simulating a variety of attack and benign
scenarios in marine radar systems.
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Fig. 1 Pipeline of the proposed approach

The RadarPWN dataset was developed to simulate and capture network-based
cyberattacks against marine radar systems within modern Integrated Bridge Systems
(IBS). This dataset was recorded using a sophisticated simulation environment that
includes the BridgeCommand ship simulator, the Radar Attack Tool (RAT), and the
OpenCPN chart plotter. The dataset comprises network traffic from Navico BR24
and NMEA 0183, recorded under both benign and attack scenarios.

The dataset includes 72 captures, each representing a unique scenario generated
and recorded three times with slight variations in the ship’s route. The scenar-
ios cover three simulated environments: RadarRostock, RadarSantaCatalina, and
RadarSimpleEstuary. The attack classes in these scenarios include benign, Denial
of Service (DoS), scaling, rotation, translation, addition, removal, and relocation.
Each attack class is represented by various specific attack techniques such as random
pixels, image rotation, and ship addition/removal.
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The packet captures in the dataset record the communication between OpenCPN
and RAT, with UDP packets carrying NMEA 0183 sentences and Navico BR24
radar data. Key tools used include the BridgeCommand simulator and the OpenCPN
chart plotter, with protocols such as NMEA 0183 and Navico BR24 being integral
to the network traffic recorded.

The feature extraction process from .pcap files begins by reading the packet
capture files using the rdpcap function, which loads the raw network traffic data.
Initially, an empty list is created to store individual packet data, and a dictionary
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is initialized to maintain flow statistics. Each packet is examined to determine if
it contains the IP layer, and relevant information such as source and destination
IPs, ports, protocol, timestamp, and packet length is extracted. The flow ID, which
uniquely identifies each communication flow based on source and destination
details, is computed to aggregate packets belonging to the same flow. This step
also involves distinguishing between forward and backward packets based on the
IP addresses.

Once the packets are categorized, flow statistics are updated by tracking the start
and end times of each flow, calculating flow duration, and accumulating packet
counts and lengths for both directions. For each packet, several packet-level features
are computed, including inter-arrival times, header lengths, and flag counts. These
features help in capturing the behavior of the traffic flow. Subsequently, additional
flow-level statistics such as packet length mean, variance, active and idle times,
and down/up ratio are calculated to provide a comprehensive view of the traffic
characteristics.

The data is then labeled by initializing a “Label” column to “Benign” and apply-
ing predefined labels based on specific scenarios, marking periods when attacks
occur. The final steps involve converting the list of packet data into a DataFrame,
cleaning the data by removing rows with NaN values, and dropping columns
with constant values across all rows. The processed DataFrame is then saved to
a CSV file for further analysis. This structured and detailed feature extraction
process transforms raw network traffic data into a format suitable for machine
learning models, enabling effective detection and classification of cyberattacks on
marine radar systems. The feature extraction process resulted in a dataset containing
1,843,991 rows and 66 columns, including the “Label” column, which was stored
in the CSV file.

3.2 Data Preprocessing

Data preprocessing is a crucial step in the machine learning pipeline, as it ensures
the quality and consistency of the data used for model training and evaluation.
Proper preprocessing transforms raw data into a clean and structured format,
enabling the model to learn effectively and make accurate predictions. This step
includes handling missing values, normalizing features, and encoding categorical
variables, which collectively enhance the performance and robustness of the model
[10].

After loading the .csv file, any infinity values and large numerical representations
are replaced with NaNs, followed by the removal of all rows containing NaN values
by Egs. 1-3. This ensures the dataset is clean and free from outliers.

df = df.replace([+o00, —o0], NaN) (D

df = df.replace(regex_pattern, NaN) 2)
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df.dropna(inplace = True) 3)

where X represents the dataset, oo and NaN are infinity and not-a-number values,
respectively, and regex_patternis aregular expression pattern for large numerical
representations.

Then, the numerical and categorical columns are separated. Numerical columns
are normalized using the StandardScaler, which transforms the data to have a mean
of 0 and a standard deviation of 1 with Eq. 4.

X—pn
o

Xnorm = (4)
where Xporm is the normalized data, X is the original data, w is the mean, and o is
the standard deviation.

Next, categorical columns are ensured to be in string format and encoded using
LabelEncoder. Label encoding assigns each unique category in a column to an
integer value.

Xcat = Encode(Xcq) )

where X4 is the categorical data and Encode represents the label encoding process.

After, the data is sampled with 10% from each class for balanced training. The
features (X) and labels (y) are separated, and the labels are encoded and converted
into categorical format for multi-class classification. The one-hot encoding converts
class labels into a binary matrix using the following Eq. 6:

Yone-hot = OneHotEncode(y) (6)

where X, is the categorical data and Encode represents the label encoding process.
In the next step, the dataset is split into training and testing sets, with the training
set comprising 80% and the testing set comprising 20% of the data. The numerical
features are standardized to ensure the model training is not skewed by differing
scales of the features. Then the training data is scaled with Eq. 7.

Xirain — Mtrain
Xtrain_scaled - (7)
Otrain

where Xirain_scaled 15 the scaled training data, Xain is the original training data, fiirain
is the mean of the training data, and oy, is the standard deviation of the training
data.

Xtest — Mtrain
Xtestﬁscaled = (8)

Otrain

where Xiest_scaled 18 the scaled testing data, Xy is the original testing data, fiiqin 1S
the mean of the training data, and oy, 1S the standard deviation of the training data.
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The standardized data is then reshaped for input into the 1D CNN model,
ensuring the data is in the correct format for model training:

Xtrain_crm = ReShape(Xtrain_scaled: Nirain, F, 1) ©)]
Xtest_cnn = Reshape(Xiest_scaled> Neest, F, 1) (10)

where Xiain_cnn and Xiest_cnn are the reshaped training and testing data, respectively,
Nirain and Nieg are the number of training and testing samples, respectively, and F
is the number of features.

3.3 Deep Learning Model Development

1D Convolutional Neural Networks (1D CNNs) are a type of deep learning model
specifically designed to process and analyze sequential data [17]. Unlike traditional
neural networks, CNNs can capture spatial hierarchies by applying convolutional
filters to the input data, making them highly effective for tasks such as time series
analysis, natural language processing, and in this case, network traffic classification.
The 1D CNN architecture typically includes layers such as convolutional layers,
pooling layers, flattening layers, and dense layers, each contributing to feature
extraction, dimensionality reduction, and classification. In our proposed approach, a
1D CNN is utilized to classify network traffic data into different types of attacks and
benign traffic. This method leverages the hierarchical feature extraction capabilities
of CNNs to improve the accuracy and robustness of network security models. The
architectural values of 1D CNN are shown in Table 1. The parameters used with
their values are displayed in Table 2, and the classification process is illustrated in
Fig.2.

Table 1 Architecture of the 1D convolutional neural network model. Values include layer type,
output shape, and the number of parameters

Layer (type) Output shape Param #
convld (ConvlD) (None, 63, 64) 256
max_poolingld (MaxPooling1D) (None, 31, 64) 0
convld_1 (ConvlD) (None, 29, 128) 24704
max_poolingld_1 (MaxPooling1D) | (None, 14, 128) 0
convld_2 (Conv1D) (None, 12, 256) 98560
max_poolingld_2 (MaxPooling1D) (None, 6, 256) 0
flatten (Flatten) (None, 1536) 0
dense (Dense) (None, 128) 196736

dense_1 (Dense) (None, 8) for Multi, (None, 2) for Binary 1032
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Table 2 Used parameter with the value of developed 1D CNN

Parameter Value

Conv1D layers 3

Kernel size 3

Activation function (Conv1D and Dense) ReLU
Pooling size 2

Output Activation Function Softmax
Optimizer Nadam
Learning rate 0.001

Loss function Categorical cross-entropy
Metrics Accuracy
Early stopping monitor Validation loss
Patience for early stopping 10

Batch size 32

Number of epochs 200

Validation split 0.2

The classification process of the proposed 1D CNN for classifying different
attacks is described below:

3.3.1 Convolutional Layers

The convolutional layers apply filters to the input data to extract local patterns. Each
filter w slides over the input sequence x, performing a convolution operation:

K
(x % w)[t] :Zx[t—l—i—l]w[i] 1)
i=1
where K is the kernel size, ¢ is the position in the input sequence, and w represents
the filter weights. The activation function applied is the ReLU (Rectified Linear
Unit):
ReLU(z) = max(0, z) (12)
Three convolutional layers are used with filter sizes of 64, 128, and 256, respec-
tively, each followed by a ReL.U activation function.

3.3.2 Pooling Layers

After each convolutional layer, a MaxPooling layer is applied to downsample
the feature maps, reducing their dimensionality and retaining the most significant
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features. The pooling operation is defined as
MaxPooling(x)[t] = mlzllxx[t +i—1] (13)
=

where P is the pooling size.

3.3.3 Flattening Layer
The output from the last pooling layer is flattened into a single vector:
Flatten(x) = x (14)

This layer prepares the data for the fully connected dense layers.

3.3.4 Dense Layers

The dense layers perform the final classification by combining the features extracted
by the convolutional and pooling layers. The first dense layer applies a linear
transformation followed by a ReLU activation function:

Dense(x) = ReLU(Wx + b) (15)

where W is the weight matrix, x is the input vector, and b is the bias vector. The
output layer uses a softmax activation function to produce the probabilities for each
class:

Zi

Softmax(z); = (16)

C

j=1¢"

where C is the number of classes, and z is the input to the softmax function.

3.3.5 Training and Optimization

The model is compiled using the Nadam optimizer and categorical cross-entropy
loss function. The Nadam optimizer is a variant of the Adam optimizer that
incorporates Nesterov momentum:

m; = Bimi_1 + (1 — B)g (17)
v = Bovi—1 + (1 — Bo)g? (18)
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N mg

m; = W (19)
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where m; and v; are the first and second moment estimates, 81 and 8, are the decay
rates, g; is the gradient, 7 is the learning rate, and € is a small constant to prevent
division by zero.

3.3.6 Early Stopping

Early stopping is employed to prevent overfitting. The training process monitors the
validation loss and stops when it does not improve for a specified number of epochs
(patience), restoring the best model weights.

3.4 Evaluation Metrics

Evaluation metrics are crucial in assessing the performance and effectiveness of a
deep learning model. They provide quantitative measures to understand how well
the model predicts outcomes, identifies different classes, and distinguishes between
benign and attack traffic. The evaluation metrics used in this research are described
in Table 3.

The proposed 1D CNN model effectively extracts features from network traffic
data and classifies different types of attacks with high accuracy by leveraging
convolutional layers, pooling layers, and dense layers, optimized with the Nadam
optimizer and monitored with early stopping.

4 Results and Discussion

In this section, the results of the research are described with proper figures and tables
to illustrate the effectiveness of the proposed approach in detecting and classifying
cyberattacks on marine radar systems.
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Table 3 Metrics for model evaluation

Metric name | Description Equation
Accuracy The ratio of correctly predicted instances to the total %

instances. High accuracy indicates the model’s overall
effectiveness in classifying both benign and attack traffic

Precision The ratio of correctly predicted positive observations to %
the total predicted positives. High precision indicates
fewer false positives, crucial for minimizing false alarms
in attack detection

Recall The ratio of correctly predicted positive observations to %

all observations in the actual class. High recall indicates
fewer false negatives, ensuring that most attacks are
detected

F1-Score The harmonic mean of precision and recall. High
F1-Score balances precision and recall, providing a single
metric for model performance, especially when dealing
with imbalanced datasets

ROC AUC The area under the Receiver Operating Characteristic fol TPR(f)df
curve, plotting the true positive rate against the false
positive rate. High AUC indicates the model’s ability to
distinguish between classes, with 1.0 representing perfect
classification

2 x Precision x Recall
Precision+Recall

4.1 Experimental Setup

The entire implementation of our proposed approach for marine radar security was
conducted using Google Colaboratory (Google Colab), a cloud-based platform that
offers a flexible and efficient environment for developing and executing machine
learning models. We used Python 3 as the programming language, along with key
libraries such as Pandas for data manipulation, NumPy for numerical computations,
Matplotlib for plotting, Scikit-learn for data preprocessing and model evaluation,
and TensorFlow/Keras for building and training the 1D Convolutional Neural
Network (1D CNN) model. The RadarPWN dataset, including .pcap files for raw
network traffic data, was converted into .csv files for feature extraction.

4.2 Results for Both Binary and Multi-classification

Figure 3 illustrates the distribution of different classes within the dataset used
for training and evaluating our 1D CNN model for detecting and classifying
cyberattacks on marine radar systems. The pie chart shows the proportion of each
class, with the Benign class constituting 22.3% of the dataset, while the remaining
classes—DoS, Scaling, Addition, Rotation, Move, Translation, and Removal—each
make up between 8.8 and 11.9% of the dataset. For the training of the 1D CNN
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Fig. 3 Amount of extracted data for each class

model in multi-class and binary classification, 10% of the data from each class
was used. For binary classification, all attack types were consolidated into a single
Attack class, allowing the model to distinguish between benign and malicious traffic
effectively. This balanced and comprehensive dataset ensures that the model can
accurately detect and classify various types of cyber-threats to marine radar systems.

Table 4 presents evaluation metrics for binary classification tasks, distinguishing
between different “Attack Type” and “Benign” data. The proposed 1D CNN model
for binary classification in marine radar security exhibits outstanding performance,
with perfect evaluation metrics for the majority of attack types and nearly perfect
metrics for DoS attacks. This indicates the model is highly effective in correctly
identifying both benign and attack instances across various types of attacks,
showcasing its robustness and reliability in a practical security context.

Figure 4 shows the confusion matrix for the binary classification task, where
the 1D CNN model distinguishes between Attack(Translation, Removal, DoS) and
Benign classes. The matrix demonstrates the model’s performance in correctly
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Tabl.e 4 Evaluation metrics Class type | Accuracy | Precision | Recall |F1-score

for binary (attack type and ;

benign) classification Scaling 1.0000 1.0000 1.0000 | 1.0000
Addition 1.0000 1.0000 1.0000 | 1.0000
Rotation 1.0000 1.0000 1.0000 | 1.0000
Move 1.0000 1.0000 1.0000 | 1.0000
Translation | 1.0000 1.0000 1.0000 | 1.0000
Removal 1.0000 1.0000 1.0000 | 1.0000
DoS 0.9935 0.9936 0.9935 1 0.9935

Fig. 4 Confusion matrix for binary class (Translation, Removal, DoS)
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Fig. 5 Confusion matrix for binary class (Scaling, Addition, Rotation, Move)

identifying and classifying the test data. Notably, the model achieves perfect
classification with no false positives or false negatives, as indicated by the zero
values in the off-diagonal entries. This result underscores the model’s exceptional
accuracy and effectiveness in detecting and differentiating between benign traffic
and various cyberattacks on marine radar systems.

Figure 5 consists of three confusion matrices representing the performance of
the binary classification model for three types of attacks: Translation, Removal,
and DoS. The confusion matrices demonstrate that the proposed 1D CNN model
performs exceptionally well in classifying between benign instances and different
types of attacks, with perfect classification for Translation and Removal attacks.
For these attack types, there are no misclassifications, indicating 100% accuracy,
precision, recall, F1 score, and Jaccard Index. However, for DoS attacks, while the
model still performs excellently, it shows a slight decrease in performance with 73
instances of false positives, leading to a slightly lower accuracy.

Table 5 provides the classification report for a multi-class classification model.
The multi-class classification model demonstrates outstanding performance, achiev-
ing perfect scores (1.0000) in Precision, Recall, and F1 Score across all class
types except for a marginally lower recall (0.9900) for the DoS class. With an
overall accuracy of 1.00 and impeccable macro and weighted averages, the model
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Table 5 Classification report

. . - Class type Precision | Recall | F1 score
for multi-class classification —

Addition 1.0000 1.0000 | 1.0000
DoS 1.0000 0.9900 | 1.0000
Move 1.0000 1.0000 | 1.0000
Removal 1.0000 1.0000 | 1.0000
Rotation 1.0000 1.0000 | 1.0000
Scaling 1.0000 1.0000 | 1.0000
Translation 1.0000 1.0000 | 1.0000
Accuracy 1.0000

Macro Avg 1.0000 1.0000 | 1.0000
Weighted Avg | 1.0000 1.0000 | 1.0000

Confusion Matrix
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Fig. 6 Confusion matrix for multi-class

showcases exceptional robustness and reliability, positioning it as a leading solution
in the realm of marine radar security.

Figure 6 presents the confusion matrix for the multi-class classification task,
where the 1D CNN model distinguishes between various attack types on marine
radar systems and benign traffic. The model demonstrates high accuracy, correctly
classifying all instances of Addition, Benign, Move, Rotation, Scaling, and Trans-
lation. For DoS attacks, 3,142 instances are correctly classified, with minimal
misclassifications (4 as Benign and 15 as Move). For Removal attacks, 3,697
instances are correctly classified, with only 1 misclassified as Benign and 6 as
Rotation. The few misclassifications underscore the model’s effectiveness and
robustness in accurately detecting and classifying multiple types of cyberattacks
on marine radar systems.

Figure 7 shows the training and validation loss and accuracy curves for the
1D CNN model during the binary classification task. The loss curves indicate a
rapid decrease to near-zero values, demonstrating effective learning. The accuracy
curves quickly rise to around 100% and remain stable, confirming the model’s
excellent performance in distinguishing between benign and attack traffic. The close
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Fig. 7 Model loss and accuracy for binary classification (addition)
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Fig. 8 Model loss and accuracy for multi-class classification

alignment of training and validation metrics underscores the model’s robustness and
reliability in real-world scenarios, affirming the efficacy of our approach in detecting
cyberattacks on marine radar systems.

Figure 8 shows the training and validation loss and accuracy curves for the 1D
CNN model during the multi-class classification task. The loss curves indicate a
rapid decline and stabilization at low values, with minimal fluctuations, demonstrat-
ing effective learning and good generalization. The accuracy curves quickly rise and
stabilize near 100%, with close alignment between training and validation metrics,
indicating high model performance. These results confirm the model’s robustness
and reliability in accurately classifying various types of cyberattacks on marine
radar systems.

Figure 9 shows the Receiver Operating Characteristic (ROC) curve for the binary
classification task, illustrating the model’s ability to distinguish between benign and
attack traffic. The ROC curve demonstrates a perfect classification performance,
with an area under the curve (AUC) of 1.0000. The curve rises sharply to the top-left
corner, indicating a high true positive rate and a low false positive rate, underscoring
the model’s exceptional accuracy and reliability in detecting cyberattacks on marine
radar systems.

Figure 10 illustrates the Receiver Operating Characteristic (ROC) curves for the
multi-class classification task, showing the model’s performance in distinguishing



212

M. A. Hossain et al.

Receiver Operating Characteristic (ROC) Curve
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Fig. 9 ROC curve of the model for binary classification (addition)

Receiver Operating Characteristic (ROC) Curve for Multiclass
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Fig. 10 ROC curve of the model for multi-class classification

between different attack types and benign traffic. Each class’s ROC curve reaches
the top-left corner, indicating perfect classification with an area under the curve
(AUC) of 1.0000 for all classes. This exceptional performance demonstrates the
model’s ability to accurately identify and differentiate between multiple types of
cyberattacks on marine radar systems.
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The proposed 1D CNN approach for marine radar security shows strong per-
formance across both binary and multi-class classification tasks, highlighting its
potential effectiveness in this domain. This improved accuracy can be attributed
to the model’s ability to efficiently extract and process complex patterns from
high-dimensional network traffic data. However, the approach relies on simulated
datasets, which may not fully capture the complexities and variabilities of real-world
maritime environments.

5 Conclusion

In this research, we explored the security of marine radar systems by developing
a robust 1D Convolutional Neural Network (1D CNN) model to detect various
network-based cyberattacks. We meticulously processed the RadarPWN dataset,
which includes packet capture files of both benign and attack scenarios, and applied
comprehensive preprocessing techniques to ensure data quality. The proposed 1D
CNN effectively extracted hierarchical features from the network traffic data,
demonstrating high accuracy and reliability in classifying different types of attacks.
The significance of the results lies in the model’s exceptional performance, achiev-
ing nearly perfect scores across multiple evaluation metrics, thereby enhancing the
security of marine radar systems. This research not only highlights the potential of
deep learning in cybersecurity but also sets a foundation for future research. Future
directions include extending this approach to other maritime systems, exploring
more sophisticated attack vectors, and incorporating real-time detection capabilities
to further bolster marine cybersecurity defenses.
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Improving Security and Privacy ®)
with Raspberry Pi Devices Qe

Radoje Dzankié, Zvonko Bulatovi¢, and Sanja Bauk

1 Introduction

Raspberry Pi, a powerful and versatile single-board computer, offers a number of
hacking capabilities to improve security and privacy [1-5]. Using its capabilities,
users can create robust firewalls, encrypt their data, and effectively monitor network
traffic. Raspberry Pi offers several options that can be adapted to individual needs.
Here are some key considerations and the best options available. Creating a VPN
(Virtual Private Network), for instance, allows users to establish a secure and
encrypted connection between their device and the Internet. This ensures that all
data transmitted over the network remains private and protected from potential
eavesdroppers. The Raspberry Pi can be used as a VPN server, providing a reliable
and cost-effective solution for improving privacy. By setting up a VPN on the
Raspberry Pi, users can securely access their home network remotely or browse the
Internet anonymously. While setting up a home surveillance system, a Raspberry Pi,
with its small size and low power consumption, is an ideal platform for building a
home surveillance system. By connecting the camera module to the Raspberry Pi,
users can remotely monitor their premises and improve security. Various software
options are available, such as MotionEyeOS and ZoneMinder, which provide
comprehensive monitoring functions and can be easily installed on the Raspberry Pi.
The Raspberry Pi can also be used as a secure file server to store and share sensitive
data within a local network. By configuring the Raspberry Pi as a NAS (Network
Attached Storage) device, users can create their own cloud storage solution with
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full control over their data. Options like OpenMediaVault and Nextcloud offer users
robust security values, ensuring data privacy and accessibility. It’s worth noting
that while Raspberry Pi hacks can significantly improve security and privacy, it is
essential to adopt best practices to maximize their effectiveness.

2 Data Protection

Here are given some recommendations for the Raspberry Pi’s data protection.

Regularly updating the Raspberry Pi operating system and software. Keeping the
system up-to-date ensures that all security vulnerabilities are patched, reducing
the risk of exploitation by malicious actors.

Enabling Two-Factor Authentication (2FA). Implementing 2FA adds an extra layer
of security by requiring users to provide an additional verification step, such as a
code sent to their mobile device, when accessing their Raspberry Pi or connected
services.

Using strong passwords. Using unique and complex passwords for Raspberry
Pi accounts and services is key to preventing unauthorized access. Password
managers can help generate and securely store strong passwords.

It is crucial to comprehend the value of security and privacy in the technolog-
ically advanced world of today. Raspberry Pi hacks provide a range of ways to
enhance these features, from creating a home security system to configuring a VPN
for safe online browsing. People can take charge of their digital security and privacy
by utilizing the Raspberry Pi’s capabilities and best practices, which will reduce
risks and provide security.

3 Securing the Raspberry Pi

When it comes to securing your Raspberry Pi, there are some essential tips and best
practices that can help protect your device and your data. Whether you are a novice
or an experienced user, it is crucial that you take the necessary precautions to ensure
the safety of your Raspberry Pi. In this section, we will explore some key steps you
can take to improve the security of your Raspberry Pi.

Change the default password. One of the first and most critical steps to secure
your Raspberry Pi is to change the default password. By default, the Raspberry
Pi comes with a generic password, which makes it vulnerable to unauthorized
access. Changing your password is as simple as running the “passwd” command
in the terminal and following the prompts. Remember to choose a strong and
unique password that includes a combination of letters, numbers, and special
characters.


https://fastercapital.com/content/Principles-for-User-Friendly-Interfaces.html
https://fastercapital.com/content/Protecting-Your-Website%2D%2DExploring-the-Robust-Security-Features-of-CMS.html
https://fastercapital.com/content/Affiliate-marketing-programs%2D%2DData-Privacy%2D%2DEnsuring-Data-Privacy-in-Your-Affiliate-Marketing-Program.html
https://fastercapital.com/content/Two-factor-authentication-and-PINs%2D%2DAdding-an-Extra-Layer-of-Security.html
https://fastercapital.com/content/Data-security%2D%2DHow-to-secure-your-business-data-and-prevent-unauthorized-access-and-modification.html
https://fastercapital.com/content/Critical-Steps-to-Securing-Private-Funding-for-Your-Startup.html

Improving Security and Privacy with Raspberry Pi Devices 219

Keep your Raspberry Pi up-to-date. Regularly updating the software of your
Raspberry Pi is essential to maintain security. Updates often include security
patches that address vulnerabilities and bugs. To update your Raspberry Pi, open
a terminal and run “sudo apt update” followed by “sudo apt upgrade.” This
ensures that your device is updated and protected from potential threats.

Enable firewall protection. Enabling a firewall on your Raspberry Pi can add an extra
layer of security by filtering incoming and outgoing network traffic. The default
firewall utility for the Raspberry Pi is “iptables.” To enable the firewall, open a
terminal and run “sudo apt install iptables-persistent.” Follow the instructions to
configure the firewall rules according to your specific needs. It is recommended
to block all unnecessary incoming connections and allow only the necessary
ones.

Disable SSH password authentication. By default, SSH (Secure Shell) allows
password-based authentication, which can be vulnerable to brute-force attacks.
To improve security, it is recommended to disable SSH password authentication
and use SSH keys instead. Generate an SSH key pair on your local machine and
copy the public key to your Raspberry Pi. Then disable password authentication
by editing the SSH configuration file using “sudo nano/etc/ssh/sshd_config” and
changing “PasswordAuthentication” to “no.” Restart the SSH service for the
changes to take effect.

Enable two-factor authentication (2FA). Implementing two-factor authentication
adds an extra layer of security to your Raspberry Pi. Users are required to provide
two forms of identification, typically a password and a temporary code from a
mobile app or hardware token. To enable 2FA, you can use apps like Google
Authenticator or Authy. Install the required packages and follow the instructions
to set up 2FA for your Raspberry Pi login.

Use a VPN for remote access. If you need to remotely access your Raspberry Pi,
it is crucial that you do so securely. Using VPN can encrypt your connection
and provide a secure tunnel between your device and the Raspberry Pi. There
are various VPN options available, such as OpenVPN or WireGuard. Choose a
VPN protocol and set it up on your Raspberry Pi by following the instructions
provided.

Back up your data regularly. Backing up your data is essential to ensure you can
recover in the event of any security incident or hardware failure. Consider making
regular backups of your Raspberry Pi SD card or important files to an external
storage device or cloud storage service. Tools like “rsync” or “dd” can be used to
automate the backup process and ensure the integrity of your data.

Securing the Raspberry Pi is a key step in protecting your device and data
from potential threats. By following these basic tips and best practices, you can
significantly improve the security of your Raspberry Pi and enjoy a worry-free
experience. Security is an ongoing process, so be vigilant and keep up with the latest
security updates and practices to ensure the long-term security of your Raspberry Pi.
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4 Setting Up VPN on Raspberry Pi: Anonymizing
the Internet Connection

With the increasing prevalence of cyber threats and constant surveillance of
online activities, it is imperative to take proactive measures to protect our Internet
connection. One effective way to achieve this is to set up a VPN on the Raspberry
Pi. Raspberry Pi is a small, affordable, and versatile computer that can be used for
a variety of purposes, including improving security and privacy. By configuring a
VPN on your Raspberry Pi, you can encrypt your Internet traffic and route it through
a secure server, effectively anonymizing your online activities.

Understanding VPNs. Before getting into the process of setting up a VPN on your
Raspberry Pi, it is important to understand what a VPN is and how it works.
A VPN creates a secure and encrypted connection between your device and the
Internet. It acts as an intermediary, directing your Internet traffic through a remote
server and masking your IP address. This ensures that your online activities are
protected from prying eyes, whether it’s your Internet service provider, hackers,
or government surveillance.

Choosing the right VPN protocol. When setting up a VPN on your Raspberry
Pi, one of the first decisions you’ll need to make is choosing the appropriate
VPN protocol. There are several options available, each with their own strengths
and weaknesses. Some of the most common VPN protocols include OpenVPN,
WireGuard, and PPTP. OpenVPN is widely regarded as the most secure and
reliable option, offering excellent encryption and compatibility. WireGuard, on
the other hand, is a relatively new protocol known for its simplicity and speed.
PPTP, although fast, is considered less secure and should be avoided if possible.

Installation and configuration of the VPN server. After choosing a VPN protocol
that suits your needs, the next step is to install and configure the VPN server
on your Raspberry Pi. Various software options are available, such as PiVPN,
OpenVPN Access Server, and Algo VPN. The PiVPN is a popular choice due to
its simplicity and user interface. It simplifies the installation process and provides
an intuitive web-based management interface. OpenVPN Access Server offers
more advanced functions and is ideal for larger scale deployments. Algo VPN,
on the other hand, provides a self-hosted VPN solution that prioritizes security
and privacy.

Setting up VPN clients. After setting up the VPN server on your Raspberry Pi, you
will need to configure the VPN clients on your devices to connect to the server.
Fortunately, most VPN protocols are supported by a wide range of operating
systems, including Windows, macOS, Linux, iOS, and Android. This allows you
to secure all your devices, ensuring your Internet connection remains private and
anonymous, regardless of the platform you use. Simply install the appropriate
VPN client software, enter your server information, and connect to start enjoying
the benefits of VPN.
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Additional considerations. While setting up a VPN on your Raspberry Pi can greatly
improve your security and privacy, there are a few additional considerations to
keep in mind. First, it is important to choose a reliable VPN service provider if
you opt for a third-party VPN server. Look for vendors that prioritize privacy,
have a strong reputation, and offer robust encryption. In addition, regularly
updating your Raspberry Pi operating system and VPN software is essential to
ensure you benefit from the latest security patches and improvements. Finally,
consider the performance effect of using a VPN, as the encryption and routing of
your Internet traffic may result in slightly slower speeds.

Setting up a VPN on the Raspberry Pi is an effective way to anonymize the
Internet connection and improve security and privacy. By understanding the differ-
ent VPN protocols available, choosing the right software, and properly configuring
servers and clients, one can enjoy a secure and private online experience. Remember
to choose a reliable VPN service provider, keep your software up-to-date, and be
aware of the potential impact on performance. With these considerations in mind,
we can get the most out of the Raspberry Pi and take control over our own digital
privacy.

5 Protecting the Network

In an interconnected world, where our homes, offices, and even our cars are
connected to the Internet, the need for a robust and reliable network security
system has become paramount. With the rise of cyber threats and the increasing
vulnerability of our personal data, it is imperative to take proactive measures to
protect our networks from intruders. One such measure is building a Raspberry Pi
firewall, a cost-effective and versatile solution that can significantly improve the
security and privacy of your network.

Raspberry Pi firewall. The Raspberry Pi firewall is essentially a network security
device that monitors and controls incoming and outgoing network traffic based
on predefined security rules. It acts as a barrier between your network and the
outside world, filtering potentially harmful traffic and preventing unauthorized
access to your network. The Raspberry Pi, with its low power consumption and
compact size, makes an ideal platform for building a firewall that can be easily
customized and adapted to your specific security requirements.

Choosing the right firewall software. When it comes to choosing firewall software
for your Raspberry Pi, there are several options to be considered. Some popular
choices include:

 iptables: This is a built-in firewall tool in Linux that provides a robust and
flexible solution for filtering network traffic. It offers granular control over
network packets and can be configured to create complex firewall rules.
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However, this requires a deep understanding of networking concepts and
command-line configuration.

* UFW (Uncomplicated Firewall): As the name suggests, UFW is a user-
friendly frontend for iptables that simplifies the configuration process. It
provides an easy-to-use command-line interface and offers preconfigured
profiles for common services, making it an excellent choice for beginners.

* pfSense: If one prefers a more advanced feature-rich firewall solution, pfSense
is worth considering. It is a free and open-source firewall distribution based on
FreeBSD and offers a web-based graphical interface for easy configuration.
It provides advanced functions such as VPN support, traffic shaping, and
intrusion detection, making it suitable for more complex network settings.

After considering the pros and cons of each option, iptables stands out as the
best choice for building a Raspberry Pi firewall. Although it requires some technical
expertise, it offers unparalleled flexibility and control over network traffic filtering.
Setting up a firewall. After choosing firewall software, the next step is to set up
the Raspberry Pi as a dedicated firewall device. However, building a Raspberry
Pi firewall is not a one-time task. Namely, it requires constant monitoring and
maintenance to ensure its effectiveness.

6 Protecting Files and Communications

Raspberry Pi, a small but powerful computer, can change the game when it comes to
encrypting data and improving security. Here, we will explore the various methods
and tools available for encrypting data with the Raspberry Pi.

Using encryption software. One of the easiest ways to encrypt data on a Raspberry
Pi is to use encryption software. There are various options available, each with
their own strengths and weaknesses. Here are some choices:

* VeraCrypt: This open-source disk encryption software allows you to create
encrypted containers or encrypt entire partitions. It offers strong encryption
algorithms and supports multiple platforms, making it a versatile choice.

* GnuPG: Also known as GPG, this command-line tool provides cryptographic
privacy and authentication for data communication. With GPG, you can
encrypt files, email, and even create digital signatures. Although it requires
little technical knowledge, GPG offers robust encryption capabilities.

* Cryptomator: If you are looking for a user-friendly option, Cryptomator is
worth considering. This open-source software creates a virtual disk drive
where you can store your files, encrypting them on the fly. It integrates
seamlessly with cloud storage services, ensuring your data stays safe even
in the cloud.

The VPN setup. The VPNs are effective means of securing the communications and
protecting privacy. By encrypting your Internet traffic and routing it through a
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remote server, VPNs protect your data from prying eyes. Raspberry Pi can be
transformed into a VPN server, allowing you to establish a secure connection
wherever you are. Here are some options to be considered:

¢ OpenVPN: This open-source VPN protocol is widely appreciated for its
strong security features. With OpenVPN, you can create a secure tunnel
between your Raspberry Pi and other devices, ensuring that all data passing
through is encrypted. OpenVPN also supports different authentication meth-
ods, making it a flexible choice.

¢ WireGuard: Known for its simplicity and speed, WireGuard is becom-
ing increasingly popular as a lightweight VPN solution. While still in
development, WireGuard offers modern encryption algorithms and efficient
performance, making it an attractive option for Raspberry Pi users.

* PiVPN: If you prefer an out-of-the-box solution, PiVPN is a fantastic choice.
Built specifically for the Raspberry Pi, PiVPN simplifies the process of setting
up a VPN server. It uses OpenVPN under the hood, providing a user-friendly
interface and a simple installation process.

Encryption of external memory. Storage devices, such as USB drives or external
hard drives, encrypting them is essential to protecting your data in the event of
loss or theft. The Raspberry Pi can be used to encrypt these devices, ensuring
that your files remain secure even if they fall into the wrong hands. Here are two
available options:

* LUKS: Linux Unified Key Setup (LUKS) is a disk encryption specification
widely used in Linux systems. The Raspberry Pi, being a Linux-based
computer, can easily encrypt external storage devices using LUKS. Once
encrypted, devices can only be accessed with the correct password or key,
providing an extra layer of security.

e VeraCrypt: As mentioned earlier, VeraCrypt is a versatile encryption software
that supports external storage devices. By creating an encrypted vault on your
USB drive or external hard drive, you can ensure that your data remains
protected even if the device is lost or stolen.

Encrypting data using the Raspberry Pi is an effective way to improve security
and privacy. From using encryption software to setting up a VPN or encrypting
external storage, there are different options available to suit different needs. While
the best option may vary depending on individual requirements, VeraCrypt stands
out as a versatile choice for encrypting files and containers. When it comes to
VPN solutions, OpenVPN and PiVPN offer strong security features and ease of
use. Finally, for external storage encryption, LUKS and VeraCrypt provide robust
encryption capabilities. Using these techniques, you can protect your files and
communications with the Raspberry Pi, ensuring that your data remains secure.
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7 Adding an Additional Layer of Security

Implementing two-factor authentication (2FA) on the Raspberry Pi means adding
an extra layer of security of robust security measures. By adding an extra layer of
security, 2FA ensures that only authorized people can access your device and its
resources. In this section, we will explore the benefits of implementing 2FA on the
Raspberry Pi, discuss different methods for enabling it, and compare the options
to determine the best solution. Namely, the advantages of implementing 2FA on
Raspberry Pi are the following:

* Enhanced security: Two-factor authentication adds an extra layer of security
beyond a password. It requires another form of authentication, such as a physical
token or one-time password (OTP), making it difficult for unauthorized persons
to gain access.

* Protection against password-based attacks: Traditional password-based authenti-
cation methods are vulnerable to brute-force attacks and password guessing. By
implementing 2FA, even if an attacker manages to obtain the password, they will
still need another factor to gain access.

» Mitigating phishing attacks: Phishing attacks, where attackers trick users into
revealing their credentials, are prevalent. With 2FA, even if the user falls victim
to a phishing attack, the attacker would still not be able to access the Raspberry
Pi without another authentication factor.

On the other side, the methods that enable 2FA on Raspberry Pi are the
following:

* Time-Based One-Time Password (TOTP): TOTP is a widely used method for
implementing 2FA. It generates a unique one-time password that changes every
few seconds, which the user needs to enter along with their password. This can
be achieved by using mobile apps like google Authenticator or Authy, which
generate an OTP based on a shared secret key.

* Hardware tokens: Hardware tokens, such as YubiKeys, provide an additional
level of security by generating OTPs. These physical devices connect to your
Raspberry Pi via USB and require the user to tap a button or touch the device
to generate an OTP. Hardware tokens are very secure and convenient, as they
eliminate the need for a mobile app.

* Biometric authentication: The Raspberry Pi can also use biometric authentication
methods, such as fingerprint scanners or facial recognition, to implement 2FA.
Biometric data is unique to each individual, making it a highly secure form
of authentication. However, additional hardware and software tuning may be
required.

The TOTP is a popular and practical method, as it only requires a mobile
application and does not rely on additional hardware. It provides a good balance
between security and usability. Hardware tokens offer the highest level of security,
as they are immune to online attacks and identity theft attempts. However, they may
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require an upfront investment in purchasing hardware. Biometric authentication pro-
vides a seamless user experience and excellent security. However, this may require
additional hardware and software tuning, while there are potential privacy issues
associated with storing biometric data. Considering the options, TOTP using mobile
apps like Google Authenticator or Authy is often the best choice for implementing
2FA on the Raspberry Pi. It strikes a balance between security, convenience, and
cost-effectiveness. However, if you prioritize maximum security and are willing to
invest in hardware tokens, they offer a great alternative. Biometric authentication
can be explored if you have the necessary hardware and are comfortable with the
associated privacy considerations.

8 An Example of Using Raspberry Pi for Monitoring
Sensitive Cargo at Sea

We decided to conduct our own experiment because there was a dearth of infor-
mation regarding the tracking of containers containing sensitive and dangerous
materials (particularly nuclear material) in maritime traffic. Therefore, we proposes
a practical Do It Yourself (DIY) approach for building a real-time tracking device
for hazardous cargo [6—10]. This strategy aims to address the ongoing search for
different solutions to problems of this nature, which can be costly and potentially
hinder safe transportation.

The proposed device is made up of a Raspberry Pi 4 model (6 GB RAM, 64 GB
storage capacity) and a lithium-ion battery power source that can provide a UPS for
the Raspberry Pi. The Raspberry Pi functions as a central computer with connections
to a number of sensors, including the crucial GSM and GPS modems as well as
temperature, humidity, tilt, and light sensors (Fig. 1).

Fig. 1 Within the real-time tracking apparatus (own research)
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The server side is where data gathering, processing, alarm setup, and triggering
are organized. The following sensors are connected to the main computer, i.e., a
Raspberry Pi for scanning temperature, humidity, lightness, tilt or motion, and time.
The parts that are needed are affordable and widely accessible. These components
function as an effective connection in both virtual and real environments because of
the applied physical computing concept.

The sensor limits were set for the experiment’s purposes. Namely, if the
container deviates from its perpendicular position by more than 15°, the tilt sensor
is preconfigured to sound the alarm. The humidity and temperature sensors are
programmed to continuously monitor the humidity and temperature inside the
container. The sensors transmit data in degrees Celsius and percentages to the server.
The system sounds a light alarm if the container is opened while being transported.
Lux is used as a unit for light sensors. It is considered that the container is closed
and has a dark interior while it is being transported. The alarm is set off by an
unintentional opening of the container door while traveling. Generally speaking,
the alarms alert the dispatcher to unwanted changes in the sensor’s parameters.
The instrument measures 16 cm in length, 12 cm in width, and 6 cm in height.
It is installed inside the door of the container to minimize interference and prevent
damage during the journey (Fig. 2).

Temperature and humidity sensor

Light sensor

Fig. 2 Gadget from the exterior (own research)
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9 The DIY Experimental Results

The digital stamp, geolocation, temperature, humidity, lightness, inclination or tilt,
and time data are all gathered during the experiment. The instrument worked well.
It was tested by opening and closing the container the gadget was placed in. We
intentionally set off alarms in order to test the device in real time and record the
opening and closing times. When loading and unloading, the tilt sensor responded.
It transmitted an output of “zero” if the tilt limit was exceeded. If not, an output of
“one” was sent. Every piece of recorded data has a time stamp.

As previously stated, the container was moved from the Port of Bar in the
Republic of Montenegro to the Italian border via fishing boat. The container was
situated on the deck. We were able to shed light on the signal’s quality as well as
the precision of the container’s location and its load’s status.

Figures 3, 4, 5, and 6 show the data that the sensors along the route collected.

The device has a background information communication system and a protected
graphical interface. Figure 7 shows the path of the fishing boat carrying a container
from the Port of Bar (Montenegro) to the middle of the Adriatic Sea, where the
fishing boat stopped and returned to the port of origin after fishing. The application
for integrating the software data and displaying it on the map is made in Paython.
The device was previously tested in road traffic on the Subotica—Belgrade (Serbia)
and Belgrade—Bar (Serbia—Montenegro) routes. The results were also good.
This device has recently been patented in Montenegro (Patent No: P-2023-94; G-
06Q10/083).

Fig. 3 A sample of data from a temperature sensor (own research)
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Fig. 4 A sample of data from a humidity sensor (own research)

Fig. 5 A sample of data from a light sensor (own research)

10 Raspberry Pi as a Security System

Let us assume we would like to protect data on tracking and tracing cargo container
with sensitive cargo. Then, when it comes to improving security and privacy,
the Raspberry Pi has proven to be an incredibly versatile tool. One of its most
popular applications is as a security system, capable of monitoring and detecting
intrusions. In this section, we will cover the different aspects of using the Raspberry
Pi as a security system, exploring its capabilities, options, and best practices for
setting up an effective monitoring and intrusion detection system. The first step in
setting up a Raspberry Pi security system is choosing the right model. Raspberry
Pi offers a range of models, each with different specifications and capabilities.
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Fig. 6 A sample of data from a tilt sensor (own research)
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When it comes to security systems, it is crucial to choose a model that can handle
the necessary processing power and storage requirements. We can distinguish the

following models:

¢ Raspberry Pi 4: The latest model in the Raspberry Pi line, the Pi 4 offers signif-
icant improvements in performance and memory. With its quad-core processor
and up to 8 GB of RAM, it is well suited for running resource-intensive security

applications.

Raspberry Pi 3: Although not as powerful as the Pi 4, the Pi 3 is still a capable

option for a security system. It offers a quad-core processor and up to 1 GB of
RAM, making it suitable for most surveillance and intrusion detection tasks.
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Raspberry Pi Zero W: If you have limited space or budget constraints, the
Raspberry Pi Zero W can be a viable option. Despite its compact size, it still
packs a lot of punch with a single-core processor and wireless connectivity.

Once we have selected the appropriate Raspberry Pi model, the next step is

to install the operating system and security software. There are several options
available, each with its own advantages and characteristics:

Raspbian: The official operating system for the Raspberry Pi, Raspbian is a
Debian-based distribution that offers a user-friendly interface and comprehensive
software support. It is an excellent choice for beginners and provides a stable
foundation for building a security system.

MotionEyeOS: If you’re looking for a lightweight and dedicated option,
MotionEyeOS is worth considering. It turns your Raspberry Pi into a network
video recorder, capable of recording and analyzing video streams from connected
cameras. With its intuitive web interface, MotionEyeOS simplifies the setup and
management of the surveillance system.

Home Assistant: For those looking for a more advanced and customizable
solution, Home Assistant is a powerful home automation platform that can be
integrated with Raspberry Pi. With its wide range of plugins and integrations,
Home Assistant can be configured to monitor and detect intrusions using various
sensors and devices.

For effective monitoring and intrusion detection, it is necessary to connect

cameras and sensors to your Raspberry Pi security system. There are several options
available, depending on our specific requirements and budget:

USB cameras: Raspberry Pi supports a wide range of USB cameras, which makes
it easy to connect and configure them for surveillance purposes. USB cameras
offer positioning flexibility and can provide high-resolution video for detailed
monitoring.

Raspberry Pi camera module: Designed specifically for the Raspberry Pi, the
official camera module offers excellent image quality and seamless integration.
It connects directly to the camera port of the Raspberry Pi, making it a compact
and convenient option for surveillance applications.

PIR motion sensors: Pairing cameras with passive infrared (PIR) motion sensors
can improve intrusion detection accuracy. These sensors detect changes in heat
signatures, triggering cameras to capture footage when motion is detected. This
combination ensures that the system records only relevant events, minimizing
false alarms.

To get the most out of your Raspberry Pi security system, it is important to

implement effective intrusion detection and notification algorithms like:

OpenCV: OpenCV is a popular open-source computer vision library that can
be used for real-time object detection and tracking. Using OpenCV algorithms,
Raspberry Pi can analyze video feeds from connected cameras, identifying and
flagging potential intrusions.
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* Machine learning algorithms: These can be used for more advanced intrusion
detection. By training the system on a dataset of known intrusions, the Raspberry
Pi can learn to recognize patterns and anomalies, improving its detection
accuracy over time.

* Push notifications: To receive instant alerts, the integration of push notification
services such as Pushover or Telegram can be useful. These services can send
notifications to our smartphones or other devices, ensuring that we are notified in
a timely manner of any detected intrusions.

Raspberry Pi offers a flexible and cost-effective solution for monitoring and
intrusion detection. By choosing the right model, installing the appropriate software,
connecting cameras and sensors, while applying efficient detection algorithms, one
can create a robust security system that improves privacy and protects premises and
assets.

11 Conclusion

In the final part of security and privacy enhancements, we look at the Raspberry
Pi’s empowering capabilities when it comes to protecting our digital environment.
We have explored various aspects of security and privacy, from securing our home
networks to protecting our personal data. Raspberry Pi can be a great tool for setting
up surveillance and monitoring systems, whether it is home security or workplace
surveillance. With its compact size and low power consumption, it can easily be
hidden or mounted discreetly. Additionally, several software options are available
that allow us to set up motion detection, live streaming, and even facial recognition.
For example, using the popular MotionEyeOS software, we can turn our Raspberry
Pi into a powerful surveillance system with multiple cameras, motion alerts, and
remote access capabilities. One of the most notable advantages of the Raspberry
Pi is its ability to act as a firewall or network security device. Using software like
pfsense or OpenWrt, one can turn the Raspberry Pi into a dedicated firewall that
protects the entire network from external threats. This provides an extra layer of
security by filtering incoming and outgoing traffic, blocking malicious websites, and
monitoring network activity. Moreover, the Raspberry Pi’s low power consumption
makes it an energy-efficient option for 24/7 operation as a dedicated network secu-
rity device. The versatility of the Raspberry Pi extends beyond traditional security
measures. By combining with home automation platforms such as Home Assistant
or OpenHAB, we can create a comprehensive security and privacy ecosystem for our
smart homes. For instance, one can integrate motion sensors, door/window sensors,
and security cameras with the Raspberry Pi home automation system to automate
security alerts, control access to your home, and monitor activities remotely. This
integration provides a holistic approach to security and privacy, making it easy to
manage and control all aspects from a single platform. Another area where the
Raspberry Pi shines provides secure and private data storage solutions. We can set
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up Raspberry Pi as a personal cloud server using software such as Nextcloud or
ownCloud, which allows you to securely store and access your files from anywhere.
By adding external hard drives or network attached storage, we can expand storage
capacity. In addition, we can use encryption techniques to protect sensitive data
stored on the Raspberry Pi, ensuring that even if the physical device falls into
the wrong hands, the data remains safe. Raspberry Pi offers countless possibilities
to improve security and privacy. Whether it is setting up surveillance systems,
strengthening network security, or integrating home automation and privacy tools,
Raspberry Pi lets users take control of their digital lives. Its affordability, flexibility,
and community-driven support make it an excellent choice for those looking to
strengthen their security and privacy measures.
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Cybersecurity and Commercial Shipping: = m
Is There a Need for Unification? Chock or

Ann Fenech and Sebastien Lootgieter

1 Introduction

Maritime lawyers normally are neither IT lawyers nor are they Al lawyers or experts
on digitalization and information technology. We do however need to come to terms
with and assist with the resolution of the diverse legal conundrums very frequently
the direct fall out of cyber-attacks on the maritime space. In our work, before we
find the solutions we need to understand the problem, the extent of it, and how
it manifests itself. There are fairly mind-blowing statistics available which really
underline the not too rosy scenario related to cybersecurity attacks on shipping
which at the very least get us to address the issue and try to find a way out of
what can turn into a cyber maze.

According to the British Ports Association, cyber-attacks in the maritime trans-
port sector have increased fourfold since February 2020 and there is very little doubt
that cyber-attacks aimed at vessels, port infrastructures and port administrations,
international shipping organizations, flag administrations, and classifications soci-
eties are not only a direct attack on the safety of navigation and thus a direct threat
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to the lives of the seafarers on board but a direct threat to international trade, the
environment [1] and thus world order.

A report in 2019 from a Singaporean cyber risk management company suggested
that a ransom wear attack on Asian ports could cost the global economy as much as
USD 110 billion.

The mind boggles.

2 The Comite Maritime International

How does the Comite Maritime International feature in all of this? The CMI is a
nongovernmental organization established in 1897.

“Unification of International Maritime law,” was, is, and will remain, at the very
heart of and is the very raison d’etre of the Comite.

Albert Lilar President of the Comite from 1947 to 1976 has stated:

The history of maritime law bears the stamp of a constant search for stability and security
in the relations between the men who commit themselves and their belongings to the
capricious and in dominatable sea. Since time immemorial the postulate which has inspired
all the approaches to the problem has been the establishment of a uniform law.

Albert Lilar and Carlo Van Den Bosch in their history of the CMI? in turn quote
Louis Frank one of the co-founders of the Comite in 1897 as having stated:

It is with the object of overcoming multiple opposition, national particularism, of resolving
difficulties not by means of abstract and theoretical solutions but from the needs of practice,
of obtaining the ear of the Parliaments, that we had the idea of appealing, not only to the
jurists who are interested in maritime law, but to the very people who, in their interests, in
their problems of every day, have to submit to the consequence of good and bad laws. We
have taken into consideration that the shipowner, the merchant, the underwriter, the average
adjuster, the banker, the person who is directly interested, all take a preponderant part in our
work; that the task of the jurist is to discern that which, among these divergent interests, is
common to all; to discern what, among the diverse solutions, is the best to contribute one’s
learning and one’s experience; but that in the final analysis, the jurist must hold the pen and
that it is the man with the experience who must dictate the solution.

This quote holds good today over 130 years later. The modus operandi of
the Comite Maritime International in identifying problems and challenges, in
forming international working groups made up of maritime lawyers from various
jurisdictions and persons directly from the industry ensures that the solutions it
provides and suggests are solutions which have been designed ultimately by as Mr.
Franck put it so many years ago “the man with the experience who must dictate the
solution.”

! Albert Lilar and Carlo Van Den Bosch “Le comite maritime international 1897-1972” p 2.
2 bid p 12.
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This has been a very successful formula leading the Comite Maritime Interna-
tional to be responsible for the initial drafting of the vast majority of international
maritime Conventions. The success behind the drafting initiative stems from the
modus operandi of the CMI. When the CMI is persuaded that it may be useful to
research into the need or otherwise of having a convention on any particular subject,
a working group is formed to consider the matter and very frequently the working
group will put together a questionnaire which is then sent to all the national maritime
law associations with a view to seeing and understanding if and how the domestic
law of those countries deal with the subject. Thus, at the very start of the project,
the CMI is usually in possession of very useful information on how or whether
the subject matter is dealt within the individual and diverse legal systems. Today we
have 57 national maritime law associations, members of the CMI—a far cry from the
original 8 founding members of the CMI in 1897 which were Belgium, Denmark,
France, Germany, Italy, The Netherlands, Norway, and the United Kingdom.3

Why should an organization spend over 125 years attempting to unify the
maritime laws of different nations. Well, shipping by its very nature is one of the
most international of areas of activity, responsible for the carriage of 90% of world
trade. Put very simply we would not have international trade, the food on our table
or the clothes we wear or the energy for our industries and homes, if it were not up
to these magnificent objects which carry the goods from one country to another. Our
very existence depends on them.

Precisely because of the internationality of the activity, a typical maritime
scenario could include the application of literally dozens of competing jurisdictions
and laws. The law of the owner of the vessel could be different to the law of the
charterer, to the laws of the thousands of owners of the containers on board, to the
law of the place where the incident occurs, to the law of the flag of the vessel, to the
law of the flag of any other vessel involved in a casualty, and the list goes on.

Furthermore, each stakeholder could have their respective contractual arrange-
ments.

And that is precisely the role of the CMI which is to draft international legislation
seeking to unify international maritime law so that as far as possible the dynamics
related to the maritime space are regulated by the same law bringing about
uniformity and bringing about stability. Since 1897, the CMI has been responsible
for drafting the vast majority of international maritime conventions. These include
conventions on carriage of goods, collisions, salvage, limitation of liability, arrest of
ships, responsibility for pollution, etc. and are constantly working on new projects.
The burning question is—is there room for an international convention to ensure
cybersecurity?

3 Frank Wiswal, A brief history CMI. Website a-brief-history-wiswall.pdf (comitemaritime.org).
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3 Cybersecurity: A Major Risk

Maritime traffic is extensively dependent on information systems and computer
networks which are an intrinsic part of navigation, cargo loading management
systems, general vessel management systems, port managements systems, flag
administrations, and classifications societies, leading one to the conclusion that it
is impossible for ships to operate without reliable information technologies through
extensive computer, IT and Al networks.

Just considering this very simple statement leaves the hairs of your body stand on
edge when one considers the significant security threat to the entire shipping world
and international trade in the event of a cyber-attack on a vessel’s systems.

The growing threats to the safety and security of a vessel, of a voyage, and
of shipping in general are significant. Different events have varying effects on
the frequency and severity of cyber-attacks—geopolitics, regional wars, interna-
tional terrorism, sanctions busting, pandemics, and digitalization. According to a
cybersecurity consulting firm Naval Dome “attempts of maritime cyberattacks have
increased by 400% during the COVID-19 crisis.”

As stated, cyber-attacks are not limited to attacks on a single vessel or ship owner
or ship manager but we have seen attacks say on the entire information platforms
of port authorities or of international organizations which handle very important
data on ships such as, for instance, the attacks on the Port of Antwerp, on the Port
of Durban, entire flag administrations, a major classification society, and even the
IMO.*

Cyber-attacks come in all forms from the most basic to the most sophisticated
including:

e The theft of sensitive information.

* Intrusion into the control system of a port.

» Phishing, with which hackers extract personal information from their victims by
pretending to be a bank or an administration.

* The spread of false information about a company.

* Embezzlement.

e Ransom demands after a hacker blocks a company’s computer system.

e The intrusion into the navigation system with a view to causing damage.

e The intrusion into the loading system of a vessel.

The effects of these attacks are often very significant. They may have an effect
not only on the vessel itself, directly impacting the safety and security of the vessel
and of all her crew members, or on the company owning the vessel but may have
serious effects on world trade generally.

Imagine a cyber-attack on a vessel passing through the Suez Canal and into
the Mediterranean or while in the straits of Gibraltar which would paralyze her

4IMO security breached by ‘sophisticated’ cyber attack: Lloyd’s List. Available at: https:/
lloydslist.com/LL1134099/IMO-security-breached-by-sophisticated-cyber-attack
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navigation system while in the straits or the canal effectively blocking and closing
down these vitally important routes to international trade.

While this attack has not yet occurred, we have already seen what the effect of
an immobilized vessel in the canal actually means. On 23 March 2023, the Ever
Given which was on her way to Rotterdam, grounded and blocked the Suez Canal
for almost a week essentially causing the delay of 422 ships, carrying 2 million tons
of goods immobilizing 10% of global trade with a huge effect on the transport of
petroleum causing oil prices to rise.

For nearly 9 months now, the Houtis have randomly been attacking vessels. The
events surrounding the Greek flagged tanker the MV Sounion carrying 150,000
tons of crude oil are well documented.> We now know the results with numerous
shipping lines having taken the decision of avoiding the Red Sea area completely,
thus giving up on a Suez transit and are opting for going around the Cape instead of
passing through the Mediterranean. This is adding an extra 3 weeks on to the voyage
from the Far East to Europe and increasing the costs of such a voyage significantly
in hire per day and in additional bunkers that need to be consumed.

We also saw very recently what happens when a vessel appears to be proceeding
perfectly normally through a busy waterway suddenly clearly loses control over
her navigation systems and collides straight into a bridge such as what occurred in
relation to the vessel Dali and the Baltimore Bridge on 26 March 2024. This led to
loss of life, very serious damages to the bridge, closure of main highways, blockage
of the entire port area, and delays in shipping containers. The list is endless.
Numerous claims have followed including a claim from the US government seeking
over USD 100 million in costs and damages filed on 18 September 2024 which
consider that the Dali was “abjectly unseaworthy.” In the initial stages, the press
did identify a cyber-attack on the vessels navigation system as possibly responsible
however this has as yet not been established.

If one were to dig just a little bit deeper, in the event that a cyber-attack on a
vessel’s navigation system leads to a collision or a grounding, that would almost
certainly lead to damages caused not only to the vessel itself but to third parties.
In such a case who would be liable to the third parties? Is it the ship owner, the
classification society, the software designer, the perpetrator? Is there any particular
legal regime to protect an innocent third party from cybersecurity incidents.

If a vessel’s cargo loading operation system is hacked leading to damages
suffered to the cargo leading in turn to delays in the voyage, are the owners liable
for such damage?

A question that will arise and is arising now is how far do we take the obligation
on the ship owner to provide a seaworthy ship in the context of the due diligence
exercises which need to be carried out on a vessel’s preparedness for cyber-attacks?
Does the ship owner have an obligation to ensure that his ship has the best form of
cyber protection available or does it extend to ensuring that the most thorough and
rigorous assessment of every single IT system on board is carried out? What is the

5 Web sites: www.cnn.com; www.bbc.com; www.theguardian.com
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standard set failing which will be tantamount to fault or negligence on the part of the
shipowner? Should the level of preparedness of the crew and the training of the crew
in dealing with cyber-attacks be taken as being part of the ship owners obligation to
provide a seaworthy vessel?

3.1 The Hacking of the Port of Antwerp in 2011

The hacking of the Port of Antwerp in 2011, as reported by Stormshield, is described
as follows:®

“In 2013, the port of Antwerp discovered that a drug cartel had hijacked its
container management system. In fact, the port’s computer network had been spied
on since June 2011, when the network was reportedly infiltrated by malware,
specifically a keylogger (which allowed the hackers to record the keystrokes used
by the loading/unloading operators, and thereby obtain usernames and passwords).

The port of Antwerp eventually re-secured its system by investing nearly
€200,000 to set up countermeasures, including a new password management system
(to provide access to containers) and new communication channels between port
operators and customer services.”

In the end, the drug cartel was able to know the location where the containers
were stored, their identification numbers, and the passwords to take possession of
them.”

3.2 Impact of the 2017 NotPetya Cyber-Attack on Maersk

In 2017, shipping giant Maersk, responsible for transporting over 12 million
containers worldwide, suffered a significant cyber-attack. Wired provides a detailed
account of the events as they unfolded.

All across Maersk headquarters, the full scale of the crisis was starting to become clear.
Within half an hour, Maersk employees were running down hallways, yelling to their
colleagues to turn off computers or disconnect them from Maersk’s network before the
malicious software could infect them...Disconnecting Maersk’s entire global network
took the company’s IT staff more than two panicky hours . . . The malware’s goal was purely
destructive. It irreversibly encrypted computers’ master boot records, the deep-seated part
of a machine that tells it where to find its own operating system. Any ransom payment
that victims tried to make was futile. No key even existed to reorder the scrambled noise
of their computer’s contents. The release of NotPetya was an act of cyberwar by almost
any definition—one that was likely more explosive than even its creators intended. Within
hours of its first appearance, the worm raced beyond Ukraine and out to countless machines

6 Nicaise, V. (2022) Port Cyberattack: Hackers & Maritime Cybersecurity, Stormshield.
Available at: https://www.stormshield.com/news/cybermaretique- a-short-history-of-cyberattacks-
against-ports/
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around the world, from hospitals in Pennsylvania to a chocolate factory in Tasmania. It
crippled multinational companies including Maersk.”

The financial impact of NotPetya for Maesrk reportedly ran into the USD
300,000,000.

According to Trade winds: “Maritime companies have admitted paying ran-
somware demands in increasing numbers, with the average cost of unlocking
computer systems reaching $3.2m in 2023, according to a new study. A survey of
more than 150 industry professionals in the maritime sector found that 14% admitted
to paying a ransom following a cyber-attack in 2023 compared with 3% the previous
year, according to the study by law firm HFW and maritime cyber security company
CyberOwl.”®

A report in 2019 from a Singaporean cyber risk management company suggested
that a ransomwear attack on Asian ports could cost the global economy as much as
USD 110 billion.

3.3 AIS Spoofing

In 2023, an increase in the imposition of sanctions has seen criminal ship owners
who are part of what is termed as the “dark fleet” conduct AIS spoofing.” Today,
every commercial vessel is obliged to carry an AIS—automatic identification system
so that its location can be tracked on a 24/7 basis. From our smart phones and for
those who have the AIS app, we can input the name of a vessel and find out exactly
where she is. This is of course bad news for these dark fleet operators who wish to
breach sanctions by carrying illegal cargoes and trades. So what do they do?

They manipulate the information systems by succeeding in changing their
location on AIS. There are dozens of instances where AIS would show that vessels
are off West Africa when in fact, they would be sanction busting off the coast of
Venezuela. Or they would be showing as being off the coast of India when they are
really loading sanctioned oil in Iran. They would have the appearance of being at
anchor, indicating the ship may be used for offshore storage. However, a thorough
analysis of the vessel’s signal activity, along with human or imagery sources would
confirm the ship’s “transmitted” location to be inaccurate.

7Excerpt, A.G. (2018) The untold story of notpetya, the most devastating cyberattack in
history, Wired. Available at: https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-
code-crashed-the-world/

8 Shipping names pay multimillion-dollar ransoms after cyber-attacks, TradeWinds. Avail-
able at: https://www.tradewindsnews.com/technology/shipping-names-pay-multimillion-dollar-
ransoms-after-cyber-attacks/2-1-1536556

9 M. Wiese Bockmann, An accident waiting to happen. How the ‘dark’ fleet of tankers shipping
sanctioned oil uses deceptive shipping practices and regulatory arbitrage to avoid scrutiny,
Presentation made at CMI Colloquium 2024 in Gothenburg, Sweden, https://comitemaritime.org/
presentations
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This can be established through specialized governmental naval assets and
through the engaging of professional organizations who specialize in this activity
and who have the tools to actually find out when there are suspicions, that a
particular vessel is engaged in AIS spoofing. Much of the investigation however
remains dependent on visual sightings from human sources and imagery which
would indicate that this data is inaccurate, and the vessel is, in fact, operating out of
sanctioned ports or lifting sanctioned cargoes.

3.4 Automation

No discussion on the subject would be complete without touching upon the
development of unmanned ships and the increased risk of cyber-attacks.

I cannot but agree with the view that the more we advance in the use of artificial
intelligence for the purposes of vessel management the more alert we have to be to
the risk in the rise of cyber-attacks and the effect those attacks would have. I speak
here principally of MASS, Maritime Autonomous Surface Ships, often referred to
as Unmanned ships.

We have currently several categories and automation levels of MASS ranging
from ALO—Manual Control; to AL1—On board decision support; AL2—on board
and off shore decision support; AL3—Active human in the loop who monitors and
authorizes; AL4—Human in the loop where decisions and actions are performed
autonomously with human supervision and where high impact decisions give human
operators the opportunity and override; ALS is monitored fully autonomous mean-
ing rarely supervised operations where decisions are entirely made and actioned by
the system; AL6—Fully autonomous, unsupervised operation where decisions are
entirely made and actioned by the system.

So, we see here a huge range from total manual human control to the complete
absence of all human control.

One doesn’t have to be a rocket scientist to figure out that the higher the level of
autonomy and dependency on artificial intelligence, and the more reduced presence
of the human being in the context of maritime operations, the more room and scope
there is going to be for cyber-attacks on the vessel’s systems and the systems of the
computer companies which are going to be responsible for the systems on board and
on shore.

As referred to earlier members of the maritime industry work under specific
contractual arrangements. They have their general conditions, their charter-parties,
and their insurance policies. Some of these forms address cyber risk, other remain
silent. Take the example of insurance policies, Lloyd’s of London have excluded
cyber risks from insurance cover unless there is a specific agreement between the
parties.
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4 Should Cybersecurity Be Regulated?

4.1 The Current Norms

In the context of this discussion on maritime traffic and cybersecurity, is there an
international regulatory legal order which attempts to regulate this space?

IACS—the International Association of Classification Societies published the
Unified Requirement (UR) E26 in April 2022, which brings together a number of
requirements. This started to apply to all ships with construction contracts signed
from January 1, 2024.

BIMCO, CLIA, ICS, INTERCARGO, INTERTANKO have all issued guidelines

on cybersecurity and cyber safety on board ships [2].
The International Convention on Cybercrime adopted in Budapest on November
23, 2001, enumerates a number of offenses related to cybercrime (for example,
illegal access, damage to system and data integrity, forgery, etc.) and requires
each contracting state to adopt the necessary laws to make these acts criminal
offenses in their legal system.

The EU issued a Directive No. 2016/1148 of July 6, 2016, concerning measures
to ensure a high common level of security of network and information systems
across the European Union (known as the NIS Directive, Network and Informa-
tion System Security).

The IMO joint Maritime Safety Committee and Facilitation Committee have
provided important Guidelines on Maritime Cyber Risk Management that can
be incorporated into existing risk management processes. These guidelines
recommend all entities acting in the maritime transport sector to adopt risk
management systems consistent with the current safety and security management
shipping practices. They recommend that the cyber risk management should
consider several types of control, management, operational, procedural, and
technical processes. In 2017, the same MSC adopted resolution MSC.428(98)
on Maritime Cyber Risk Management in Safety Management Systems (SMS)
which encourages flag state administrations to review the maritime cybersecurity
in accordance with the objectives and requirements of the ISM code.

While all of this is very good indeed is it enough? Clearly not and is there
anything else we can do to better the situation and address these serious difficulties?
Will these difficulties be resolved by the creation of a new international Convention
on cybersecurity?

4.2 The Role of the CMI

In view of all of this, the CMI decided to do what it usually does when it sees
that a maritime situation may benefit from uniform rules. It set up an International
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Working Group made up of practicing lawyers from various parts of the world with
the brief of studying the situation and making recommendations. This group was
set up and first started its debates at the CMI conference in New York in 2016.
At the time, it was difficult to precisely assess such risk and what the CMI could
do. Members of the IWG mostly had in mind insurance issues. However, it is not
the CMI’s job to draft insurance policies and clauses. With the development of
digitalisation and further threats to world order, we all started to understand better
the magnitude of the problem and decided that perhaps a starting point would be:

1. To raise a type of “cyber awareness” among the stakeholders via the national
maritime law associations about cybersecurity in particular in jurisdictions where
it might be overlooked by local regulatory powers or in jurisdictions which are
not yet prepared for dealing with these eventualities.

2. To check whether the risk of cybersecurity would lead to the amendments of
existing international conventions, in particular SOLAS and ISPS.

In order to pursue these goals, the IWG has now drafted an extensive question-
naire which once approved will be sent to each and every national maritime law
association member of the CMI.

The draft questionnaire as it currently stands includes questions from the most
basic to the most complex and includes questions such as:

To what extent do you believe that existing international conventions do not
adequately cover cyber risk, do you believe this would best be rectified by:

1. A new bespoke cyber risk convention.
2. Amendment to various existing international conventions.
3. An addition to the Safety of Life at Sea Convention covering cyber risk.

And questions geared to gathering statistics on the amount and type of cyber-
attacks in the respective jurisdictions on ship owners, ship managers, vessels, port
authorities, and organizations in the logistics supply chain.

The plan is to finalize this questionnaire soon and get it sent out by the third
quarter of the year.

Once all the replies are in, the CMI will be in a better position to assess whether
an international convention on the matter would be useful and if the results indicate
that it will be useful, then the CMI will put its thinking cap on and start drafting.

5 Conclusions

The entire object of this paper was to provide some food for thought. Maritime
cybersecurity has certainly improved, but it is still considered that the maritime
industry remains an easy target. Implementing cybersecurity measures for an entire
fleet is not a simple process and due consideration must be given to the peculiarities
of each and every ship.
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The effects of cyber-attacks on shipping go to the very heart of what we must all
strive to achieve—safer shipping for crews on board, cleaner seas and oceans, the
smooth operation of international trade, and generally a safer environment.

Cyber-attacks on shipping is an extremely dangerous space which, with the on
boarding of artificial intelligence for the purposes of operating ships generally, is
becoming even more challenging. For this reason alone, the laws of different states
must sing from the same hymn sheet, must have a similar regulatory framework, and
must provide systems where the perpetrators of these attacks know that when they
are caught there is absolutely zero tolerance to what ultimately is pretty despicable
behavior which threatens the world order and the lives of people who serve as
seafarers to whom we owe a great deal.
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